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Preparing for the CCIC 2019

The 2019 California Cyber Innovation Challenge (CCIC) will be hosted by the California Cybersecurity
Institute (CCI) on June 21-23. Training is provided for the DFC at
https://cci.calpoly.edu/events/ccic/2019-df-downloads.

As part of the DFC, teams will be presented with a case where digital AND physical evidence will have to
be collected, verified, analyzed, and a criminal case will have to be assembled on a timeline and presented
to a judge. Digital forensics, critical thinking, teamwork and communication skills will all be tested as
part of this event.

In preparation of the DFC, it is highly recommended that the DFC training is completed by all team
members. The Windows and Android Forensics CCIC Trainings are designed to take an inexperienced
high school student about 22-27 hours to complete. However, the trainings can be split amongst team
members to be specialized within areas of Windows and Android Forensics resulting in about 6-8 hours
per student.

The DFC training serves as a primer - which covers the necessary skills for teams to compete in the
challenge. However, there will be portions of the DFC that will NOT be covered by the DFC training, and
your team’s ability to handle these unexpected challenges will be a part of your team’s overall success.
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Chapter 0

What is Digital Forensics and how will it be used in the CCIC 2019?

Digital Forensics is a subset of the field of forensics science and has evolved out of computer forensics as
digital devices now not only include computers, but other digital devices. Nearly all modern day crimes
now have a digital element. However, there is a large divide between the number of law enforcement
officers with formal training in Digital Forensics and the number of crimes with a digital element. The
DFC is designed to highlight some of these challenges and we believe serves as an example of how
“human” cyber problems can be.

Digital Forensics can be broken down into multiple stages, which include:

1. Seizure - Focusing on the preservation of evidence to be legally permissible in court

2. Acquisition - Ensuring evidence is forensically sound (authentic and not tampered with)
3. Analysis - Identifying the evidence and establishing a timeline for the crime

4. Reporting - Putting together a concrete case, often for a non-technical audience

Seizure

After an introduction of the DFC on June 24th, teams will be issued a blanket warrant for searching
allocated space(s) to search and seize digital evidence. Please refer to the Windows and Android
Forensics CCIC Trainings on the proper seizure of evidence

Acquisition

The acquisition stage of the DFC will be aided by “forensics technicians.” Teams that seize a piece of
digital evidence will be turning these devices to a “forensic technician” in exchange for a USB drive with
a forensics image (creating a forensics image may take several hours). Drive hashes should still be
verified upon receipt of the forensics image and once again at the end of the Analysis phase. The
Windows and Android Forensics CCIC Trainings will help prepare teams in this regard, but the DFC will
provide forensics images to all competitors to avoid long imaging durations.

Analysis

Due to the complexity of the field of Digital Forensics, the DFC’s evidence will focus mostly on
Windows and Android-based forensics and serves as the bulk of the training. Note that there will be some
physical evidence and other digital elements as part of the DFC which will require teams to be able to
integrate evidence from multiple sources.

Reporting

After the Analysis phase, teams will have to make an oral presentation (aided by a presentation slide
deck, if desired) to a series of judge advocates. The report should focus on the “Who, What, Where,
When, and How” will/did this crime take place, and provide evidence supporting these findings.
Additionally, teams will be asked to provide recommendations for remediation - what should be done at
the outcome of their findings.
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Open-Source Tools for Trainings

All tools utilized in these training manuals are open-source and therefore available for download through
the links provided.

Prior to starting the trainings, you will want to install/have access to the following tools on your PC:

Windows Forensics

Autopsy and/or Sleuthkit

Registry Explorer

Ophcrack v 3.7 and Vista Free Table

Autopsy's Multi Content Viewer 3rd Party Plugin
DCode v 4.2

JumpLister v 1.1.0

USB Historian v 1.3

SkypeLogView v 1.55

. 7Zipv16.04
10. USB Deview

© o NN PRE

Android Forensics

1. QuickHash GUI
2. Google Map Creation

3. Thunderbird Mail

Additionally, you may want to download the Windows and Android Forensics CCIC Training manuals
and training images located at: http://cci.calpoly.edu/ccic.

Note: UFED Reader is a free program provided with the creation of an extraction report and therefore is
not an executable which can be downloaded online.
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Chapter 0

Recommended Training Schedule

It is recommended that all team members complete all training materials. The following is a
recommended training schedule, assuming that team training session are each about 1-2 hours long:

Windows Forensics

e Chapters 1-4 — Introduction, Starting a Case, Drive Geometry, Image Verification, Registry
e Chapter 5 — Windows File Overview

e Chapter 6 — Recent Files

e Chapters 7-8 — Recycle Bin, External Storage Devices

e Chapter 9 — Email

e Chapters 10-11 — Internet History, Chat Logs

e Chapter 12 — Hidden Data

e Chapter 13 — Installed Programs

e Chapter 14 — Legality, Reporting

e Appendices, as time allows

Android Forensics

o Chapters 1-3 — Introduction, Secure the Device, Data Extraction with UFED

o Chapters 4-6 — Image Verification, UFED Reader Basics, Lock/Home Screens, Personal Files
o Chapters 7-9 —Installed Applications, Contacts, Phone, Messaging, Location Data

e Chapter 10-11 — Calendar, To-do Lists, Notes, Email, Internet History

e Appendices, as time allows

Note: Android Forensics Chapter 3 on Data Extraction with UFED is for your team’s knowledge of
understanding the mobile forensics process. You will exchange any mobile phone(s) for a USB drive
containing a physical data extraction during the competition.

The training manuals will be available to all teams during the competition, but familiarity with the topics
in the training manuals will greatly impact your team’s performance. It is therefore also recommended
immediately prior to the CCIC that individual team members are assigned to “own and review” one or
more of Chapters 6-14 of Windows Forensics and Chapters 4-11 of Android Forensics.

Questions

If you have any questions about the CCIC, or the CCl in general, please do not hesitate to email us at
cci@calpoly.edu.
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Introduction

For the CCIC Event, your team will be asked to do analysis on a variety of devices as a part of a digital
forensics challenge. This documentation on Android mobile forensics, in addition to the Windows
computer forensics documentation (located at www.cci.calpoly.edu), will show you how to conduct
analysis on digital evidence obtained from an Android mobile phone and the legalities behind seizing and
searching digital evidence. In this training, you will walk through the Ryan Howard case. The scenario is
as follows:

Ryan Howard Scenario

eBay routinely reviews customer business practices to ensure they are within policies such as “Offers to
Buy or Sell Outside of eBay Policy,” “Excessive Shipping Charges Policy,” and “Avoiding eBay Fees
Policy.” Within the last month, several accounts were flagged based on behavior which indicated off-
eBay transactions were being offered. These sellers have been put under strict surveillance, but no action
has been taken against their accounts, yet. Shortly after this review, eBay received contact from Best
Buy’s Geek Squad Services about an individual suspected of manufacturing and selling fraudulent Xbox
video games through eBay.

Since the discovery, eBay has continued to watch the suspect’s seller account. Geek Squad has contacted
the San Luis Obispo Police Department to arrest and prosecute Howard for theft.

On April 5", Ryan Howard was detained by Best Buy security as he attempted to pick up his mobile
device from the Geek Squad Service’s associate who had been solving a technical glitch Howard claimed
to be having on his device.

San Luis Obispo Police Department Officer Diaz interviewed Howard and he denied all allegations. A
search warrant was obtained, even though Howard consented, to search his mobile device, as the device
may contain incriminating evidence.

You have been provided with a UFED physical extraction of his mobile device. Based on the search
warrant, you are authorized to search for any information or communication associated with creating,
selling, and profiting from fraudulent product transactions on eBay.
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The Geek Squad employee found the following on the suspect’s mobile phone:

eBay Scamming Notes

Make closing dates soon after posted as the
pressure makes people fall for the scam (ie
Grand Theft Auto V)

- Prices should be low enough to entice buyers
but high enough for profit

- Use high quality photos and official product
descriptions

Ensure bubbles in bubble mailer are mostly
popped to back up the fact that the disc is
damaged
- Use P.O. Box to send from, fake name, and
dummy email address

2090

Phone  Contacts Messages Chrome Apps

NS4 95% B 10:29 AM

Dwight Schrute ¥
(805) 303-1855

Thanks for the supplies.

| will send you a pic of

a final product if | finish
so7pv ONetoday.

Thursday, April 5,2018

Just have to place in
the Xbox 360 case and
we are good to go on
a couple orders! | will
bring them by today for
you to slip them past

, your boss.

Great! I'm excited to
hear about the profit.

| will make sure the
packages get through.
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Secure the Device

Introduction

With mobile devices constantly updating how they store and access data, first responders often do not
know how to properly handle devices. It is critical to have protocols in place on how to handle devices,
depending on their state, prior to the analyst receiving it. In this chapter, you will learn the critical details
behind ensuring a seized mobile device’s evidence remains forensically sound and accessible to you as a
forensic examiner.

Properly Handling a Seized Device

The first observation to be made when a mobile device is seized from a crime scene should be to
determine whether the device is ON or OFF. This is important in determining what action should be taken
to ensure the device cannot be wiped remotely or authentication cannot be surpassed. Use the flowchart
below (Figure 2-1) on how to approach properly handling a mobile device.

What is the
state of the
mobile device?

DO NOT TURN ON
THE DEVICE >

Authentication
Required

Is the mobile
phone locked?

Is a form of
authentication
fingerprint?

Will the user
willingly provide
authentication?

Use password

Place the device ina N N
cracking techniques

Faraday Container

I B

Network Isolation

Obtain a warrant for
the user to unlock their|
device via fingerprint

Unlock the device
with provided
authentication

Figure 2-1: Properly Handling a Mobile Device Flowchart
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Authentication Required

Locked devices are very common due to security and privacy being widely important to device users,
both consumer and commercial. With security awareness continuing to be on the rise, individuals are
ensuring their devices require a passcode of some type. Device manufacturers are constantly adding
additional security options with hardware and software updates. For example, newer mobile devices have
the option of facial recognition and fingerprint lock types. These types are deemed more secure than the
average four number pin or swipe pattern passcodes.

When finding a device, the most important thing to consider is if there is an opportunity available to
disable or surpass the passcode created by the suspect. This is another situation where minimal changes to
the settings of the device need to be made to ensure full access to the data. Therefore, quick action is
required for a device found unlocked as there is a short window of time (on average user have set to 30-60
seconds) of full access capabilities before the device will lock and request the passcode once again. There
are two options in this situation:

1. Increase the time before the screen locks and execute minimal activity on the device as to remain
having accessibility. This typically can be accomplished by locating the “Settings” application on
the device, selecting “Display,” and then changing the value of “Screen timeout.” Change the
value to the max selection available (often 10 minutes).

T 2 ATPM ¥ e g . 47 PM 5 - M@ . -
@ Senings @ Display SETTINGS DISPLAY
TRy SR Yy
& Data usage Wi-Fi
General Bluetooth Night clock
More
Brlghmess Mobile Hotspot and Tethering
Device LED indicator
Screen mode utausage
‘ Call semngs Mobile networks
Status b
Auto-rotate screen Advanced Calling yiandhied

={) Sound

Screen timeout
More

Screen timeout

S
'ﬁ' Dldplay Screen saver

Sounds and vibration

Font style

I, Power saving mode Notifications

Keep screen turned off
Pulse notification light Display

‘ Storage

= Fdne screen

Figure 2-2: Version 4.2 (Jelly Bean) vs Version 7 (Nougat) “Screen timeout” within “Display”
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2. Enable “Stay Awake” using Developer options and connect the device to be charged which will
result in the device never sleeping. First, the Developer options will need to be enabled on the
device by selecting “About phone” within the “Settings” application and then locating the “Build
number.” Then press on the “Build number” seven times in a row which will add “Developer
options” to the “Settings” application. Now select “Developer options” and agree to the pop-up
window. Lastly, enable the “Stay awake” toggle and connect the device to a power source.

Note: “Stay Awake” may not be a capability on all devices, depending on the manufacturer.

N T 4ATHE243PM @ N T 47%8243PM @ N T 4ATRE2MPM @ Xf T 4 AT%E 244 PM
SETTINGS C i < ABOUT PHONE SETTINGS i < DEVELOPER OPTIONS
Flivaly anu gineryency Edasy moue
Android version ol
Easy mode Accounts
Submit bug report
Accounts Security software version Google
Desktop backup password
Google Language and input
n nd in
Language and input Backup and reset [ Stay awake ]
Android security patch level SYSTEM
Backup and reset e ity p Y

- Date and time Bluetooth HCI snoop log
Baseband version
Date and time Accessibility
Accessibility Kernel version Help OEM unlock
Press SEVEN times
Help About phone Running services
[ About phone ] [ Build number ] System updates
WebView implementation
System updates [ Developer options ] Chrome Stable
SF for Android status

Figure 2-3: Version 7 (Nougat) “Stay awake” with “Developer options” Enabled

In the case that such an opportunity does not present itself, obtaining the passcode information from the
device’s user can be accomplished (Figure 2-1) with a warrant or using password cracking techniques, as
necessary.
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Network Isolation

When a mobile device is seized from a crime scene, it is priority to ensure that the device is isolated from
all mobile data and Wi-Fi connections. If this is not done immediately, a suspect could remote wipe their
device resulting in the worst-case scenario for you as a forensic examiner: device evidence is
unrecoverable. Remote wipes can be accomplished by a suspect via internet connections, SMS, or
through third party applications and pre-created cloud backups.

However, when accomplishing network isolation, a forensics investigator’s goal is to maintain the
integrity of the data on the mobile device for analysis, nothing more than minimal changes should be
made. There are a variety of solutions to establish network isolation of a device, but often the best option
is to place the device in Airplane mode. The settings may vary slightly depending on the Android device,
but the approach should be about the same:

e Press and hold the Power button until a pop-up menu appears and select “Airplane mode.”

A W 10:35 AM

Device options

Silent mode
“ Soundis ON

Airplane mode is OFF

[\l Airplane mode

Power off

) Restart

Figure 2-4: Version 4.2 (Jelly Bean) “Airplane mode” from Pop-Up Menu
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e Swipe down from the top of the screen and select the gear icon in the far-right corner. This will
open the “Settings” application. Now, select either “Airplane mode” or the wireless option (such
as “Wireless” or “Wi-Fi”) near the top.

10:50 AM ' Tue, February 13 @ e ) e

SETTINGS

Airplane mode ]

Wi-Fi

Bluetooth

Mobile Hotspot and Tethering
Data usage

Mobile networks

Advanced Calling

More

Sounds and vibration

Notifications
Figure 2-5: Version 7 (Nougat) “Airplane mode” from Swipe Menu

e Press Menu or Apps from the home screen and then select the “Settings” application. Now, select
either “Airplane mode” or the wireless option (such as “Wireless” or “Wi-Fi”) near the top.

X 'F 488301051 AM NI T AR 202PM
@ Settings (5) Wireless and networks SETTINGS
Wireless and network 105 - " i
Airplane mode ” J Airplane mode ]
Wi-Fi s "
Wi-Fi
Kies via Wi-Fi
4G 46 settings ' Bluetooth
VPN Ui il Mobile Hotspot and Tethering
® Bluetooth Bt
= i ata usage
Wi-Fi Direct G b 9
‘ Data usage 2 Mobile networks

Advanced Calling

Mobile networks

More
More

Device

3 & Sound: d vibrat:
¢ Call settings N e ounds and vibration

Notifications

Figure 2-6: Version 4.2 (Jelly Bean) vs Version 7 (Nougat) “Airplane mode” from Settings

The advantages to using Airplane mode to isolate a device include maintaining active data and
applications as well as ensuring disconnection form mobile data and Wi-Fi connections. The main
disadvantage to this technique is that full access to the device is required. While some may argue that
another disadvantage is the modifications you are making to the device, this is not the case as the minimal
modifications to the settings of the device do not affect the integrity of the data itself. These changes,
however, should be logged in case notes to include the original state of the device, the changes made, the
outcome, and why the changes were required.
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Device Cables

While most kits used for extracting data from mobile devices include the necessary cables, it is still
necessary to seize any cable pertinent to a seized mobile device. This is due to the possibility that the
suspect’s device is a newer model. Therefore, charging and connectivity may require a special cable that
the forensics kit has not yet acquired. This can significantly change the outcome of the evidence,
especially if you are going to do analysis on temporal data (currently running applications), not to
mention that the device needs to be charged and without the proper cable, it will lose power. For example,
the Google Pixel 2 and Samsung Galaxy S8 (Figure 2-7) have upgraded from micro USB to USC-C
cabling.

Samsung Galaxy S7 Edge—Micro-USB "% Google Pixel 2—USB-C

Figure 2-7: Micro-USB vs USB-C Cables
https://www.youtube.com/watch?v=gVU_9MZ6zME
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Data Extraction with Universal
Forensic Extraction Device (UFED)

Introduction

The Universal Forensic Extraction Device (UFED) is a small hand-held, easy-to-use device that extracts
data from mobile phones. An examiner can simply plug in the mobile device and a flash drive or external
hard drive to download a portion of or an exact copy of the device’s memory. From the display screen of
the UFED, the examiner may select a data extraction technique, specific data to extract or not to extract,
and the location for the extracted data.

There are three types of techniques used to extract data from an Android device: logical, file system, and
physical. Each of these techniques can be accomplished with a Universal Forensic Extraction Device
(UFED), which is created and maintained by Cellebrite. In this chapter, you will learn about each of the
types of data extraction. You will be provided a physical extraction for the CCIC event.

Logical File System Physical
SMS & MMS SMS & MMS SMS & MMS

‘ Phone Logs

| Phone Logs

‘ Contacts

| Contacts

|
|
‘ Media ‘
|

‘Application Data

|
|
| Media |
|

|Application Data

Figure 3-1: Logical vs File System vs Physical Extraction

All Files
{Including Hidden,
Database, System,

and Logs)

Phone Logs

Contacts

Application Data

All Files
(Including Hidden,
Database, System,

and Logs)

Applications)

Deleted Data
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Logical Extraction Technique

A logical extraction is the quickest and most supported method amongst mobile devices. The UFED
device uses an APl (Application Programming Interface) to connect and request information from the file
system through the device’s operating system. After connecting and loading the API, the UFED makes
“read-only” API calls to seize allocated data to extract any files that have not be deleted and are
accessible to the file system. Therefore, the typical data from a logical extraction would be any data that a
third-party application could get access to such as text messages, contacts, media, etc.

Can | have your
contacts and
SMS?

No problem!

Figure 3-2: Logical Extraction

However, this method of extraction is the most limited out of the three, due to the technique being
dependent on the API’s available scope (authentication) of information. The API may not have
authorization to content within all default and third-party applications. Therefore, to access the content
within this category, an examiner would need to access the data in question through the file system
directly using another technique. For example, this issue often occurs when devices do not have a
common interface such as with email records (Gmail, iCloud Mail by Apple, Samsung Email, third-party
email applications).

Copyright © 2019. All rights reserved. Page 3-2



Data Extraction with Universal Forensic Extraction Device (UFED)

File System Extraction Technique

A File System extraction is an extension of the logical extraction that allows the examiner to examine the
file system as a whole, rather than just snippets of data. This can include some hidden and deleted data if
the method of storing such data was chosen to be a database or logs within the file system. Also, the
examiner will have more detailed information from default and third-party applications such as web
history, EXIF data about emails and media, and Google Maps destination history.

Can | have a
copy of your file
system?

Yes, but have
fun decoding!

Figure 3-3: File System Extraction

This method of extraction does require decoding of system and database files since the data is raw, but
this is not a concern for basic applications as the UFED Physical Analyzer automatically performs the
decryption. Since there are millions of applications on the Google Play Store alone, Cellebrite can only
provide programming to decode a portion of applications which include the most popular amongst users
(such as Gmail, Facebook, Skype, Twitter, Any.do). Even so, examiners will have access to both the raw
and decrypted versions (where plausible) of the device’s file system for analysis.
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Physical Extraction Technique

A physical extraction is the most extensive method, but with the least support. This method provides an
examiner with an exact copy of the device’s memory, for better interpretation of the data. Mobile devices
are designed to allow the insertion of bootloaders (fragments of code) into their RAM when booted into
“recovery mode.” Typically, this capability is used by manufacturers and carriers to upgrade software or
change service providers on a device. With forensics analysis, a similar technique is used by the UFED in
which a bootloader is inserted to cease the regular booting procedure into the operating system and
execute “read-only” actions on the device. With this method, an examiner has access to the data in a
logical extraction in addition to deleted files, system files, and temporal data (currently running
applications).

Please run this
code for me.

Ok, here is a copy
of me...but have
fun decoding it!

Figure 3-4: Physical Extraction

This method creates an exact copy of the device, making it the most useful technique for examiners to
complete analysis. Examiners can access GPS locations, wireless networks, and Bluetooth connections
because they have access to databases stored within the file system itself. The UFED Physical Analyzer is
a program that will automatically decode the portion of applications it is capable of processing, similar to
the File System extraction method. Therefore, examiners will still have access to both the raw and
decrypted versions (where plausible) of the device’s file system for analysis as before.

Are bootloaders forensically sound?

Yes, the bootloaders used by Cellebrite devices are forensically sound due to in-house creation and “read-
only” execution. Cellebrite designs its bootloaders for each device framework with the possible varieties
of hardware, drivers, and memory kept in mind to provide a quick analysis that is repeatable. Data
integrity is maintained because the Cellebrite bootloader will only execute “read-only” actions and
removes itself from the device after completion of the process. In most cases, the Cellebrite bootloader
can extract data despite security mechanisms (including a passcode-protected device) because the
bootloader is only requesting “read-only” permissions of the memory.
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What if a bootloader is not available for the device?

With some newer devices, the capability to utilize bootloaders is locked from users, therefore requiring
the device to be rooted temporarily to access data. Such a “temporary rooting” is accomplished by the
UFED device uploading a Cellebrite client onto the device to extract data. In this situation, the client will
write itself to the data partition to the next available unallocated space. This action does not, however,
render the analysis no longer forensically sound, as long as carefully documented and the UFED device is
set by default to uninstall after extraction. However, this setting can be changed if examiners, or their
superiors, desire the client to remain on the device as proof of method. Otherwise, any additional writing
of data to a device will be predetermined and must be confirmed by the examiner before the UFED device
will take any further actions.

UFED Physical Analyzer & Reader

When the data extraction is complete, regardless of the technique utilized, the UFED will produce a .UFD
(text) file to be opened with the UFED Physical Analyzer program on a computer. This file contains
information regarding the extraction process (including the UFED serial number, date and time the
process occurred, and hash values) and references to the extracted device data. These references are to
ZIP files for a logical extraction and .IMG or .BIN for a physical extraction. Finally, the UFED Physical
Analyzer is used to create a report with the extracted data in the form of a UFED Report Package ((UFDR
file). The .UFDR is an executable file that uses the UFED Reader program (a free application) to view the
data, continue forensic analysis, and generate a PDF or HTML readable report.

Data extraction
is complete.

Please link me to a
computer with the
UFED Physical

Analyzer.

| created a report
with the evidence
you can now open
with UFED Reader!

“—

Figure 3-5: Use UFED Software Following Data Extraction
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Verify the Forensics Image

Introduction

Before you even begin your analysis, you always want to first establish a solid foundation. To do so, you
want to verify the forensic image’s validity by checking its hash value. A hash value is basically the
fingerprint of the file. The odds of two MDS5 hash values for two different files being the same is 2128.
By checking the hash value of the forensic image and comparing it to the hash value when it was imaged,
you are confirming that the evidence has not been corrupted or tampered with. This becomes a vital piece
of information later when you are being questioned on the integrity of the image and if you missed any
partitions or data. The hash value should be checked once again after investigation is complete to ensure
that you haven’t unintentionally changed your evidence.

QuickHash GUI

The information that the UFED Reader contains is slightly limited due to its purpose being a free-ware
tool for sharing analysis reports with other investigators. If you want to calculate the hash values of your
evidence to ensure a forensically sound investigation, you will need to use another tool. For this case, you
are going to use a tool called QuickHash GUI. You can download it from:

https://quickhash-gui.org/downloads/
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Prior to Beginning Investigation

Open the QuickHash GUI tool and click on the File tab. Select MD5 from the Algorithm options.

File About
Copyright © 20112018 Ted Smith

Tet FileS | Copy | Compare Two Files | Compare Two Folders | Disks | Basesd Data

hittp://www.quickhash-guiorg

 xHash64

Algorithm Single File Hashing
 MDS == [ Start at a time:
C SHA-1

© SHA256

 SHAS12

Select File or drag n drop a file

[File being hashed...

Computed hash will appear here...

I Switch case

Expected Hash Value (paste from other utility before or after file hashing)

Clear Hash Field

Figure 4-1: QuickHash GUI Single File MD5

Click the button Select File and navigate to where the folder is containing your evidence (extracted data)
and select the image file with extension UFDR. Click Open when you are done to start the process.

Note: You do NOT want to select “UFEDReader.exe” or files with the extension PAS. These files do not
contain any of the evidence of interest, but rather only data to run the forensics software and maintain
your overlay of forensic tags (to be explained in Chapter 5).

File About

Algorithm
& MD3S

© SHA-1

€ SHA256
© SHAS12
 oHashé4

Tet  File \Fn«s | copy | Compare Twe Files | Compare Two Folders | Disks | Bases4 Data

Copyright & 2011-2018 Ted Senith. http://wwwe.quickhash-gui.org

Single File Hashing

[~ Start at a time:

Select File or drag n drop a file

| File being hashed...
Con -
&« W » ThisPC 5 Desktop » Howard Case e v & earch H . -]
g Orgenize v New folder - ™ @
A Name Date modifie Type
Expe o Quick ac
AccountPackage 4 AM  File foldes
I Des # 1 —
([ samsung COMA SM-1320VPP Galaxy 13 2016 2018-04-05 Reportufdr _ 4/5/2018 £25PM  UFDR File ]
[ ¥oor [ UrEDReaderexe M Applicat
— Doc #
&= Pict #
Ted #
& Goc#t
Anc #
@ OneDiiv
30 This PC
b Netword v < >
File name: | Samsung CDMA_SM-J320VPP Galaxy J3 2016_2018-04-05 Rep |  Allfiles (*.%) bt

Open v Cancel

Figure 4-2: Select the .UFDR File for MD5 Hash Calculation
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Verify the Forensics Image

You will begin to see the tool’s progress in calculating the hash value below and then displayed in the
gray shaded box.

File About
Copyright © 2011-2018 Ted Smith http//www.quickhash-gui.org
Tet File  |Files | Copy | Compare Two Files| Compare Two Folders | Disks | Base6d Data |
Algorithm Single File Hashing
@ MDS I Start at a time: Started at : 10/04/2018 11:04:48 <
© SHA-1
C SHA256
 SHAS12 Select File | or drag n drop a file
© xdHashéd
[ CCDMA_SM-J320VPP Galaxy J3 2016_2018-04-05 Report.ufdr
™ Switch case

Expected Hash Value (paste from other utility before or after file hashing)

[
Clar Hash ield [llllllllllllllllllllll‘l" ]

HASHING FILELPLEASE WAIT e

Figure 4-3: Hash Calculation Begins and the Timestamp is Displayed

Following the investigation, you will need to prove your case is forensically sound. Open a text editing
program such as Notepad (https://notepad-plus-plus.org/). Copy the MD5 hash and the timestamps
specified by the tool. Save this file for future reference.

Copyright © 2011-2018 Ted Smith http//www.quickhash-gui.org
Tet  File  |Files | Copy | Compare Two Files | Compare Two Folders | Disks | Base64 Data |

Algorithm Single File Hashing

@ MDS I Start at a time:

 SHA-1

€ SHA256

€ SHAS12 Select File or drag n drop a file

© xoHash64 —,
(&) G CDMA_SM-J320VPP Galaxy J3 2016_2018-04-05_Report.ufdr
™ Switch case

Expected Hash Value (paste from ot e gdit Format View Help
C:\Users\celwe\Desktop\Howard Case\Samsung CDMA_SM-J32@VPP Galaxy J3 201

Clear Hash Field [ ][] MD5: 9359D96FCAB33D7F8407F0484245AF04 i

Started at: 10/04/2018 11:04:48
HASHING COMPLETE! Ended at:  10/04/2018 11:04:51
Time taken: 00:00:02

Figure 4-4: Record the MD5 Hash to be Verified Post-Investigation
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Chapter 4

Following Completion of Investigation

Open the QuickHash GUI tool and click on the File tab. Select MD5 from the Algorithm options.

File About
Copyright © 20112018 Ted Smith

Tet E] FileS | Copy | Compare Two Files | Compare Two Folders | Disks | Bases4 Data |

hittp://www.quickhash-gui.org

Algorithm single File Hashing
* MDS == [ Start at a time:
 SHA-1
 SHA256
© SHAS12 SelectFle | o dragn drop a file
€ xxHashd —/

[ File being hashed...

Computed hash will appear here...
™ switch case

Expected Hash Value (paste from other utility before or after file hashing)

Figure 4-5: QuickHash GUI Single File MD5

Copy and paste the MD5 hash from the beginning of your investigation into the Expected Hash Value
textbox. This will have the QuickHash GUI tool compare the hash values, looking for an identical match,
to indicate whether the investigation was forensically sound.

Copyright © 2011-2018 Ted Smith

Tet File  |Fies | Copy | Compare Two Files | Compare Two Foldess | Disks | Basesd Data |

Algorithm Single File Hashing

@ MD5 I Start at a time:

€ SHA-1

© SHA256

 SHAS12 Select File or drag n drop a file
€ xcHashéd 4

http://wwrw.quickhash-gui.org

| File being hashed...

‘Computed hash will appear here...

I Switch case

[Expected Hash Value (paste from other utility befare or after file hashing) |

u 9350D96FCAB3I3DTFEA0TFO484245AF04

Clear Hash Field

File Edit Format View Help
C:\Users\celwe\Desktop\Howard Case\Samsung CDMA_SM-]32@VPP Galaxy 13 21

L oL 2 9 359096F CABIID7FB407F 0484 245AF edl

Started at: 18/84/2018 11:84:48
Ended at:  18/64/2018 11:84:51
Time taken: ©0:08:02

&

Figure 4-6: Place Recorded MD5 Hash from Pre-Investigation in the Expected Hash Value Box

>

Copyright © 2019. All rights reserved.

Page 4-4



Verify the Forensics Image

Click the button Select File and navigate to where the folder is containing your evidence and select the

image file with extension UFDR. Click Open when you are done to start the process.

Note: Remember you do NOT want to select “UFEDReader.exe” or files with the extension PAS. Those
files do not contain any of the evidence of interest, but rather only data to run the forensics software and
maintain your overlay of forensic tags (to be explained in Chapter 5).

File About

Copyright € 2011-2018 Ted Smith http//www.quickhash-gui.org

Tet  Fie |Fies | Copy | Compare Two Files | Compare Two Folders | Disks | Basess Data |

Algorithm Single File Hashing
& MD3 I Start at a time:
© SHA-1

© SHA256

© SHAS12 Select File or drag n drop afile
 xxHash64

| ile being hashed...

‘Computed hash will appear here...

™ Switch case

Expected Hash Value (paste from other utility before or after file hashing)

| 9350D96FCABIIDTFBA0TFO4B4245AF04

Clear Hash Field

+ » ThisPC > Desktop » Howard Case e v o

Organize v New folder
- lame
# Quick ac)
AccountPackage
[ Desk: g
([T Ssmeuing COMA_SMI-1320VPP Galaxy 13 2016 _2018-04-05 Reportutdr_4/5/2012 229 7M1
¥ Dow# B UriDResder.cxe
Deci#
= Picty
Textt # v €
File name: Samsung COMA_SM-J320VPP Galaxy J3 2016_2018-04-05_ Rep ~ ‘ All files (*.%)

Figure 4-7: Select the .UFDR File for MD5 Hash Calculation and Comparison

You will begin to see the tool’s progress in calculating the hash value below and then displayed in the

gray shaded box.

Algorithm
& MDS

" SHA-1

" SHA256
C SHAS12
© xxHash64

Copyright © 2011-2018 Ted Seith http://www.quickhash-gui.org

Tet  File |Fies | Copy | Compare Two Files | Compare Two Folders | Disks | Base6d Data |

Single File Hashing
[~ Start at a time: Started at : 10/04/2018 11:25:48 s

[selectFie | or drag n drop a file

[e [e CDMA_SM-1320VPP Galaxy J3 2016_2018-04-05_Report.ufdr

I™ Switch case

Expected Hash Value (paste from other utility before or after file hashing)

‘ 9359D96FCAB3I3DTFE407F0484245AF04

Clear Hash field [lllllllIllIlIlIllllllllllllllllI
60%

HASHING FILE.PLEASE WAIT e

Figure 4-8: Hash Calculation Begins and the Timestamp is Displayed
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Chapter 4

Upon completion of the hash value and comparing it to the MD5 provided, a pop-up window will appear

verifying whether the hashed values were indeed identical.

File About

oK

HASHING COMPLETE! s

Copyright © 2011-2018 Ted Smith http://www.quickhash-gui.org
Tet  File  |FieS | Copy | Compare Two Files| Compare Two Folders | Disks | Base6 Data
Algorithm Single File Hashing
& MDS ™ Start at a time: Started at : 10/04/2018 11:25:48
€ SHA1 Ended at : 10/04/2018 11:25:50 “Gemmm
© SHA256
 SHA512 Select File or drag n drop a file T b A EE SN
" xxHash&4
[ea CDMA_SM-1320PP Galaxy J3 2016_2018-04-05_Report.ufdr
I
™ switch case
Expected Hash value (paste from
9359D96FCABIIDTFE407FO484243 [Expxud hash matches the computed file hash, ox]
Clear Hash Field n o INNRENARANARANANRRRRNEEREER

Figure 4-9: Hash Comparison is Complete and Pop-Up Window Indicates an Identical Match

Note: If your pop-up window states the hash values DO NOT match, check that you selected MD5 as the

Algorithm of choice.

File About
Copyright © 20112018 Ted Semith

Tet  File |Files | Copy | Compare Twe Files | Compare Two Folders | Disks | Bases4 Data |

http://www.quickhash-guiorg

Algorithm Single File Hashing

" MDS #== | [~ Start at a time: Started at: 11:35:13

i

i Ended at : 11:35:16

" SHA256 T ‘

e == TR ime taken : 00:00:03

© oHash64
!f‘"'— rs\ G CDMA_SM-J320VPP Galaxy J3 2016_2018-04-05_Report.ufdr
i......- 03727C
™ Switch case

Expected Hash Value (paste fro
9359D96FCABIIDTFBACTFO4B41 (xpected hash DOES NOT match the computed file hash

" 0K

RECOMPUTED NEW HASH VALUE.

Clear Hash Field 1 ANNRNNRNNRNNRNNRNNNNRENRN

Figure 4-10: Check Selected Algorithm if Hash Comparison Indicates NOT Identical Match
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UFED Reader Basics

Introduction

The evidence provided for you is a physical extraction completed by a Universal Forensic Extraction
Device (UFED) as discussed in Chapter 3. A forensics report (UFDR) was generated containing all
evidence which is accessible to you through the open-source UFED Reader program. In this chapter, you
are going to properly open the case evidence, explore the menus with information, and create and remove
tags for important file(s). While you search through the evidence in the software and add tags, your work
will be saved. This allows you to reopen the case later to look through the evidence again if necessary.

Accessing Case Evidence

To begin your investigation of the mobile phone evidence, open your case by double clicking (executing)
the UFED Reader executable file (“UFEDReader.exe”).

« v > This PC *» Desktop » Howard Case v U Search Howard Case p
" Name ‘ Date modified Type Size
s Quick acce
= Desktc # AccountPackage 4/10/2018 10:56 A File folder
Downl # Samsung CDMA_SM-J320VPP Galaxy J3 2016_2018-04-05_Report.ufdr  4/5/2018 429 PM UFDR File 836,802 KB
4 Downi
[- UFEDReader.exe 2/19/2018 5:05 PM Application 221,463 KB ]
Daocun #
= Picture
Textbe #
U Gannl + Y
3 items =

Figure 5-1: To View Evidence with UFED Reader, Double Click on the Executable File ""UFEDReader"

Note: Do NOT delete or separate any of the files within the folder containing the evidence (extracted
data). These files must be within the same file location in order to open your case properly and not have
your access to the evidence revoked.
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Chapter 5

When the case fully loads, a pop-up window should appear asking if you would like to adjust the

timestamps to the device’s time zone. Check the box and click Yes.

Welcome X

Welcome to Reader

Recent files

The device's time zone was detected: (UTC-08:00) Los Angeles (America)
[Would you like to adjust timestamps to the device's time zone?

VAummamuy adjust the time zone when device time zone information is available

Figure 5-2: Check and Click Yes If You Are Asked About Using the Device's Time Zone

Due to this being a physical extraction, the evidence you have been given is an exact copy of the device’s
memory to allow for a complete interpretation of the data. Therefore, by expanding the File Systems tab
in the left main menu, you will see images of each portion of the memory listed. With the number of files
shown per image, you as the examiner are aware of the main memory used for the device. For this case,

the main memory is “Imagel3 (ExtX)” which contains the Android Root files.

@ Extraction Summary (1) %

All Content Physical
Extraction Summary + Add extraction

v Extractions: 1
- Physical
Samsung COMA SM-J320VPP Galaxy J3 2..
Physical
4/5/2018 15.06(UTC-7)

4/5/2018 1548
D:\2018-04-05.16-29-24\Samsung CDMA

(#) Case Information
Howard Cassidy Elwell
California Cybersecurity Institute

Device Info @n Device Content

DOFCCCABOST0 Phone Data

279332232¢1bf73¢

SAMSUNG-SM-J320PP Autofill 1
89148000002917794163

3/31/2018 23:38(UTC+0)

America/Los_Angeles Call Log 3
False

True

ScceS69e-b310-4ffe-b2da-dT7a.
311480
89148000002917794163
3

ne Verizon

311480291937738 Coakies _—

©} Project settings

Contacts

Figure 5-3: The File Systems Tab is an Exact Copy of the Device's Memory
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UFED Reader Basics

Also, the Extraction Summary tab is a useful location which displays Extraction, Case, and Device
information. For example, this is the window in which you can locate the device’s phone number.

@ Extraction Summary (1) X

All Content Physical

Extraction Summary

¥ Extractions: 1

- Physical
Samsung COMA SM-J320VPP Galaxy J3 2.
Physical

Device Info

(#)case Information

Howard
California Cybersecurity Institute

DOFCCCABOSTO
2793a2232c1bf73e
SAMSUNG-SM-J320VPP
89148000002917794163
3/31/2018 23:38(UTC+0)
America/Los Angeles

False

True

311480291937738
Sece569e-b310-4ffe-b2da-d77a.
311480
B9148000002917794163

3

Verizon

+ Add extraction &) Project settings [ Generate repor

Cassidy Elwell
Device Content @
Phone Data
Autcfill 1 Calendar
Call Log 3 Contacts
Coakies 368 (8 Device Lacations 0
Device Users 1 Emails

Figure 5-4: The Extraction Summary Tab is Useful for Information About the Device, Case, and Extraction Technique

This window can also be used to access the menu for editing Case Information, such as Examiner
Name(s) and Department. To access the menu, click the Project Settings button and then select Case
Information. You can edit and add fields as you please which will then display in the Extraction Summary

after clicking OK.

Reader File View Tools Report Helg p

VISR @ Extraction Summary (1) %

All Content Physical

Extraction Summary + add extraction

~) Extractions: 1 ADD NEW

& Restore default settings

Name Required Type Defaultvslue

Case name ves s Howard V4

Examiner name ] Yes E Cassidy Elwell I'd —
Case Information EDIT
forni X y
@ Case Informi Gapaemem v Caforis Clerecuy | EXISTING
SELECT| e number Yes 7
Device Info Evidence number Yes Y4
1
oK Cancel
orores o
Angele CallLag tact: 1

al
Tru
311480291937738 " Device Locet |
5cces69e-b310-4ffe-bada-d7rata...
311480
89148000002917794163

Emails 1

3
ator | Verizon

Figure 5-5: Project Settings Menu Allows for Editing of Case Information

Note: The Analyzed Data and Data Files tabs will be explored more thoroughly in upcoming chapters as
you complete your detailed investigation.
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Chapter 5

Tagging Evidence

When you find files or information that is evidence or requires further investigation, it is best practice to
place tag on the items. This is also a great practice to allow you as an investigator to “annotate” the
evidence with notes for yourself or another examiner in the future.

Note: Tag data will be included into any generated report(s) with the tag name, timestamp, and the
item(s). This information will be included at the end of the report in a Tags section and is represented

throughout the report with a colored tag symbol in the right-most column of the listed evidence.

Manage Tags

Open the Manage tags window to create or edit the name, color, and keyboard shortcut of tags by clicking

Tools» Manage tags or the icon containing a tag and gear in the tool bar.

Note: The UFED Reader program already has tags named Evidence, Important, Pending, and Completed

as defaults which you can use.

2
Manage tags <
@) Settings. Ctri+T

o Project settings

Device Info

Figure 5-6: To Edit Tags for Investigation, Click Manage Tags in the Toolbar

@ Extraction Summary (1) X

All Content

) Extractions: 1

(®) case Information

Physical

Extraction Summary

Samsun g COMA SM-J320VPP Galaxy J3 2
Physical

4/5/2018 15:06(UTC-7)

4/5/2018 15:48
DA\2018-04-05.16-29-24\Samsung CDMA,

California Cybersecurity Institute

DO:FC:CC:48:05:70
2793a2232¢1bf73e
SAMSUNG-SM-J320VPP
89148000002917794163
3/31/2018 23:38(UTC+0)
America/Los Angeles
False

True

311480291937738
Sccc569e-b310-4ffe-b2da-d77a
311480
89148000002917794163
3

Verizon

+ Add extraction

Device Content

Phone Data

Autofill

Call Log

Cookies

Device Users
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UFED Reader Basics

To create a new tag, select the New tag link and a blank row will appear. You can then utilize the text
box, color drop down, and HotKey drop down to choose the characteristics desired. Click Save following
your changes.

I
r A Q
@ Extraction Summary (1) %
All Content Physical
Extraction Summary + Add extraction {6} Project sertings [ Generate repont
s BMmgese— X
Define your tags names, colors and hotkeys.
. Q
# [Evidence ‘- F&
h # Important -
¥ Pending ) e
¥ [ Completed - -
(?) Case Informatiof
[' New g [ Hotkey - ](amdynweu
F6
Device Info [ — i
]
]
10 Calend
-
F12
— . Contacts 1
Fake
True
311480291937738 Cooki
ScccS69e-b310-4ffe-b2da-d77a .
311480
89148000002917794163
Device Users
3
Verizon

Figure 5-7: When Creating a Tag, Options Include Name, Color, and HotKey
Tags can also be deleted by clicking the trash can icon to the left of the listed tag.

Note: This will not delete any evidence associated with this tag. However, the associated items will no
longer be tagged and any descriptions associated erased.

Reader file View Tooks Report He « T

® Extraction Summary (1) X

All Content Physical
Extraction Summary + Add extraction G} Project settings B Generate report
L]

v Extractions: 1| pefine your tags names, colors and hotkeys.

Q
¥ [Evidence = |
¢ e
. % [Pendin )
¥ [Compl 1 Thetag il beremoved rom the sstem,and asocoted tems il )
(@ Case Informaste> & [Newts - "olorgerbetagged otkey

Cassidy Elwell
— Yes No
Device Info

Armerica/lo5 Angeles

False

True

3148029193738
Sccc569e-b310-4ffe-b2da-d77a.
311480
89148000002917794163

3

Verizon

Figure 5-8: Delete a Tag By Simply Clicking the Trash Can Icon
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Chapter 5

Tag File(s)

Select the file(s) you want to tag and click the icon of a tag and plus sign in the toolbar. For example, let’s
say you want to tag the file which includes the name of the Wireless Network used by the device.

Reader le

@ Wireless Networks (1) %

0 Wireless Networks (1)

E = E0- [ tpon - 7
¥ x

1B ke - ¥ A, L Last Connected ¥ Last Auto Connected *  Timestamp

)
( S )

SELECT

Q  Wireless Network

BSSID:

SSid: DBunder MiffLAN
Security Mode: WPA-PSK

Last Connected:

Last Auto Connected:

Timestamp:

End Time:

Package:

Extraction: Physical

Source file:

Map

Position:
Map Address:

Figure 5-9: Begin By Selecting File(s) and Clicking the Plus Tag Button

Note: If you are unable to click on the icon and you have multiple files selected, it is likely because a
specific file within the selected already has at least one tag. Since the UFED Reader program does not
allow this action, you will need to unselect the already tagged file and tag it separately after tagging the

rest collectively.
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UFED Reader Basics

A mini tag window will appear for you to choose which of your created tags to use. Check one or more
tags for the file(s). There is also an optional Description textbox where you can put any notes you desire
about the specific file or group of files. Click OK once you are done.

Reader

[STCEEIETANECE @ Wireless Networks (1) %

% [ egot - 7 Q  Wireless Network Goto =

* T X A | LastConnected ¥ Last Auto Connected ~  Timestamp v pssioe

Dunder MiffLAN
Cloar Al Manage tags d .
Evidence (F6)
@ 7 important (1)
@  pending (FB)
@  completed (F5)
@  Further Investigation (No h
Physical

Position:
Map Address:

0 items: 1/ Selected: 1

Figure 5-10: Select the Tag You Want to Use and Add an Optional Description

You will see the color of the tag(s) added in the Tags column of the piece(s) of evidence. In addition, the
details panel to the right will gain a Tags section containing the tag(s) color, name, and any entered
description.

Reader

Extraction Summary (1) @ Wireless Networks (1) %

0 Wireless Networks (1)

EzED- PO ewon - ¥ Q  Wireless Network

OB bk - ¥ T | X A I LastConnected ¥ Last Auto Connected = Timestamp pSSID:
v 1 . sSid: Dunder MiffLAN
Security Mode: WPA-PSK
Last Connectad:

Last Auto Connected:
Timestamp:

End Time:

Package:

Extraction: Physical

Source file:

Map
Position:
Map Address:

Tags €=

Labels @ Important
Description :  Wireless Network used by the suspect

Figure 5-11: The Tag Will Be Represented in the File's Row and the Right Detail Pane
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Remove Tag(s)

Select the file(s) you want to remove a tag from and click the icon of a tag and minus sign in the toolbar.
For example, let’s say you decided that the Wireless Network used by the device did not fit the chosen tag
S0 you want it removed.

Note: Any notes you have written in the Description of a tag will be DELETED as well, so ensure the
information does not need to be maintained or recovered.

[SUETSELEERA I @ Wireless Networks (1) X

0 Wireless Networks (1)

EEED- r'=' ® [ epon - ¥ u R Wireless Network Goto ~
OB W |—v T X K | LastConnected * lastAutoConnected ¥ Timestamp B35ID:
[ ] 1 [ ] ] SS\d‘ Dunder MiffLAN
Security Mode: WPA-PSK
Last Connected:
SELECT Last Auto Connected:
Timestamp:
End Time:
Package:
Extraction: Physical

Source file:

] Do you want to delete tag for selected entity?

Map
v o Position:
Map Address:

Tags

Labels : @ Important
Description:  Wireless Network used by the suspect!

tems: 171 Selected

Totak 1 Deduplication: 0

Figure 5-12: Begin By Selecting File(s) and Clicking the Minus Tag Button
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UFED Reader Basics

Saving Session and Reopening Case

After adding tags or descriptions to file(s) within the case evidence, you will want to save to ensure this
data is kept upon the close of the UFED Reader program. To do so, begin by clicking File® Save project
session.

Reader File |View T Report Help

&7 Open. Ctrl+0
Recent

Welcome @ Extraction Summary (1) X

All Content

Close tabs Physical

Close Ctri+W

i + Add extractio {S} Project settin
Extraction Summary A rvcion @ rroc e

4 Load project session

[ Generate report

Exit v) Extractions: 1

Physical
Samsun g COMA SM-J320VPP Galaxy J3 2
Physical

4/5/2018 15:06(UTC-7)

4/5/2018 15:48
C:\Users\celwe\Desktop\Howard Case\Sa.

(®) case Information

Hovard Cassidy Elwell
California Cybersecurity Institute

Device Info [©)] Device Content
DOFCCC4B0570 Phone Data
2793a2232¢1bf73e
SAMSUNG-SM-J320VPP Autofill 1 Cilétidar
89148000002917794163
3/31/2018 23:38(UTC+0)
America/Los_Angeles Calltog > ot
False
True
311480291937738 Cookd 368 Device Locati
Sccc569e-b310-4ffe-b2da-d77ata
311480
89148000002917794163 Davice tiie .
3
Verizon

Figure 5-13: Remember to Save Your Session Using the Toolbar Before Exiting UFED Reader

Select the location for the file to be the same as where the case’s .UFDR file and the UFED Reader
executable are being saved (should be default location). The project session will be saved as a PAS file.

PR @ Extraction Summary (1) X
WM Al Content Physical
Extra I oo Y—
A | > ThisPC > Desktop > Howard Case < vO se ard Cais P
v) Extra¢ Organize - New folder - @
A Name Date modified Type
# Quick access
BDeskop AccountPackage e 0:56A  File folder
4 Downloads
Documents  #
= Pi »
e ‘
(¥ case
& OneDrive
Device Ifj  ®ThisPC v € >
[t farmsung COMA SM-J320VPP Galaxy J3 2016 pas)
Save as type: [Physical Analyzer Session Files (*.pas)
Calend:
| A Hide Folders — sve | Cancel D contacts
St ENab Troe |
311480291937738 Cookd Device Locat 0
SceeS69e-b310-4ffe-b2da-d77ata
311480
89148000002917794163 Device Users Email
3
Verizon

Figure 5-14: Ensure You Select to Save the Project Session Within the Same Location as the .UFDR File

Copyright © 2019. All rights reserved. Page 5-9



Chapter 5

When you want to reopen your case evidence, open your case by double clicking (executing) the UFED
Reader executable file (“UFEDReader.exe”) just as you did before. You will then see a new pop-up
window asking if you would like to open a session file for the current case. Click Yes and continue with
your investigation.

Welcome X

Welcome to Reader @ settings

Recent files

A session file exists for the current project. Would you Ike 1o upen]
it2

i
The Te was Tastly moamed on 471072018 1

— Ve No

Figure 5-15: Reopen the Case the Same as Before and Select Yes When Asked If You Want to Load Your Project Session
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Reporting

Following the completion of your investigation, you will likely need to create a report containing all or
particular sections of evidence to provide to court or other examiners. To do so, you have three options:
1. Click Report® Generate report in the main toolbar.
2. Double click the Reports tab in the left main menu.
3. Click the Generate report button within the Extraction Summary window.

Reader File View Tools Report Help

G 1
[ Generatereport | Clri+R NESWAN @ Exraction Summary (1) ¥

A SV OPTION 1: CLICK
il GENERATE REPORT

CALracLIon summary + Add extraction {8} Project settings

Physical

© Extractions: 1 OPTION 3: CLICK GENERATE
- s

. Samsun; g COMA SM-J320VPP Galaxy J3 2... REPORT BU.ITON

Physical

A,r:s/zmﬁ 1506(UTC-7)

ke

4/5/2018 15:48
ChUsers\celwe\DesktophHoward Case\Sa.,

B report

OPTION 2:
DOUBLE CLICK

(%) Case Information

Heward Cassidy Elwell
California Cybersecurity Institute Howar
Device Info @~ | Device Content
DOFCCCABOSTO Phone Data
2793a2232¢1bfT3e

SAMSUNG-SM-1320V0P Autofil Calendar 7
1 B9146000002917794163
3/31/2018 23:38(UTC+0)

America/Los Angeles CallLog § Contacts -
False

True

311460291937738 Cookies 5 Device Locat )
Scces69e-b310-4ffe-bada-di7ata

311480

l 89148000002917794163
hange Cpe 3
Verizon

Figure 5-16: Open the Generate Report Menu

Within the Generate Report menu, edit the information to reflect your investigation team and choose PDF
as the Format for the extraction report. Click Next when you are done.

I
e General DEFAULT BUT CHOOSE |
BEST LOCATION FOR YOU
et settings [ Generate report
File name: Samsung CDMA_SM-J320VPP Galaxy J3 2015#018-04-30_Report
DMA. SM-J Save to: C:\Users\celwe\Documents\My Reparts Browse

Report sub directory: 2018-04-30.22-57-44
Project Samsung COMA _SM-J320VPP Galaxy J3 2016

Layout Format FOF Report

™\ SELECT PDF

Case Information

Case name: " FORMAT
oward
Examiner name: Cossidy Eel
Department California Cybersecurity Institute
Case number
H-201
UPDATE i .
vidence number:
Howard Android Phone
INFORMATION 5
Location
FOR YOUR Notes:
INVESTIGATIVE e
TEAM
2
eato 1
Next
(:‘?1400000020!77‘)4!6! Device Users Emails 1
stor Name  Verizon

Figure 5-17: Update Case and Investigation Information and Select PDF for Report Format
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Chapter 5

Now, select the extracted data you want included in the report and click “PDF Report” to the left.

You can choose to only extract the data which you tagged in the UFED Reader program with the “Tags
only” option. This is a good option for examining and presenting the most critical evidence in your case.

Reader

=}

General

Samsung CDMA_SM...

Security

Default sorting

PDF Report =

Report Dataset - Samsung CDMA_SM-J320VPP Galaxy J3 2016

[¥] Select/Deselect All

=/ Extraction

¥ Applications (139/199)
o Audio (3/3)

) Autofill (1/1)

¥ Calendar (17/17)

I Call Log (3/3)

) Configurations (11/11)
¥ Contacts (21/21)

] Cookies (368/368)

| Databases (294/294)
1 Device Info (21/21)

V] Device Users (1/1)

] Documents (4/4)

[ Emails (17/17)

¥ Images (1164/1164)

¥] Locations (10/10)

¥ MMS Messages (5/5)
¥ Notes (2/2)

] Passwards (2/2)

V] Powering Events (4/4)
¥ Searched Items (71/71)
/] SMS Messages (34/34)
1 Text (716/716)

I Timeline (776/776)

] User Accounts (12/12)
] Web Histary (196/196)
] Wireless Networks (1/1)

= Examiner
@ Tags Tags only
[ Caleulate SHA-2 (256 bit) hash [ Redact image thumbnails
¥ Calculate MDS (128 bit) hash
Include translations
Include known files g
! Indlude enrichments

Enter text to filte X

] Installed Applications (248/248)

UNCHECK DATA YOU DO
NOT WANT EXPORTED
INTO THE REPORT

Include merged items (analyzed data)
Include merged items (data files)
Include source info indication

[ Hide extraction source indication

+] Analytics

B9145000002917794163.

Figure 5-18: Select Data to be Included in the Generated Report

Note: The reason you skipped to the “PDF Report” portion of the Generating Report menu is because the
options in between should be left at their default values for our purposes.

The “PDF Report” section allows you to add/edit custom headers and logos to the report in order to
reflect your investigation team. This is optional, but a great way to personalize the extracted report. Click

Finish when you are done.

Reader

General

Security

PDF Report

Samsung CDMA_SM-J...

Default sorting

Layout - PDF Report

7| Disable models categorization

Logo Header

&—‘_1\30('EJQJ\',\'E:!:E:?
OPTIONAL CUSTOM
REPORT HEADER

OPTIONAL CUSTOM
REPORT LOGO

[%] select Image File

Logo Footer

d B e BT UAAEE

Previous

]
[}
]
[[]
-

2
1

£9145000002917794163
3

me Verizon

- catians 10
Finish t'— Cancel

Figure 5-19: Optional Custom Header and Logo Options for PDF Report
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UFED Reader Basics

The report creation process will begin, and you will see a progress bar appear. When the report is
completely generated and saved to your computer, a green pop-up will appear in the lower right-hand
corner with the option to Open. You may click to Open the report here or expand the Reports tab in the
left main menu which will now contain your report (and any additional reports you chose to create).

Note: Exported data reports will NOT be listed in this section, ONLY fully generated reports will be.

Welcome @ Extraction Summary (1) X
All Content Physical

Extraction Summary

) Extractions: 1

- physical

Physical

Samsung COMA SM-J320VPP Galaxy J3 2.

+ Add extraction

WILL SEE PROGRESS BAR AS
DATA EXTRACTED TO PDF

4/5/2018 15:06(UTC-
o 1

4/5/2018 15:48

(@) case Information
C Howard

CA\Users\celwe\Deskfo Generating report for project: Samsung COMA_SM-J320VPP Galaxy J3 2016
Data Files (1268 of 2391)
1857b11936d0d17_0_embedded_1jpg (10327)

Cancel

California Gy

Device Info

DOFCCC4B:0570
2793a2232c1bf73e
SAMSUNG-SM-1320VPP
89148000002917794163
3/31/2018 23:38(UTC+0)
America/Los_Angeles
False
abled True
IM: 311480291937738
g 1d Scces69e-b310-4ffe-b2da-d77aa
nt SIN ats 31480
c 89148000002917794163
M Change Operat 3
M Opera Verizon

Cassidy Elwell
©F | Device Content MESSAGE BOX WILL o
Phone Data APPEAR WHEN THE
Autofill 1 REPORT IS COMPLETE
s g Generated report
Your report is ready Samsung CDMA_SM-
Cookies 368 (8 J320VPP Galaxy J3
2016_2018-04-30_Report pdf
Device Users 1

Open

Figure 5-20: Report Creation in Process with Green Pop-Up Showing Completion

When opening the generated report, the Summary page will be displayed containing the investigative
team and case information you specified earlier and a list of the contents of the report easily linked.

File Edit View Window Help

Home  Tools

@  Bookmarks
A = B
@ A summary

R source Extraction

[ Device Information

[ Plugins
[ contents
A Autofill
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[ cookies
R Device Users

A Emails

[ Installed Applications

[ cprs

[ Locations

[] MMS Messages
[ Notes

[ Passwords

[ Powering Events

CONTENTS OF REPORT

Samsung COMA_S... *

4#BEQ OO 1 /=

rDO® = - EBAP

n Extractiol
Caiobis UFED R

EASILY LINKED

Summary
UFED Physical Analyzer version

gﬁBepon

@ Sign In

7.1.0106

Report creation fime.
Time zone settings (UTC)

473072018 23:03 -07:00
(UTC-08:00) Los_Angeles (America)

* " SUMMARY PAGE INCLUDES
CASE INFORMATION ENTERED

DURING REPORT CREATION —
82078 1506(UTCT)

1572018 1548

0803911591

s (ID)

Device Information

Name

{ Value

Py
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Figure 5-21: Open the Extraction Report and Contents will be Easily Linked
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Lock/Home Screen
Captures and Personal Files

Introduction

Users can save their pictures, documents, and videos to a variety of applications on mobile devices.
However, you always want to first check the Android default media folder within the file system since a
large majority of users store data in within its Documents and DCIM folders. You also want to look at the
Downloads folder and any cloud storage user folders. These folders will sometimes show what personal
data the user downloaded or uploaded.

In addition, Android automatically stores screen captures of the device’s lock and home screens in its file
system. These screen captures are used by Android for user interface functionality, but for a forensic
examiner they can potentially provide additional evidence if widgets were being utilized by the user.
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Chapter 6

Lock and Home Screen Captures

Expand the Data Files tab in the left main menu and click Images. In the opened window, select to view
the information like it does in the Android file system by clicking the Folder View tab.

Note: It’s recommended to collapse folder contents to simplify the process of locating correct file paths.

Reader File View Tools Report Help

B0 Welcome [SUSSTENEMNER M @ Images (1175) %

S () images (1175)

Table View  Thumbnail View
TAB FOR VIEWING INFORMATION Search Ava
4@ [ #1175 175 LIKE A FILE SYSTEM
b /] [ # image1s (Extx)/Root (1166) 1166
» 4] [} * Google Photes hryanwuphf@gmail.com (3} 9

Figure 6-1: View the Images Within Android File System in the Data Files Tab
To view a screen capture of the Android device’s Lock screen, navigate within Images to:
/Imagel3 (ExtX) /Root/media/0/com.android.systemui/cache/

Click the green arrow beside the folder named “com.sec.android.app.launcher/cache.”

Reader

Extraction Summary (1) % EECEEFTEREEEES

STH () images (1175)

Table View Thumbnail View Folder View

@ . (1175) 1175

. (image13 (Extx)/Root (1166) 1166

# data (1025) 1025

» e

]
v
»
» * app (17) 17
»
4

9 [ E [

* overlays (8) 8
[media/o (95) 95

[ % Samsung/Music (1) 1

4 [ + (Android/data [72) 72

. ® com.sec.androidapp.Jauncher/cache (1) 1

*| com.sec android gallery3d/cache (24) 24

ClE®E

+_com.android systemui/cache (1) 1
. google.android.apps.maps/cache (46) 46

7 11 '+ cowDOUBLE CLICK

[ +/ DCIM (14) 14
2 # system/recent_images (21) 21
» 4[]l * Google Photos hryanwuphi@gmail.com () 9

Figure 6-2: Screen Capture of the Device's Lock Screen is Stored Within Media
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Lock/Home Screen Captures and Personal Files

A table will then be displayed which contains the image “lockscreen_capture_port.png.”

Ryan did not change his device from the default contents for the Lock screen, therefore no additional
information is acquired here for the investigation.

port Help P o«
Welcome Extraction Summary (1) * LTSN @ com.android.systemui (1) X o

g 0 com.android.systemui (1)

Table View Thumbnail View Folder View
G
1
Mame: locksereen_capture_port prg
Type: Images
Size (bytesys 40525
Path Image13 (ExtX)/Root/media/0fAndroid/data/
con el

Created:
Accessed:  4/2/2018 1B13(UTC-T)
Modified:  4/5/2018 14:47(UTC-7)

Totak 1 Deduplication: 0 Items: 1/1  Selected: 1 Known files:0  Path: Image13 (ExtX)/Root/media/0/Android/data/com android systemui/cache/lockse. | Deleted

Figure 6-3: Lock Screen Capture for Ryan Does Not Differ from the Android Default

However, it is likely Ryan made edits to the Home screen of his device for ease of access to information.

To view a screen capture of the Android device’s Home screen, navigate within Images to:

/Imagel3 (ExtX) /Root/media/0/com.sec.android.app.launcher/cache/

Click the green arrow beside the folder named “com.sec.android.app.launcher/cache.”

Welcome Extraction Summary (1) % [CRITSEERITE IR

8 () Images (1175)
Table View Thumbnail View Folder View

AVQ

% . (1175) 1175

+Image13 (Extx)/Root (1166) 1166

@ data (1025) 1025

v
4
* app (17) 17

&2
v
&2 * overlays (8) 8
v

# [ media/0 (95) 95

v > Samsung/Music (1) 1

PRE # [Android/data (72) 72

|+ com.sec.androi.app.Jauncherfcache (1) 1
+ 'O0qn.sec.android.gallery3d/cache (24) 24

*/or DOUBLE CLICK "1

+| com.google.android.apps.maps/cache (16] 46

-
JeEE

v | Download (8) 8
[ + DCIM (14) 14
v * systemjrecent_images (21) 21

bV % Google Photos hryanwuphf @gmail.com () 9

Figure 6-4: Screen Capture of the Device's Home Screen is Stored Within Media
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A table will then be displayed which contains the image “homescreenPreview.png.” To magnify the
capture, double click on the thumbnail in the right Details pane. Another tab will appear with the image.

It appears that your inference was correct as Ryan has included a Samsung Notes widget on the Home
screen containing “eBay Scamming Notes.” Observe that Ryan mentions “Grand Theft Auto V” as an
example, using official high-quality photos/descriptions, and fake personal identification information.

Note: This piece of evidence also verifies original accusations made by the Geek Squad employee.

Reader

Welcome Extraction Summary (1) % [OOSRV ® com.secandroid.app.launche... X

2 0 com.sec.android.app.launcher (1)

Table View Thumbnail View Folder View
BEsz=z868NMLO Y E-0-0-#2-B- % ®0eopn- -7
OB |l |[—v ¢ S X K P image 7 Name - path

i | -

DOUBLE CLICK

Name: homesereenPreview png
Type: Images
Size (bytes) 152847
Path: Image13 (ExX)/Rooymedia/0/Androidydata

com sec andlroid app launcher/cacher
homescreenPreview png

Created 4/2/2018 1036(UTC-7)
Accessed: 4/2/2018 1036(UTC-7)
Modified: 4/5/2018 1447(UTC-7)
Deleted:
Extraction:  Physical
Totak 1 Deduplication: 0 Items: 1/1  Selected: 1 Known files: 0 Path: Image13 (ExtX)/Root/media/0/Android/data/comsec.android app.auncherfcachn | MDS: 6026a90dc26ba27a0b07F 7926630663

Figure 6-5: Home Screen Capture for Ryan Includes a Widget with Evidence

This is a file of interest for further investigation in Chapter 10 as the information pertains to Notes and
Lists by Ryan, therefore the file should be tagged with “Further Investigation” and a detailed description.

Reader File View Tools

B0 me X ry (1) * Images (1175) %

G com.sec.android.app.launcher (1)

Table View Thumbnail View Folder View
RErE@ImMO Vv @-0-0- 2 -0 ®O® opr- [1- ¥ 000 e =
OB e — v & T | x K 2 Image 1 Name *  Path -
Name: homescreenPreview.png
1 (] /g Imagel3 T Tope: Images
Size (bytes): 152847
e Path: In droid,
h
Created: 4/2/2018 10:36(U
Accessed: 4/2/2018 10:36(UTC-7)
Modified: 4/5/2018 14.4T(UTC-T)
Deleted:
Extraction: Physical
MDS: 6026a90dc26ba27alb07f792e6a0c663
Map
Address:
Map Addres:
iy
ation
Totak 1 Deduplication: 0 Items: 11 Selected: 1 Known files: 0 Path: Image13 (ExtX)/Reot/media/0Android/data/com sec.android app.launcher/cachi

Figure 6-6: Tag the Home Screen Capture for Future Access and Investigation
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Personal Images

Expand the Data Files tab in the left main menu and click Images. In the opened window, select to view
the information like it does in the Android file system by clicking the Folder View tab.

Note: It’s recommended to collapse folder contents to simplify the process of locating correct file paths.

Reader File View Tools Report Help

B0 Welcome Extraction Summary (1) X

@ Images (175) *

S () images (1175)

Table View  Thumbnail View
TAB FOR VIEWING INFORMATION

4@ [ #1175 175 LIKE A FILE SYSTEM

b ] [[L # image13 (ExtX)/Root (1166] 1166
» [v] ||| = Google Photos hryanwuphf@gmail.com (9) 9

Figure 6-7: View the Images Within Android File System in the Data Files Tab

To view the images located in the Media Gallery of the device, navigate within Images to:

/Imagel3 (ExtX) /Root/media/0/DCIM/

Click the green arrow beside the folder named “DCIM.”

Reader
B0 cor xtraction Summary ( ® Images (1175) *

B ) images (1175)

Table View Thumbnail View Folder View

a 7 ||l +.(1175) 1175

alv + [Image13 (Extx)/Root (1165) 1165

¥ (], = data (1025) 1025
v +) app (17) 17

@ 1L ® overlays (88
v

1. [mediajo (25) 95

4. * Samsung/Music (1) 1

7]
b * Android/data (72) 72
£ + Downlead (3) 8

vl L - oM (1a) 14

71 (L = systdg/recent_images (21) 21

» @ ) 1+ GooglePh DOUBLE CLICK ™ (9 9

Figure 6-8: Media Gallery Photos Including Those Taken with the Device’s Camera are Stored in DCIM
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A table will then be displayed which contains all images stored within the Media Gallery, including the
default Camera folder and folders created by the user.

Ryan appears to have created a folder called “My Photos” for personal images with family and friends.

Reader

Extraction Summary (1)

& @ opam (14)

Table View Thumbnail View Folder View

X K @ image T Name

10 20171224 461398 jpg

n 20180210_106123 png

20180214_124635 jpg
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Images (1175) *
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® DM (14) x
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s oA o )
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Image13 (ExtX)/Root/media/0/DCIM/My Photos/20171224 461398 jpg

Image13 (ExtX)/Root/media/0/DCIM/My Photos/20180210_106123 png

Image13 (ExtX)/Root/media/0/DCIM/My Photos/20180214_124635 jpg

Image13 (ExtX)/Root/media/0/DCIM/My Photos/20180216_761345 jpg

Image13 (ExtX)/Root/media/0/DCIM/Camera/20180405_091758jpg

media/0

DCIM/My Photos

Name:
Type:
Size (bytes):
Path:

Created:
Accessed:
Modified:
Deleted:
Extraction:
MDS:

Metadata

Capture Time:

20171201_945638jpg

Images
64353

Image13 (ExtX)/Root/media/0/DCIM/My
Photos/20171201_945638 jpg

4/3/2018 11:06(UTC-7)

4/3/2018 11:06(UTC-T)

47312018 11:06(UTC-7)

Physical
755201d0abba8d63fbad8cB47fc8cas4

12/1/2017 1000

Figure 6-9: Personal and Downloaded Images Further Analyzable Within the Details Pane

Scroll through Ryan’s DCIM images and you will notice that “20180405_091758.jpg” has an “Event”
associated with it. The UFED Reader program has an Events pane which includes additional information
if the data file was sent or received through a channel of communication.

Select the “20180405_091758.jpg” image and then click the Events tab in the right pane.

Welcome %
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© bam (14)

4 Deduplication: 0 Items: 14/14  Selected: 14 Known files: 0

) Images (1175)
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Accessed: 4/5/2018 0917(UTC-7)

Modified: 4/5/2018 09:17(UTC-T)

Deleted:

Extraction: Physical

MDS: 79b1826380eef7bb93b7cd7ae0b18fed

Metadata

Camera Make:

Figure 6-10: Image Labeled with an Event was Often Sent or Received Through Form of Communication
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As in most cases with images, you will see the “Event” is a MMS Message. Ryan sent this image to an
individual labeled in his contacts as “Dwight Schrute” with a SMS Message on 4/5/2018.

Tag this image file as “Further Investigation” with a description. You will do further analysis on SMS and
MMS Messaging in Chapter 8.

Reader

Welcome O Extraction Summary (1) * O Images (1175) * [ECHGIVEZINEY

@ ocim (14)

Attachments SENT AS MMS

20180405.091758jpg  Image13 mmvm«/@|ms,osnsaipg L

Table View Thumbnail View Folder View
REss88mMO Y @B-0O--2- -0 PO epon - [I- 7 MMS Message Goto *
cw T X K £ Image 1 Name v Path = Folder: Outbox
Subject:
10 20171224 461398jpg  Image13 (ExtX)/Root/media/0/DCIM/My Photos/20171224 461398 jpg
r Timestamp: ~4/5/2018 09:20(UTC-7)
i Priority:
Status:
Source:  Verizon Message+
1" 20180210_106123.png Image13 (ExtX)/Root/media/0/DCIM/My Photos/20180210_106123.png Extraction:  Physical
“ Source l:
From
12 20180214_124635 jpg Image13 (ExtX)/Root/media/0/DCIM/My Photos/20180214_124635 jpg +18059105153
m To
+18053031855 Dwight Schrute
13 20180216_761345 jpg Image13 (ExtX)/Root/media/0/DCIM/My Photos/20180216_761345 jpg IMAGE WAS

Body 1] %«

Just have to place in the Xbox 360 case and we are good
t0.go on a couple orders! | will bring them by today for
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otal: 14 Deduplication: 0 Items: 14/14  Selected: 14 Known files:0  Path: Image13 (ExtX)/Root/media/0/DCIM/Camera/20180:

Figure 6-11: Event of the Image was a MMS Message to Dwight Schrute
In addition, to view the images downloaded to the device per the user, navigate within Images to:
/Imagel3 (ExtX) /Root/media/0/Download/

Click the green arrow beside the folder named “Download.”

Reader

Extraction Summary (1) ® Images (1175) %

B ) images (1175)

Table View Thumbnail View Folder View
b AVa
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Figure 6-12: Downloaded Photos are Stored Within the Android File System's Media Folder
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A table will then be displayed which contains all images downloaded and therefore stored in the media
Downloads folder.

You found previously that “Grand Theft Auto V”” was possibly a scam Ryan used due to the widget notes
from the Lock screen capture. It looks like this is the official high-quality image he was utilizing for
eBay, so this should be tagged as “Evidence.”

Extraction Summary (1) Images (1175) @ Download (8) X

=i G Download (8)
Table View Thumbnail View Folder View

Z@EEO v @O0 #-B- ©B® opon- [1- 7 5 |mages e e
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1 2017-11-21_5a14826692... Image13 i 1121 —

d/20171201 345638 jpg

» 20171201 945638jpg I mage3 (ExtX)/Root/media/0/Dawnloa

3 x 20171224 461398y Image13 (ExtX)/Roat/media/tyDawnload/20171224_461398 jpg
4 ® 20180210_106123,png Image13 (ExtX)/Root/media/0/Download/20180210_106123,png
Size (bytes): 335577
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. Download/2017-11-21. 541462669229, XBox36
* 20180214_124635, Image13 (Exti}/Root/media/0/Dawnload/20180214_124635 0
= 1Pd SIB(ZETE T = =2 P9 0-GrandTheRtAutoV-720¢481 jog
Created: 4/3/2018 11:01(UTC-7)
Accessed: 4/3/2018 11:01(UTC-7)
Modified: 4/3/2018 11:01(UTC-7)
6 52845-watch-dogsjpg Image13 (ExtX)/Root/media/0/Download/52845-watch-dogs.jpg 2 Deleted:
EFLaom " Extraction:  Physica
wos: 9a703cea2S6leT673354919c4593101d
Total:8 Deduplication:0 Items: /8 Selected: 8 Known file:0  Path: Image13 (ExtX)/Root/media/0/Download/2017-11-21_5a14826692¢29_XBox360-

Figure 6-13: Ryan's Downloaded Photos are Purely Xbox 360 Game Sleeves

Also, observe that this image appears to match the Xbox 360 game sleeve shown in the photo Ryan sent
MMS to Dwight Schrute. It appears Grand Theft Auto V is a common eBay scam selection for Ryan,
which therefore could be easily traceable.
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Lock/Home Screen Captures and Personal Files

Personal Documents

Expand the Data Files tab in the left main menu and click Documents. In the opened window, select to
view the information like it does in the Android file system by clicking the Folder View tab.

Note: It’s recommended to collapse folder contents to simplify the process of locating correct file paths.

Reader file View Tools Report Help

‘Welcome ry ( ® Documents (4) X

32 0 Documents (4)

e[ Foaer i Jitos TAB FOR VIEWING INFORMATION

LIKE A FILE SYSTEM
PR ONTY

7 J1 % image13 Je.android.a blobs/blobs (1) 1

» [/ [l # Google Drive Files hryanwuphi@gmail.com/Shared With Me (3) 3

Figure 6-14: View the Images Within Android File System in the Data Files Tab

To view the documents located in the local Google Drive of the device, navigate within Documents to:

/Google Drive Files/My Drive/

Click the green arrow beside the folder named “My Drive.”

Reader ile View Tools Report Help
Welcome % CUEETIENECTONE @ Documents (4) %
S8 () Documents (4)

Table View Falder View

a s aa
A 1))+ image13 google.android.app: _blobs/blobs (1) 1

4 /] [|| #[Gaogle Drive Files hryanwuphf@gmail.com/Shared With Me (3) 3
[ 117> My Drive (2) 2

DOUBLE CLICK

Figure 6-15: My Drive Documents within Ryan’s hryanwuphf@gmail.com Google Account

Copyright © 2019. All rights reserved. Page 6-9



Chapter 6

A table will then be displayed which contains all documents stored within the My Drive of Ryan’s
Google account. To view the content of individual Ryan’s document’s, you need to export the files.

Click the Export drop down in the tool bar and then PDF.

s Report Help

Welcome Extraction Summary (1)

8 © My Drive (2)

Table View Folder View

Documents (4) @ My Drive (2) %

=D

Documents Goto =
0B 1 Name v Path et
Goagle Drive Files hryanwuphf@gmail.
Receipt Order #126.5680132-2482337.pdf | Google Drive Files hryanwuphf@gmall, | 2™ Paypal pdf
Type: Documents
Size (bytes): 71201
Path Google Drive Files hryanwuphf@gmail com/Shared
With Me/My Drive/Paypal pdf
Created: 4/4/2018 12:5T(UTC-7)
Accessed: 4/4/2018 12:58(UTC-T)
Modified: 4/4/2018 12:57(UTC-7)
Deleted:
Extraction: Physical
MDS: 75eed742a6d4bBeabs93bSeSe12e32i4
Map
Pasition:
Address:

Map Address:

Total2 Decuplication: 0 Items: 2/2 Selectect 2 Path: Google Drive Files hryanwuphf@gmail comyShared With Me/My Drive/Paypal pdf

Figure 6-16: View Documents from the Device by Exporting a Report

Change the File name to “My Drive Documents” and specify Save To as a folder called “My Reports” on
your Desktop.

Do NOT change the Report Sub Directory as the automatic name includes the timestamp of the generated
report. Click OK when you are done.

s Report Help
Welcome Extraction Summary (1)

Documents (4) % ECINEIVICIEES

8 ) My Drive 2)

Table View Folder View

B- Z2-B- ® [ epot - T

Documents Goto
— S -
e X K &2 T Name Path —
1 Paypal pdf Google Drive Files hryanwuphf@gmail.
vl 2 Receipt Order #126-5680132-2492337 pdlf | Google Drive Files hryarwuphf@gmail 2™ Paypalpdf
Type: Documents
Size (bytes): 71201
Path: Google Drive Files hryanwuphf@gmail com/Shared
With Me/My Drive/Paypal pdf
Created: 47472018 1257WTC-T)
File name: My Drive Documents Accessed: 4/4/2018 12:58(UTC-T)
Save o CilUsersicelwe Deskiopiby Reports Modified: 4742018 1257UTC-7)
Delsted:
Report sub directory:  Samsung .2018-04-17.16-10-54 Requrad
EBxraction:  Physical
Include translations MDS: T5eed742a644bBeabS93b5e5e 1 2e32M4
Map
—— OK Cancel .
Position:
Address
Map Address:

Totah 2 Deduplication: 0 Items: 2/2 Selected: 2 Path: Google Drive Files hryanwuphf@gmail.com/Shared With Me/My Drive/Paypal pdf

Figure 6-17: Export Window Specifications Should be Changed EXCEPT for the Report Sub Directory
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Lock/Home Screen Captures and Personal Files

Open the “Paypal.pdf” and “Receipt Order #126-5680132-2492337.pdf” from Ryan’s My Drive with
Adobe Acrobat Reader (get.adobe.com/reader/) by navigating to the location you exported the files:

../Desktop/My Reports/Samsung .2018-04-17.16-10-54/files/Document/

i )

File Edit View Window Help

File Edit View Window Help

Home  Tools Paypal.pdf x @ signin | Home Tools Receipt Order _126... x @ signin
&#BEQ S RMO® s - RBOT © 2 ®BEQ et 1) R MWO@ me - EEAT © 2
' PayPal amazon.com
April 4, 2018 Final Details for Order #126-5680132-2492337
5 Brintths page for vour records.
eBay — Jim Halpert (jhal) +$20.98
Payment Received Order Placed: March 2, 2018

Amazon.com order number: 126-5680132-2492337
Order Total: $27.89

Paid by ‘Shipped on March 2, 2018
» eBay - Jim Halpert (jhal) »|» Items Ordered price «
Purchase details 1 of: (25) Empty Standard XBOX 360 Translucent Green Repiacement $26.00
Shipped to Games Boxes / Cases—VGER14XBOX
Grand Theft Auto $22.08 Sold by: Square Deal Recordings & Supplies (ssller profile)
Jim Halpert '
1725 Slough Avenue V Xbox 360 [Brand New] gs:nd\t\ﬁ:w'\l?w
Seranton, PA 18508-1014 tem #263320434607
United States Shipping Address: Item(s) Subtotal:  $26.00
Purchass total 52208 Ryan Howard Shipping & Handling: ~ $0.00)
Seller protection 1179 Atascadero Street e
- Fes s1.10 San Luis Oblispo, CA 93405 Total before tax: $26.00)

Figure 6-18: Open the Exported Paypal and Amazon Receipts from Ryan's My Drive

Observe that the Paypal document is a receipt for a Paypal payment from Jim Halpert for Grand Theft
Auto V on eBay. This is proof that Ryan is selling scam copies of Grand Theft Auto V for profit.

Observe that the Receipt Order #126-5680132-2492337 document is a receipt for an Amazon order by

Ryan for empty Xbox 360 game cases. You should note Ryan’s home address is 1179 Atascadero Street
in San Luis Obispo.

Tag the Amazon receipt as “Evidence” with description like given in figure below.

Extraction Summary (1) Documents (4)

B © My Drive (2)

® My Drive (2) X

Table View Folder View
EZED- PP DO oo - F . q Locuments Goto -
0B W —v 9 |x <& 1 Name * Fath perels
N ! Peypalpot Soags Drivs Het ysphiocme || Receipt Order #126-5680132-2492337 pelf
L/} 2 Receipt Order pdf I Type: acument

Size (bytes):
Path:

Shared With Me/My Drive/Receipt Order
#126-5680132-2492337 pdf
Created: 4/2/2018 1925(UTC-T)

Accessed 4/2/2018 1925(UTC-T)
Modified 4/2/2018 1925(UTC-T)
Deleted
Extraction:  Physical
MDs: ad71204db39554cal5cB9b91 161 ebs
Map

Position:
Address:
Map Address:

Tags

Labels : Evidence

Description : ~Cor

address.
of Kb 350 empty game

’ led with scratched discs and

tak 2 Deduplication: 0 ltems: 2/2  Selected:2  Path: Gaogle Drive Files hryanwuphf@gmail.comy/Shared With Me/My Drive/Receipt Order #126-5680132

Figure 6-19: Tag Amazon Receipt Containing Address and Proof of Xbox 360 Cases Purchase
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In addition, the exported files’ information, including timestamps, path, and hash value, can be found
within the generated report in this case named “My Drive Documents.” This report is located at:

../Desktop/My Reports/Samsung .2018-04-17.16-10-54/

h Home  Share  View ~ @] File Edit View Window Help
€ 2 v 1R yRepons  Stvang 2010017161056 e & Sewchsumsng 2050i171. p | Home Tools My Diie Documen. * @ signin
Narme - Type Size . L= @
s Quick acc ®BEQ o R MO® e - R RET L
mDesk # files. le folder N
resources 1772018 810 PA_Fie folder
& o [— My Drive Docu nts.pdf 4/17/2018 410 PM Adabe Acrobat D. 7DKB]
ive Docume % abe Acrobat :
s Doci 2 Extraction Report
Sk
picn s
Texth
& Goo A
And 4
Training Data Flles (2) LINKS TO VIEW FILE
[e—
& OneDrive
& P oeind
S ThispC [ =
pan
o Network MOS:
2 Name: 174448
Paih: .
» 4
wos
3items 1 item selected 69.0KB - v

Figure 6-20: Extraction Report of My Drive Documents Includes Metadata from Device
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Installed Applications

Introduction

By looking at the applications installed by the user, you as a forensic examiner can get a better idea of

how and what they utilized on their phone. If the user had pictures, documents, and videos, how are they
viewed and edited? If the user wanted to remain organized with lists and notes, how are they created and
maintained? If the user wants to email and message other individuals, how is the communication viewed,

sent, and received?

In this chapter, you will be examining the Android-provided list of installed applications. Applications are
almost never the same (with the exception of default applications), so the information about how they
were used will be stored differently. It is also possible that the storing of information may change between
versions of the application. You can research the application online and test how evidence is being stored
by downloading the application onto a virtual machine.
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Chapter 7

To view a list of ALL applications installed on the device (default and user downloaded), navigate to:

/Analyzed Data/Installed Applications/

You can examine the right pane for a summary of the information within each entry. If you would like to
view the information collectively for all entries, right click on the filter bar to change the columns which
are shown. In this case, the blank columns for the device which should be unchecked are Description and

Application ID.

Reader

@ Installed Applications (248) %

TAB WILL APPEAR
EEE D B B spen- ¥ : 2 Installed Application Goto ~
il L&, A, Decoded by v p~ == Deseription > __identifier ] Name: App
P 7 . - Version: 10
RIGHT CLICK FILTER BAR Descriptian,
Identifier: <com.mr.meeseeks
2 Cellebrite TO CHANGE THE sde Application ID:
R COLUMNS SHOWN .o Purchase Date: 4/5/2018 15:06(UTC-T)
Physical
a Cellebrite comgoogle.android apps docs
5 com googleandroid apps docs Permissions
Network
Application Info
[ com paypal androic p2pmobile
Databases
7 ecm google android instantapps supervis
8 Cellebrite Anydo 4912 comanyda
(] Anydo:To-dol. 4912 comanyde

Figure 7-1: Extensive Installed Applications List

Before beginning your analysis, sort the applications by name to separate those used by the user and run
by Android for functionality. Click the Name column title and then Sort Ascending in the pop-up menu.

DAUREE @ Installed Applications (248) X

0 Installed Applications (248)

= i . wport = . o
EEE D ®" % [ oport - 3 a Q |nstalled Application Goto ~
c t# T X K Decodedby ¥ Valsmn ¥ Identifier *  Purchase Date Gy hpp
1
B 4 | sort ascending \ B 44572018 15.06UTET) Lo o
X1 sort Descending
CLICK TO OPEN
2 SORTING MEN( S sdtensdos | araons osasute:n
& 1181120434 comgoogle.android.apps docs. s 4/3/2018 093UTE-7) Dase Dyl e fa0jgy el
Deleted Date:
oK Cancel Copyright:
Extraction:  Physical
P Cellebrite Drve 2181120234  comgoogleandroid.apps docs 4/2/2018 192BUTCT) e
s Google Drive 2181120234  com google.androic.apps docs 41242018 192BUTE-T) —
7 ? " Permissions
Network
Application Info
6 PayPal 6230 compaypalandroid p2pmabile 44272018 1233UTCT)
Databases
Instant Apps ~ 220-rellease-.. com google.android.nstantappssupenvisor  4/2/2018 1143(UTC-7)
] Cellebrite Anydo 4912 41242018 11320UTE-)
s Anydo: To-do | 4912 47242018 11:320UTC-7)
Tatal 24 Deduplication: 0 ltems: 248/248  Selected: 248

Figure 7-2: Ascending Sort Allows for Separation Between User and Android Background Applications
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Installed Applications

Now, scroll down until you reach the first application with a Name value. Applications without a Name

value, for the most part, are background applications utilized by Android and therefore not executed or
controlled by the user.

The Identifier column lists what is known as the application’s package name, a unique Android 1D that
looks like a Java package name such as com.myapplicationname. This also represents the name of the file
location which stores the data required to run the application. For example, the Any.do application’s
package name is “com.anydo” and its stored data is located at ““/Imagel3(ExtX)/Root/data/com.anydo/.”

When you are examining the installed applications from the device, use known default applications, such
as Camera and Clock, to identify which specific applications were downloaded from the Google Play
Store by the user. In this case, you see the Camera and Clock applications were installed (by Android) on
8/2/2016 at 4:53. Not only do we know the device was activated on 3/31/2018 from the Extraction
Summary under Device Info, but also a large variety of the applications have the exact same timestamp.
Therefore, with examination you can identify which applications the user downloaded specifically and
further investigate associated data by navigating to the provided package name.

“PACKAGE”

Extraction Summary (1) * [[CHUSSI]

OR LOCATION OF APP
@ Installed Applications (248) DATA WITHIN FILESYSTEM
ExZE D @ B0 opor- 7 l
T X A Decodedby * TMame v Version v Identifier v Purchase Date e Clock
l 8 Cellebrite Any.do 4912 comanydo 4/2/2018 11:32(UTC-T)
9 Anyde: To-do | 4912 comanydo 4/2/2018 11:32(UTC-T) comsec android.app.clockpackage
SCROLL!

Purchase Date:  8/2/2016 04:53(UTC-7)

Deleted Date:

U App 10 commr.meeseeks 4/5/2018 1506(UTC-7)
Copyright:
Extraction: Physical

Caleulator cam sec android app popupcalculator 8/2/2016 04:53(UTC-7) ——

Permissions
comandroid.calendar 8/2/2016 04:53(UTCT T

Application Info
Audio
Display

Bluetooth
3 Camera comsecandroid app.camera 8/2/2016 04:53UTCT)
Databases
CAMERA AND CLOCK ARE

GOOD REFERENCES FOR

28 Cellebrite Chrome com.andraid.chrome 8/2/2016 04:53(UTE-7

DETERMINING DEFAULT
[ 30 Clock com sec.android.app clockpackage 8/2/2016 0453(UTC-7) ] APPLICATIONS

Total: 248 Deduplication: 0 Items: 248/248  Selected: 248

Figure 7-3: Examine Applications Further by Package Name and Determine Default Applications with Timestamps

Observe the installation of the Any.do To-do List and Task application. You will further investigate the

information stored by the application such as to-do lists and notes in Chapter 10 and therefore the file
should be tagged as “Evidence” and “Further Investigation.”
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Lastly, you can scroll to the right to identify the permissions allowed by the user for each application.
This can be useful in making more in-depth inferences about the user’s utilization of the installed

application.

Figure 7-4 also shows an example of a non-default application installed and utilized by the user. Notice
the timestamp is not 8/2/2016 at 4:53 and that the application is eBay which directly pertains to this
investigation regarding accusations of eBay scams by Ryan. This application is also important so the file

should be tagged as “Evidence.”

B © Installed Applications (248) X

PERMISSIONS
ALLOWED BY USER

. 1;

¥ | Purchase Date ¥ Deleted Date *  Permissions

SCROLL! ...
—_—

Total 248 Deduplication: 0

c android gallery3d

om sec android app.clockpackage 8/2/2016 0453(UTC-7) Metwork
Application Inf
Audio
Display
Bluetooth
comveastmediamanager 8/2/2016 0453(UTC-7)
c 8/2/2016 0453(UTC-7)
APP DOWNLOADED
1181120434 ¢ BY USER 413/2018 0935(UTC-7)
2181120234  comgoagle.andreid.apps docs \9/‘2’“5 19:28(UTC-7)
519017 com ebay mabile 4272018 1127(UTC-7)
ea.. 519017 com ebay mobile 412/2018 112T(UTC-7) Metwork
Accounts
Application Info,
com samsung android email provider 8/2/2016 0453(UTC-7) et
¥

B8/2/2016 0453(UTC-7) Accounts

Items: 248/248  Selected: 248

Installed Application Goto ~
Name: eBay
Version 519.0.17
Description:
Identifier eom.ebay mobile

Application ID:

Purchase Date:  4/2/2018 11:27(UTC-7)
Deleted Date:
Copyright
Extraction:  Physical

Souree file:

Permissions

Databases

Figure 7-4: Permissions Can Provide Additional Details About the Applications Use

In addition, observe that the default messaging application appears to be Verizon Messages+ due to no
additional messaging applications being installed by the user.
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Contacts, Phone, and Messaging

Introduction

Phones are likely to contain more personal information than an individual’s laptop or wallet. They contain
every person you keep contact information for, phone number you have called, SMS and MMS message
you have sent, and so much more. Therefore, a suspect’s phone is often critical in providing evidence
towards an investigation.

While users can choose from a myriad of applications to utilize for sending messages, most choose the
default messaging application provided by their manufacturer/carrier. In this chapter, you will examine
the device’s contacts, call logs, and messages which, in this case, includes the Verizon Messages+ app.

Note: For reference in this chapter, visit the Extraction Summary window and locate “Current SIM Phone
Number” under Device Info. In this case, Ryan’s phone number is 8059105153.

Reader

@ Extraction Summary (1) %

All Content Physical
p— TAB WILL APPEAR
Extraction Summary <= | + Add extraction B Project settings [ Generate report

) Extractions: 1

(®) Case Information
Howard Cassidy Elwel

Physical ¢
Samsung COMA SM-1320VPP Galaxy J3 2
Physical

4/5/2018 15:06(UTC-7)

4/5/2018 1548
CAUsers\celwe\Desktop\Howard Case\Sa

“““ Device Content
311480291937738
Scce569e-b310-dffe-b2da-d77ata
311480

89148000002917794163

Phone Data
Autofil 1 Calendar
Veriz

4/2/2018 17:39(UTC+

8059105153

us
8059105153

Call Log 3 Contacts

Cookies 66 Device Locations

Tethering
" nfyb830)

Verizon-SM-J320VPP-0571 Device Users 1 Emails

Figure 8-1: Extraction Summary Contains Device's Phone Number

Copyright © 2019. All rights reserved. Page 8-1



Chapter 8

Contacts

To view the Contacts stored in the device, navigate to:

/Analyzed Data/Contacts/Native/

You can examine the right pane for a summary of the information within each entry. If you would like to
view the information collectively for all entries, right click on the filter bar to change the columns which
are shown. In this case, the blank columns for the device which should be unchecked are Contact Type,
Organizations, Emails, Other Entries, Notes, Addresses, Group, Created, and Modified.

Reader File View Tools Report Help

@ Native (11) *

TAB WILL APPEAR

- ® W e T able Search ®  Contact Gowo =

ta © X A [A Name >  ContactType *  Organizations ~  Phones - z]

| Kelly Kapoor Mobile (5101 2900
. — RIGHT CLICK FILTER BAR
| - TO CHANGE THE
e ot ‘
icaton | COLUMNS SHOWN )
Phyllis Vance ( Mobile (805) 782-9..

VZ Roadside As. X Home 077-623- Name: Kelly Kapoor

#Warranty Cen. X Home 866-406-

#UPG - Upgrad. X Home V874

DOUBLE CLICK

#PMT - Make a * Home #768

ed:  4/3/2018 21:22(UTC-7)
1
Physical

#MIN - Minute. X Home #646

WBAL - Check B... % Home #225

ssssss ¥DATA - Data. X Home #3282

Details

Mobile (510) 210-0741

Organizations

Addresses

Nntec

Figure 8-2: Native Device Contacts Listed

Note: In addition, the timestamp of last contacted and the number of times contacted are stored in each
“Native” contact file. It is important to be aware that the timestamp does include messaging and phone
calls as forms of contact, however the number of times contacted ONLY represents the number of phone
calls.
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When examining the contacts, focus your attention to those contact files known as “Native” (those stored
by the Contacts application). This is because those within “Google Quick Search Box” are just shortcut
files to the “Native” contacts and “Google Drive” stored contacts, in this case, contains no additional data.

Reader

B0 Extraction Summary (1) @ Native (11) %

@ [0 eport - T e Seare Q  Contact o~ ©

T X K A Name ¥ Phones ¥ Last time contacted ~  Times contacted Source
1 Kelly Kapoor Mobile (510) 210-0741 4/3/2018 21:22(UTC-7) 1
2 Duwight Schrute Mobile (805) 303-1855
Michasl Scatt Mobile (305) 762-9881

4 Phyllis V:

(Mom) Mobile (805) 782-9766

s ® nce X Home B77-623-7433 Name: Kelly Kapoor

€ ® X Home B&6-406-5154 Source:
Group:

7 x #UPG - Upgrade Elig * Home #BT4 Contact Type:
Created:

8 % #PMT - Make a X Home #7685

L #MIN - Minutes Used X Home #646 acted:  4/3/2018 21:22(UTC-7)
1

10 x W#BAL - Check Balance X Home #225 Physical

n x #DATA - Data Used X Home #3252
Details

Mobile (510) 210-0741
Organizations
Addresses
Total: 11 Deduplication- 0 Items: 11711 Selected: 11 o

Figure 8-3: Timestamp of Last Contacted is Stored within Native Contacts Data

To view the Call Log that includes both outgoing and incoming phone calls for the device, navigate to:

/Analyzed Data/Call Log/

This is the best option for viewing and examining all phone calls due to the UFED Reader program
automatically cross-referencing from the device’s Contacts (as you just examined) and formatting the
phone data into a filterable table as shown.

Reader File View Tools Report Help

B0 Welcome X Extraction Summary (1)

© call log (3)

M- 2 ® @ [ epor - I

Native (11)

® calilag 3) %

TAB WILL APPEAR

Q| CallLog Goto =

T X K Y parties v | Timestamp ~ Duration~ Type ~ Countrycode’ Networl Timestamp: 27472018 1937UTC-T)

2 . Duration: Q001:48
1 %' To:BOS7B29766 Phyllis Vance (Mom)  4/4/2018 1337(UTC-7)  DB0148  Outgoing

Type: Outgoing
Country code:
MNetwork code:

2 0 To: 5102100741 Kelly Kapoor 473/2018 21:10UTC-7)  00:12:09

' To: BO57B29881  Michael Scott

MNetwork Name:
Source:

Video call;
Extraction: Physical
Souree file:

Parties

To: 8057829766 Phylis Vance (Mom)

Totsb3  Deduplication: 0 ltems: 33 Selected: 3

Figure 8-4: Call Log with Timestamp and Duration
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Messaging

If you would like to examine SMS and MMS Messages through the File System, see Appendix D.

In this section, you will utilize the Analyzed Data provided by the UFED Reader program for viewing and
examining messages due to its automatic cross-referencing from the device’s Contacts and filterable table
formatting.

SMS (Text)

To view the SMS Messages sent and received on the device, navigate to:

/Analyzed Data/SMS Messages/

You can examine the right pane for a summary of the information within each entry. If you would like to
view the information collectively for all entries, right click on the filter bar to change the columns which
are shown. In this case, the blank columns for the device which should be unchecked are Delivered, Read,
and SMSC (this data is placed under the Folder and Status columns instead).

Welcome Extraction Summary (1) s @ SMS Messages (34) %

0 SMS Messages (34]
ges (34) TAB WILL APPEAR
@ ® [ eport - 7 Tat h Q@ 5MS Message Goto *
T X A U Timestamp = Delivered *  Read - r] G
FALEED SMsC:
g ! V| Bookmark b | Folder:  Inbo
RIGHT CLICK FILTER BAR oeer o
& ¢ Deleted n o Timestamp:  4/5/2018 10:22(UTC-7)
- v Carved TO CHANGE THE Deliverad:
3 n n
5 R
¥ Diecion COLUMNS SHOWN o
e f 0 st Status: Read
 Timestamp
Extraction:  Physical
o s Delivered o
Read Source file:
v 6 v Folder n o
) Parties All timestamps
t + Body n n Network 4/5/2018 10:22(UTC-7)
v A ¥ Status f o
SMSC Parties
v 3 v Alltimestamps n n From: $102100741 Kelly Kapoor
Sour
. v Source b o
¢ Manually decoded Body [*1] 1¢
- ‘ J Source file informatien Vay!
Extraction
i 2
Restore Default
] 13  THEUTEUEIOUTC ) o

14 & 41472018 0918(UTC7)

Total 34 Deduplication: 0 Items: 34734 Selected: 34

Figure 8-5: SMS Messages are Cross-Referenced and Filterable

Examine the messages in chronological order to find Dwight Schrute’s connection to the eBay scam and
Kelly Kapoor’s encouragement for the profit.
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To sort the SMS Messages in order of sent and received, click the Timestamp column title and then Sort
Ascending in the pop-up menu. You should now see a message to Kelly Kapoor at the top of the table.

Or, to access the conversation view, click the speech bubble icon in the tool bar.

Reader

Extraction Summary (1)

@ SMS Messages (34) X

SMS Messages (34)
= i - )| ® -8 -3
E: b)) } ® B [ eport - Q' SMS Message Goto ~
& = SMSC:
e} | Sort Ascending Rutbox +18059105153 How is your day going, 25 =
% | sont Descending TOTIRT4T  Kelly Ko o o
CLICK TO OPEN Timestamp:  4/5/2018 10:22(UTC-7)
33 3741 Kelly Pretty good, are you av
Delivered:
- SORTING MENU
2 From: mE¥) | uor +18059105153 | have project stuff to wi Read:
,ji — +15102100741  Kelly Kapoor Status: Read
To: o
3 Inbox From: 729725 PayPal: You: ExtAcHor i Chysic
oK Cancel
30 Inbox From: 729725 PayPal: You: Source file:
29 & 4208 12520UTC-7) Inbox From: 5102100741 Kelly Kapoor Chipotle? All timestamps
28 < 422018 13:100TC-T) Outbox uwgﬁ:gg;sz Sounds good Network 4/5/2018 1022(UTC-7)
4151 41 Kelly Kapoor
27 Q' 47272018 13:70(UTC-7) Outbox +18059105153 Ialso have to go by Bes Parties
+15102100741  Kel
¢ Kelly Kapoo
26 Q‘ 4/2/2018 13:17(UTC-T) Inbox From: 5102100741  Kelly Kapoor Fro 3102100741 &lly Kapoot
25 < 018 13:30(UTC-7) out +18059105153 Body 1] ¢
+15102100741  Kelly Kapoc
- Yay!
24 ' 473/2018 09:23UTC-7) Qutbox +18059105153 Morning Kelly, Sorry for
+15102100741 Kelly Kapoor
23 & 4372018 03:48UTC-7) Inbox From: 5102100741 Kelly Kapor Love you too. just make
2 ' 4732018 10:13WTC-7) Sent To: 8053031855  Dwight Schrute What packing materials

Figure 8-6: Sort SMS Messages into Ascending Timestamp Order

Either way, you can easily traverse through the conversations in this window through either the table (as
shown in Figure 8-6) or conversation view (as shown in Figure 8-7).

Note: With conversation view, a new tab will appear with the SMS messages reformatted like
conversation speech bubbles. The messages can be changed between ascending and descending order by
clicking the gear icon or unchecking SMS messages to view only a portion of conversations.

Reader w Tools Report Help

Welcome

[0 bpor - @ @ Enter tex
Participants (3)

418059105153 SORTING
Kelly Kapoor +15102100741

Dwight Schrute  +16053031855
Conversation

—  Select/Deselect all 13 messages

7

[+— UNCHECK TO VIEW
PORTIONS OF
CONVERSATIONS

Figure 8-7:

Extraction Summary (1) *

0 Conversation (SMS Message )

SMS Messages (34)

@ conversation (SMS Message ) %

TAB WILL APPEAR
* SMS Message Goto ~
Source:  Verizon Messages
SMSC:
Folder:  Outbox
Timestamp:  4/2/2018 11:37(UTC-7)
Deliverect:
Read:
@ Status;
Extraction:  Physical
How is your day going, honey?
47272018 HATWTET) Source fil:
(0] All timestamps
I have project stuff to work on tomarmow, but | can meet Wednesday on break.
4122018 1206UTCT) il
+18059105153
() +15102100741  Kely Kapoor
Sounds good. 7 5
]
47272018 1390(UTC-7) =i
How is your day going, honey?
(2]
Ialso have to go by Best Buy for discs for the eBay project.
4/2/2018 1390{UTC-7)
Q)

Conversation View of SMS Messages
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Chapter 8

As another option for investigating messages and for use in proving your case in court, you can export the
SMS Messages by clicking the Export drop down in the tool bar and then PDF.

Change the File name to “SMS Messages Ascending” and specify Save To as a folder called “My
Reports” on your Desktop.

Do NOT change the Report Sub Directory as the automatic name includes the timestamp of the generated
report. Click OK when you are done.

Welcome Extraction Summary (1) message.db @ SMS Messages (34) %

© sMs Messages (34) 1
EEED QA% 90t ¥ Tab J Q| SMS Message Goto ~
= & Bxel
i A ) ML Fodac il rate v | Body Source: Verizon Message+
| SMSC:
1 ‘ Outbox  +18059105153 How is your day going, honey? e
P 15102100741 Kelly Kapoor Fokders ™ /1Outhox
—‘1 Timestamp:  4/2/2018 11:37(UTC-7)
33 ] Word Inbox From: 5102100741  Kelly Kapoor Pretty good, are you available tomorrow for lunch -
2 & EMLlamad files) Outb 418059105153 1 have project stuff to work on tomorrow, but | can Read:
+15102100741  Kelly Kapoor Status:
31 & 4/2/2018 12:50(UTC-T)  Inbos From: 729725 PayPal: Your confirmation code is: 331123, Your co Extraction: | Physical
30 & 47272018 1250(UTC-T)  Inbo» From: 729725 PayPal: Your mobile number is linked to your accot Source file:
29 & 4/2/201812:52(UTC-7) Inbox From: 5102100741 Kelly Kapoor  Chipotle? Al timestamps
2 ' 42/20181310UTC-7)  Outbox  +18059105153 Sounds good.
+15102100741  Kelly Kapoor .
Parties
27 Q' 42/20181310(UTC-7)  Outbox +18059105153 1 also have ta go by Best Buy for discs for the eBay
+15102100741  Kelly Kapoor +18059105153
© +15102100741  Kelly Kapoor
26 C 422018 1317(UTC-7)  Inbox From: 5102100741  Kelly Kapoor Ok, | will accompany you after lunch ;)
2 ' 42720181330UTC-7)  Outbox  +18059105153 Thank you Body 1] %
+15102100741  Kelly Kapoor iow B ou ey g Ry
2 @ 43/20180923UTCT)  Outbox  +18059105153 Morming Kelly, Sorty for being preoccupied with th
+15102100741  Kelly 001
23 & 4/3/20180948(UTC-7)  Inbox From: 5102100741 Kelly Love you too..just make fit for the both ¢
2 < app0181013UTC7)  Sent To: 8053031855 Dwight Schrute  What packing materials can you get this week? | g

v
>

Totah 34 Deduplication: 0 ltems: 34/34  Selected: 34

Figure 8-8: Exporting SMS Messages is an Option for Ease of Investigation

Note: For the SMS Messages to appear in ascending order in the exported report, you must filter
BEFORE exporting.

Open the “SMS Messages Acending.pdf” with Adobe Acrobat Reader (get.adobe.com/reader/) by
navigating to the location you exported the files:

../Desktop/My Reports/Samsung .2018-04-24.13-21-47/

s gn-

File Home Share View v 0
v 4 > This PC > Desktop > My Reports > Samsung .2018-04-24.13-21-47 == v O Search Samsung .2018-04-24.1... R
Name Date modified Type Size
# Quick acc
resources 4/24/2018 1:29 PM  File folder
m Desk A -
[; SMS Messages Ascending.pdf 4/24/2018 1:29 PM  Adobe Acrobat D... ] 84 KB
4 Dow A
4 Docu A
&= Pictu#
Textt #
« Gooc At
2 items =

Figure 8-9: Navigate to Exported Report and Open
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Contacts, Phone, and Messaging

This Extraction Report contains all data associated with the SMS Messages extracted from the device. As
you investigate the messages, remember to return back to the UFED Reader program and tag the
messages of particular interest as “Evidence.”

File Edit View Window Help
Home  Tools SMS Messages Asc.. * @ signin

BE®BEQ OO 1 DO = - RBAT OL

n Extragtion Report

SMS Mossages (34)

aeing, ey

Read | Prety oo are you avalable ot i

FOR OUTGOING MESSAGES: :
BOTTOM PHONE NUMBER IS ot .
WHO RECEIVED THE MESSAGE e

izt | ot
izsaven |4aaoe
50UTCT)

£ e
Een |

Figure 8-10: Extraction Report of SMS Messages from Device (in Ascending Order)
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MMS (Multimedia)

To view the MMS Messages sent and received on the device, navigate to:

/Analyzed Data/MMS Messages/

You can examine the right pane for a summary of the information within each entry. If you would like to
view the information collectively for all entries, right click on the filter bar to change the columns which
are shown. In this case, the blank column for the device which should be unchecked is Subject (not

commonly used in messaging).

@ MMS Messages (5) %

© MMs Messages (5) TAB WILL APPEAR

M- 2 @ % [ epon ~ 7

(- © [x[</2 8 L rmeme v | subject | Source

v N
1 3 & asporsosa Subject:

@ MMS Message

] Folder. Sent

RIGHT CLICK FILTER BAR Timestamp: A(S/ZNE0RIUIET)

Priority:

v D
: L e TO CHANGE THE
Attachments Indication COLUMNS SHOWN

Unknown

v
] 2 ¥ aupoisoes )
v Direction

action:  Physical
Timestan

a 1 gapoisoss ¥ M
Subject

To

To: BUS3031855  Dwight Schrute

Attachments
#. image/jpeq
Sl 20180405 091758.jpg

text/plain
text_1522045201377.txt

application/smil
smil.xml

Figure 8-11: MMS Messages are Cross-Referenced and Filterable

Examine the multimedia that was attached to messages between Ryan and Dwight. You should begin to
see the pieces coming together of Ryan’s overall conspiracy as he communicates with Dwight Schrute to
take advantage of his post office position to obtain free packaging and ship packages for free. These files

should be tagged as “Evidence” and “Important.”

From

+18059105153

To

‘ +18053031855 Dwight Schrute

Attachments

20180405_091758.jpg

Body [1] 1«

Just have to place in the Xbox 360 case and we are good to

go on a couple orders! | will bring them by today for you to
slip them past your boss.

Figure 8-12: MMS Messages from Ryan's Device in Correspondence with Dwight Schrute
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Contacts, Phone, and Messaging

When examining the MMS Messages, focus your attention to those messages with a Source of “Verizon
Message+.” This is because the other representations are duplicates of the messages which contain an
additional . XML file used for proper viewing of the multimedia attachment.

Reader File View Tools Report Hel

Welcome Extraction Summary (1) EUSUISEPEEDNE ® MMS Messages (5) X

0 MMS Messages (5)

ExED 2% 90 oeon - 7

R MMS Message Goto +
S XK P& iTmestamp v Source *  From v S
2 Subject:
1 3 ' 4572018 09:20(UTC-7) To: 8053031855 Dwight Schrute
Timestamp:  4/5/2018 09:20(UTC-7)
Priority:
[z 1 & 4/5/20180920(UTC-7)  Verizon Messages  +18059105153 +18053031855  Dwight Schrute ] LS
Source:  Verizon Message+
3 2 & 4/4/2018 08:58(UTC-T) From: 8053031855 Dwight Schrute To: 8059105153 Extraction:  Physical
Source file:
[4 1 & 4/4/2018085BUTCT)  Verizon Mossage+  +18053031855  Dwight Schrute  +18059105153 ]
From
5 x 4
+18059105153
To
LY LOOK AT THOSE v Duight chrute
WITH VERIZON Attachments

MESSAGE+ SOURCE

20180405 091758 jpg

Body 4] 1

Figure 8-13: Examine the MMS Messages with Verizon Messages+ as a Source
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Location Data

Introduction

The integration of Wireless and Global Position System (GPS) functionality into mobile phones is
certainly a technological innovation that has changed the field of Digital Forensics. Mobile phones use
Wireless to receive high-speed internet (Wi-Fi) and communicate with external devices, such as printers
and headphones (Bluetooth), within a particular area. This data can become extremely helpful for analysis
when the user allows their device to connect to any open connections automatically, therefore resulting in
location storing of frequently visited places. GPS also allows investigators to collect data from position-
aware applications such as point-to-point directions through Google Maps, find location elements
embedded within the metadata of files, and more interesting uses as applications continue to further
incorporate use of location data. In this chapter, you will obtain all GPS location information within the
device and learn how to map the locations collectively using Google.
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Chapter 9

Wireless

To view the SSID of the Wireless Network utilized by the device and when the network was first
connected to, navigate within File Systems to:

/Imagel3 (ExtX) /Root/misc/wifi/networkHistory.txt/

Reader

Extraction Summary (1) * |EEREEL RSN

o networkHistory.txt

TAB WILL APPEAR

Text View File Info

& |d

OICONFIG: "Dunder MiffLAN"WPA_PSK
OSSID: "Dunder MiffLAN"

o

PRIORITY: 1

OAUTO_JOIN_STATUS: 0
OSUP_STATUS: 2
OSUP_DIS_REASON: 0

om: 0

OSELF_ADDED: false
ODID_SELF_ADD: false
ONO_INTERNET_ACCESS_REPORTS: 0

O"VALIDATED_INTERNET_ACCESS: false

OEPHEMERAL: false

O(CREATION_TIME: time=04-02 10:39:14.460
O&UPDATE_TIME: time=04-02 10:39:14.628
COCONNECT_FAILURES: 0

FIALITH EATLLIBEE. 0

Path: /Roct/mi rytdt  Size: 728 bytes Date madiified: 4/2/2018 10:39(UTC-7)

Figure 9-1: Ryan's Wireless SSID with Creation Time
This information can also be viewed within:
/Analyzed Data/Wireless Networks/

Note: The Creation Date is NOT always viewable in this window, therefore follow Figure 9-1 above.

Extraction Summary (1) networkHistorytxt

@ Wireless Networks (1) X

TAB WILL APPEAR

© wireless Networks (1)

EEED- ® ©0 e~ ¥ arch Q@ Wireless Network Goto ~
ssid = Security Mode ~  Position ~  Package BSSID:
ssid: Dunder MIffLAN
Dunder MIfLAN WPA-PSK 3
Security Mode: WPA-PSK

Last Connected:
Last Auto Connected:
Timestamp:

NETWORK End Time.
SSID Package:

Extraction: Physical

(NAME) Surce e

Map
Position:
Map Address:

SCROLL!
—_

Total 1 Deduplication:0  hems: /1 Selectect

Figure 9-2: Another Location to View ONLY the SSID of Wireless Networks

Copyright © 2019. All rights reserved. Page 9-2



Location Data

Global Positioning System (GPS)

Google Maps

To analyze Google Map’s Places data (Ryan’s labeled places such as Home, Work, and Visited), navigate
within File Systems to:

/Imagel3 (ExtX) /Root/data/com.google.android.apps.maps/databases/

v Tools Report Help

UEELCEEN @ Extraction Summary (1) %

All Content Physical

Extraction Summary + Add extraction {&} Project settings [E] Generate report

~) Extractions: 1

Samsung COMA SM-J320VPP Galaxy J3 2.
Physical

4/5/2018 15:06(UTC-T)

4/5/2018 15:48
CUsers\celwe\DesktapiHoward Case\Sa

(=) case Information

Heward

California Cybersecurity Institute

Cassidy Ewell

Device Info Device Content
DOFCCCABOSTO Phone Data
2793222321073
SAMSUNG-SM-J320vPP Autofill 1 Calendar 7
89148000002917794163
3/31/2018 23:38(UTC+0)
‘America/Los_Angeles Call Log 3 Contacts 21
False
True
3148029193773 Cookies 368 (8 Device Locations 10
SceeS69e-b310-4ffe-b2da-d77...
311480
£9148000002917794163 Devies Users 1 Emails 7

3
Verizon

Figure 9-3: Navigation to Data Folder Containing Android Packages for Applications

Double click “gmm_myplaces.db” within the databases folder. You should see a new tab and window
appear to the right with the contents of the SQL.ite database gmm_myplaces.

Extraction Summary (1) ® gmm_myplaces.db *

0 gmm_myplaces.db

Database view File Info

TAB WILL APPEAR

] Q

4 locale -
syne_corpus (2)
sync_item @ [ enus

Path: le.android. 1_myplacesdb  Size: 40 KB Date modified: 4/4/2018 1232(UTC-T)

Figure 9-4: Ryan's Google Maps Places Database
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Chapter 9

To view the contents of the database, click the Database view tab and then “sync_item.” In the window, a
list of SQL.ite database entries will appear with the timestamp, latitude, longitude, and location/address.

Extraction Summary (1) ® gmm_myplaces.db x

0 gmm_myplaces.db ==

:\e Info
B G TAB FOR VIEWING SQLITE DATABASE Q

tmestamp v merge_key v feature_fprint v latitude v longitude v islocal v  sync_item

1522867412681 0

1522867754693 K 733 35262584 -120677709 False

TAB FOR
35261880 -120674360 False
VIEWING °
< -
ENTRIES 666610mna

t (N t

TIMESTAMP LATITUDE, LONGITUDE LOCATION / ADDRESS

Figure 9-5: Viewing Database Entries Displays Timestamp, Latitude, Longitude, and Location/Address for Each Entry
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File Metadata

GPS locations are stored as metadata within documents, photos, and videos when location is enabled on
the device. In Ryan’s case, he had a few photos stored within the Media Gallery on the phone.

To view all files containing GPS location metadata, navigate to:

/Analyzed Data/Device Locations/

You can examine the right pane for a summary of the information within each entry. If you would like to
view the information collectively for all entries, right click on the filter bar to change the columns which
are shown. In this case, the blank columns for the device which should be unchecked are End Time,
Address, Type, Precision, and Confidence.

Extraction Summary (1) @ Device Locations (10) X

©) Device Locations (10) TAB WILL APPEAR

EEED- B B[O epon- T Q

Location Gato ~
[ 1 Timestamp ¥ _EndTime ¥ Position ¥ __Map Address ~__Description ] e Best Buy
v Exclude
- Description:  http/maps google com/?
4742018 11510 e hitpy//maps.goagle.col 8 &
Bookmark id=5910500836086969263
s RIGHT CLICK FILTER BAR - o
4472018 11:49(y v Deleted httpy/fmaps google.cor 5
TO CHANGE THE Origin: Device
47472018 11:43(4 00 Timestamp:  4/4/2018 11:51(UTC-7)
COLUMNS SHOWN e
ime:
21620181900 (35260105, -120.663279)
Position: (35.261880, -120.674360)
201420181700 ¥ T (35258855, -120.687006] Map Address:
End Tim Prcisic
o ool (35.258855, -120 687006) Confiden
v o
« Deseription Best Buy, 255 Madonn: ~ Map:
e Category:  Gaogle Maps
“ Chipotle Mexican Grll,  pdress:
Type
N (35260105, -120.663279) Extraction:  Physical
Source file:

(35258855, -120.687007)

Total: 10 Deduplication: 0 ltems: 10410 Selected: 10

Figure 9-6: Ryan's Device Locations Displayed Collectively

Observe that the location includes those discussed in Ryan’s SMS messages and used for shipping items.

Note: This view collectively shows ALL device locations, therefore it also includes the data from Google
Maps My Places.
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Creating Map of GPS Locations

As an investigator, creating a collective map with all device GPS locations is a great way to see patterns
and commonly visited places.

To do so, visit open this link in a browser, sign into your Google account, and click Create a New Map:

www.google.com/maps/d/u/0/home?hl=enghl=en

nethi=endhl=en

Apps (B Calboly @ Quidet [ EESolutions WY el B Register Stacy Millch at Cue: L LabPal (CHEM) FC GEls Using Biomed  [¥] Cornect (810) (5) AP® Chemistry Other bookmarks
= Google My Maps GO TO LINK # 0
+CREATE A NEW MAP A OWNED NOT OWNE ARED ECEN PLOF = Az

CLICK HERE

No maps owned by you

Figure 9-7: Create a New Map with Google

Begin by clicking “Untitled Map” and renaming the map based on the case, such as “Howard Device
Locations.” Click Save when you are done and the created map will be saved within your Google Drive.

[ untitled map - Google . x

< C 0 @ Secure https//www.google.com/maps/d/u/0/edit?hl=en&hl v ciu xO%Vu vXagUgzHKAOJ4K-&lI > 24%2( W £
#% Apps (3 CalPoly @ Quidet [ EESolutions BN Relay Forlife|Rela, [ Registe: Stacy Millichat Cue: Lp LabPal (CHEM) FC GE s Using Biomed [I] Connect 810) #F (5) AP Chemistry Other bookmarks

Edit map title and description

Map title
Howard Device Locations| |

Description

Add a description to help people understand your

Figure 9-8: Name the Created Map such as ""Howard Device Locations"
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Now return to the UFED Reader program and double click on the first Position under Device Locations.
Right click and select Copy.

Note: Double clicking cells within tabs of Analyzed Data will allow you to copy the contained
information.

ols Report Help

Welcome > SRR D EUTUNEIN @ Device Locations (10) %

@ Device Locations (10)

= - BT Export = o] b 3 .
= ® [ Ewport = 57 i Q Location SiBe
stamp ~  Position * | Description *  Name ~ Map > Category Mame: bty
iption: 7
4472018 1139UTE-T) [BSBBTAEOITZ0BTAE0) | hitpi/imaps google comyicide... Best Buy Google Maps B R L
AR08 1T Ty ooy cuvc [0 tpy//maps.gaogle.com/icid=_.. Chipotle Mexican Grill Gocgle Maps. g:;'n .
yar201s ra3UTC ) DOUBLE CLICK 1179 Atascadero S, Sa GoogleMaps  Timestamp: 4472018 11S1UTE-)
——— End Time:
2/16/2018 1900 (35280105, -120,663275) 20180216_761345jpg Media Locations )
Position: (35.251880, -120.674360)
213720181700 (35258855, -120.687006) 20180214_124635 jpg Media Locations  Map Address:
Precision:
12/1/2017 1000 (35258855, -120,667006) 20171201_945638 g Media Locations oo
Best Buy, 255 Madonna Rd, Sa.. Google Maps Map:
Category: Google Maps.
Chipotle Mexican Grill, 297 Ma... Goagle Maps P~
(35.280105, -120.663275) Google Photos Extacion:  Physical
Source file
(35258855, -120.687007) Gocgle Photos
Total: 10 Deduplication: 0 ltems: 10/10  Selected: 10

Figure 9-9: Copy Information of Entries from UFED Reader

Paste the copied Position into the search bar and click the magnifying glass symbol. You will see a pin
drop at the latitude longitude location and it listed in the left menu.

Click the plus sign next to the listed pin to save it to the map.

€ https://www.google.com/map: )/edit?hl=end &mid=17CIUH7sExO9%eVu3ThvXagUgzHKAOAK- &I =35.261853296725974%2C-120.6743599999999882=13 W

ps ) Caloly @ Quizet (3 EESolutions EF Relay For Life |Rels, [ Register Stacy Millich at Cus

3 (35.261880,-120.674360)
Howard Device Locations :
I changes saved in Driv

sing Biomed  [] Connect (810 5) AP® Chemist Other bookmarks

-

¢ ANY e
PASTE POSITION HERE
® Addlayer &+ Share @ Preview

X Q (35.261880,-120.674360)

[f) (35.261880, -120.674360) +]

San Luis
Obispo
Bubblegum Alley @

¥ Untitled layer :
g CLICK + TO SAVE ik
Add places to this layer by drawing e THE GPS LOCATION Madonna Inn @

importing data. Learn more

Base map
PIN WILL DROP
AT GPS LOCATION "'

Google My Maps

Map dsts 92018 Google _Terme

Figure 9-10: Paste Information in Created Map and Save GPS Location Pin
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Chapter 9

Click on the pin and then the edit button, which looks like a pencil.

Note: You also have the option to change the color of the pin for filtering and distinguishing GPS
locations for your investigation.

€ C O @ se https://www.google.com/map: )/edit?hl=en

& & ciu O w9 g
3 apps GD CalPoly @ Quizlet [ EESolutions B Relay For Life | Re B Register Stacy Millich at Cue: Lp LabPal (C|

) FC GElsUsingBiomed [I] Connect(810) 4 (5) AP® Chemistry Other bookmarks

Polytechnic
IS

(35.261880,-120.674360) ) o) # 0
Howard Device Locations & ) P
- - LAEY B[]
I change
® Addlayer 2+ Share @ Preview P
¥ Untitled layer (35.261880, -120.674360)
P Individual styles
Q (35.261880, -120.674360) ®
Base map ¥ 3526186, -120 67435 LA o R |
CLICK TO CHANGE MadonnainnA/

COLOR OF PIN CLICK TO EDIT THE NAME

AND DESCRIPTION OF PIN

San Luis
Obispo County
© " Regional
Airport

Johnson Ranch
Open Space

s 7
Google My Map:
San Luis Obispo

It Country Ciub®

Map data ©2018 Google _Terme

Figure 9-11: Select the Pin and Edit Details to Allow Proper Labeling
Next, label the pin to include the Name, Timestamp, and Position of the entry and click Save.

For example, a great labeling system is to list the Name and Timestamp in the Title text box and the
Position in the Description textbox. This will display the most important information (Name and
Timestamp) in the left menu listed beside its pin.

<« ps://www.google.com/maps/d/u/0/edit?hl=en&hi=ens % W
3 apps GD CalPoly @ Quilet [ EESolutions BN Relay For Life|Rele, [B  Register ue Lp LabPal (CHEM) FC GEls Using Biomed [X] Connect (B10) 4 (5) AP® Chemistry Other bockmark:
(© ni e
- State FE )
3 (35.261880,-120.674360) iversity
Howard Device Locations : =)
i - L ol [
I change
® Addlayer 2+ Share @ Preview

' Untitled layer Best Buy 4/4/2018 11:51(UTC-7)

7 Individual styles

5.26188C 2067436
Q (35.261880, -120.674360)

o— =8 a

WIaaomTa T 7

Johnson Ranch
Open Space

4 3 ? -
Google My Map
San Luis Obispo @
I Country Club® Map data 62018 Google _Terms

Figure 9-12: Label the Pin with Name, Timestamp, and Position with GPS Location Entry Information
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Repeat this process for the remainder of the Positions under Device Locations.

In this example shown, all Positions are placed as pins with the Google Maps data colored in orange and

the File Metadata colored in

purple.

Note: Layers are another option for filtering and distinguishing GPS locations. To use layers, just click
Add Layer and customize each layer using the three dots menu buttons.

3 Howard Device L

€ C O & se

# Apps (D) Calpoly @ Quizlet (3 EE Solutions

Howard Device Locations

-
All changes save

https://www.google.com/map:

B Relay For Life | Rel

LAYERS ARE AN OPTION FOR

LAkl A 7 FILTERING/DISTINGUISHING

¥ Untitled layer
= ndividual styles
Best Buy 4/4/2018 11:51(UT.
Chipotle 4/4/2018 11:49(UT.
1179 Atascadero St 4/4/201
@ 20180216_761345.jpg 2/16/...
Q 20180214_124635 jpg 2/14/.
Q 20171201_945638.jpg 12/1/...

Base map

Figure 9-13:

Cue Lp  LabPal (CHEM) FC GE is Using Biome

5.274227604527916%2C-120.68464565606€

Bubblegum Alley &

Madonna Inn @

Reserve

Johnsongz>
Open S

B:gle My Maps

[0 connect (Bi0) 4 (5) AP® Chemistry Other bookmark:
o)
Luis
spo
South St
<
South Hills,
Open Space
San Luis
Obispo County
€ Regional
Airport *
24 =
Map deta €2018 Google  Term

Created Map of Howard Device Locations and Layer Option Shown
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10

Calendar, To-do Lists, and Notes

Introduction

When examining Ryan’s installed programs and Home screen capture, you noticed his use of Calendar,
Any.do, and a Samsung Notes widget. It is always important to check calendar and listing applications
because they show the suspect’s daily activities and recorded thoughts. This information can assist you in
creating a timeline of evidence and viewing possibly important information the suspect needed to note. In
this chapter, you will investigate the device’s default calendar application and the user downloaded
Any.do and Samsung Notes applications.

Calendar

To view events and accounts associated with the Calendar application, navigate within File Systems to:

/Imagel3 (ExtX) /Root/data/com.android.providers.calendar/calendar.db/

Extraction Summary (1) ® calendardb %
0 calendar.db

Database view File Info

TAB WILL APPEAR

DOUBLE CLICK™ 3:

Path /1 Freal Size; 184 KB iech 4/5/2018 1447(UTC-T)

Figure 10-1: Calendar Data Including Associated Accounts and Saved Events
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Chapter 10

To view the contents of the database beginning with the account(s) information, click the Database view
tab and then Calendars. In the window, a list of SQL.ite database entries will appear listing the accounts
logged into on Ryan’s device and the specific calendars created within each account.

You should see and note that Ryan’s personal Google account is “hryanwuphf@gmail.com.”

Welcome Extraction Summary (1) @ calendardb %

0 calendar.db

Database view File Info

&) Q

Attendees

aiots V] id v account_name v  account_type v syncid v dity v+ mutators +  name «  calendar_displayName ~
CalendarCache v 1 My calendar LOCAL My calendar My calendar
CalendarMetaData v 2 hryanwuphf@gmail.com  com.goagle hryanwuphf@gmail.com  hryanwuphf@gmail.com
9 3 hryanphi@gmailcom  com.google Contacts Contacts

‘ v a hryanwuphf@gmailcom  com.google Holidays n United States  Holidays in United States
DeletedTasks
Events @
fuentsfauimes - (3) CALENDAR SPECIFIC
Extendedproperties (0]
Facebooks © ACCOUNT CALENDAR
Images © NAME

]

Stickers (0)
TaskGroup (6]
Tasks (]
TasksAccounts w
TasksReminders 10)
UpdatedTasks 10)
sync_state [t

_sync_state_metadata (1)
android_metadata (1)

sqlite_sequence [$3]

Figure 10-2: Calendar Accounts Logged into and the Specific Associated Calendars

To view the event detail contents of the database, click the Database view tab and then Events. In the
window, a list of SQLite database entries will appear with the event’s title and the GPS location and
description (if applicable).

Welcome Extraction Summary (1) * [ECEPCIITEEIR: RS

0 calendar.db ==

-view File Info
BE2E TAB FOR VIEWING SQLITE DATABASE 2

Attendees (@
G [£]
CalendarCache “ ‘ Call in Sick to Work

v title v eventlocation v description

CalendarMetabata (1) Check Email for Paypal Payment.
Calendars I Your Geek Squad Reservation 255 Madonna Rd, San Luis Obispo, CA 93405 | you're dropping off a device with us, remember to back up your files beforehand. Als|

Colors 3s)
DeletedTasks

e EVENT TITLE GPS EVENT LOCATION EVENT DESCRIPTION
ExtendedProperties
Facebooks 10)
Images (o)
Instances @
(0}
@
©
©
(6]
(]
TaskGroup )
Tasks (o)
TasksAccounts w
TasksReminders ©
UpdatedTasks 1)
sync_state w
_sync_state_metadata (1)
android_metadata (1)
salite_sequence &)
Path: droid. provid do Size: 184 KB Date modified: 4/5/2018 14:47(UTC-7)

Figure 10-3: Viewing Database Entries Displaying Title, Location, and Description of Each Event
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Calendar, To-do Lists, and Notes

You may find it helpful to export the calendar data to a .CSV file which can be parsed with Microsoft
Excel. To do so, click the left-most button with the symbol of a table. Change the File Name to be
“Calendar Events” and Save to the folder created earlier called “My Reports” on your Desktop.

Reader

Extraction Summary (1) @ calendardb

0 calendar.db

Database view File Info

v eventlocation = desciption

Check Email for Paypal Payment

Call i Sick to Work
Your Geek Squad Reservation

255 Madonnz Rd, San Luis Obispo, CA 93405 If you're dropping off a device with us, remember to biack up your files beforehand. Also, don

> This PC » Desktop » My Reports <l

Organize = New folder - @

AS R ame Date modified
b S3msung 2016-04-17.16-10-54 : B410PM  File folde
& OneD Samsung .2018-04-17.17-18-28 4/17/2018 5:18 PM F
= This o
o Netwe.
v« >

File name: | Calendar Events
Save as type: €SV documents (sv) (*.csv)

A Hidle Folders = save Cancel

{metadata (1)
sqlite_sequence 8]

Figure 10-4: Export SQL.ite Database to CSV Containing Calendar Events

Double click the “Calendar Events.csv” file after navigating to /Desktop/My Reports/ to open the data in
Microsoft Excel. You should see the SQLite file name listed first of the extracted file “calendar.db”
followed by the specific Table name “Events” and each of the entries within the table.

Note: This is a great option for easily viewing SQL.ite Databases you would like to further investigate.
You can click the Export to CSV button while viewing any .DB file within File Systems.

Samsung 2018-04-17.16-10-54
Samsung 2018-04-17.17-18-28

Texth # (& colendar vents.csv

5k8)

—J Cut === AutoSi
3b Cut cal 1 - A A 9 25 Wrap Text L ] Iy € X { e %T p
Copy * - & Tl
Paste SRR . o co oo Conditional Formatas Cell  Insert Delete Format Sort& Find &
i e B 5 u v A € 3 [ Merge & Center $-% » % 9N [Fe— Toble -  Styles. - Clear Filter - Select
Clipboard font Alignment Number Styles calis Editing
HI ~ Je v
A 8 € D E F
EVENT TITLE GPS EVENT LOCATION EVENT DESCRIPTION
1 Sqlite file name: calendar.db <
2 Table: Events
3 Totalrows: 3
4 _id _syne_id  dirty mutators lastSynced calendar_id title eventLocation description
5 1ces3gdpme 0 0 2 callin Sick to Wark
6 2clgi2pisce O 0 2 Check Email for Paypal Payment
7 463d0pInd’ O 0 2 Your Geek Squad Reservation 255 Madonna Rd, San Luis Obispo, CA 93405 If you're drapping off a device with us, remember to back up your files beforehand. Also, don't farget to brin;
8
a
Calendar Events (&
Raady 1] + 100w

Figure 10-5: Open and View the Exported Calendar Data Easily with Microsoft Excel
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This information can also be viewed within:
/Analyzed Data/Calendar/hryanwuphf@gmail.com/
Observe how the calendar events validate other pieces of evidence to assist in forming a timeline. For

example, “Call in Sick to Work” occurs on 4/3/2018 at 9AM as does his phone call to Michael Scott and
“Check Email for Paypal Receipt” is validated by the Paypal document located in Ryan’s downloads.

Extraction Summary (1) @ hryanwuphf@gmail.com (4) *

o hryanwuphf@gmail.com (4)

TAB WILL APPEAR

EVED- ® S0 bpnt- X Q  Calendar Entry Goto -
X A subject S |l v || Attondees + | Detwis e hryornsphi@gmailcom
Subject Vour Geek Squad Reservati
2| | racinet Appoinement San Luis Obispo, Califormia, Unit.. | | hrysrwwsphfomailcom Ta ses detsiodinfor | Sl o
Dl o Start Date: 4/5/2018 1Z00(UTC-T)
nd Date: 4/5/2018 1220TC-T)
255 Mad d, San Luis Obis... Hyoure dropping s  Reminders: 4/5/2018 1130{UTC-T)

Check Email for Paypal Payment

DOUBLE CLI Call i Sick to Work

EVENTTITLE GPS EVENT LOCATION

Physical

Location: 255 Madionna Rd, San Luis Obispo, CA
93405

Figure 10-6: Another Location to View Calendar Data from Gmail Account(s)

Next, you will examine the Any.do application contents, as you discovered in Chapter 7 that it was
specifically installed by the user.
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List Applications

To view Ryan’s To-do lists through the Any.do application, navigate within File Systems to:

/Imagel3 (ExtX) /Root/data/com.anydo/databases/data/

Reader

BO Welcome O Extraction Summary (1)
bl © data

Database view File Info

TAB WILL APPEAR

B @ Q
android_metadata a

anydo_alerts ©

anydo_auto_complete_cache © |[ ¥ ‘enus

3)

xecution_suggestions ©

vl locale v

anydo_execution_suggestions_params (0)
anydo_identifiers ©
anydo_popups o
anydo_sync_match )
anydo_tags ©
anydo_task_extras ©
anydo_task_history (1)
anydo_tasks (11)
_chat_conversations [}
assistant_chat_messages ©
attachments ©
frequent_members o
labels a
pending_tasks o
shar members ©

_members ©)
sqlite_sequence @
task_join_label )
tasks_notifications )
user_notifications (©

Path: /Root/data/com anydo/databases/data  Size: 224 KB Date modified; 4/5/2018 11:30(UTC-T)

Figure 10-7: Any.do List Application Data for Ryan

To view the specific tasks on the created lists, click the Database view tab and then “anydo_tasks.” In the
window, a list of SQL.ite database entries will appear listing the status, timestamp of creation, and list
item. Scroll to almost the end of the SQL.ite columns listed for this information.

The Status of the task will be represented by an integer: 1 — Not Completed, 2 — Completed, 3 — Deleted.

View Tools Report Help

Welcome Extraction Summary (1) *

0 data =

Mn\nk)
] TAB FOR VIEWING SQLITE DATABASE a

android_metadata )

status v status_sync_counter v status_update_time v tag v title v bt
anydo_alerts. 0)
anyda_categories @ 2 0 1522781148693 Create Grand Theft Auto V ltem 0
anydo_execution_suggestions | 2 0 1522781148692 Create Minecraft ltem 0
anydo_esacution_suggestions_pararns (0) ||_I2 (] 1522800747783 Create Watch Dogs Item ]
anydo_identifiers o || 2 0 1522854907544 Call Kelly 0
ando_popups ol 2 0 1522781148692 Check that all emails forwarding from techis6739@gmail com 0
e bl = \ssasaanns ot on 3
o © 1 0 1522855077318 Complete Xbox 360 sleeves for Grand Theft Auto ¥, Minecraft, Watch Dogs 0
o tash_exiras . 1 o 1522855113638 Wait for more people to take the bait and buy my *products” 0

) 1 0 1522855143555 Hear from Dwight about “free” packing by materials 0

1 0 1522855189325 Put together Grand Theft Auto V with "damaged" disc for jhal from eBay 0
e I | t t

atachmerts TABFOR ) | saTUS TIMESTAMP LIST ITEM
frequent_members VIEWING )
labels ]
peniiv s ENTRIES

io)

i0)

)

)
oo motfestons o
user_naotifications o)

SCROLL!
—

Path: /Roat/datafcom anydo/databasesfdata  Size: 224 KB Date modified: 4/5/2018 11:30(UTC-7)

Figure 10-8: Each Any.do Task is Stored with its Creation Time and Status
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Note: The timestamp of when an item was marked completed is NOT stored by the application.
This information can also be viewed within:

/Analyzed Data/Calendar/Any Do: Personal/

You can examine the right pane for a summary of the information within each entry. If you would like to
view the information collectively for all entries, right click on the filter bar to change the columns which
are shown. In this case, the blank columns for the device which should be unchecked are Location, Event
Position, Attendees, Details, End Date, and Priority.

Extraction Summary (1)

0 Any Do: Personal (11)

= E M- ®R® [ epon - T ble Sea Q  Subject
= st : 432018 09:38(UTC-T)
[‘ ) XA Subjoct Exclude Locati ~  Event Positi ] E":'DZ:’ R (UTC-7)
1 Put tagether Grg ¥ Bookmark for ih. Reminders:
¥ Deleted RIGHT CLICK FILTER BAR Priority:
2 Hear from Dwigl P —
v Carved TO CHANGE THE tatus: ompletex
3 Wait for more pe subj I Class:
COLUMNS SHOWN Repeat Rule:
4 Complete box ecra Repeat Until:
Call Mom Ll
Repeat Interval:
— Check that all en il com Extraction: Physical
Source file:
7 Call Kelly
8 Create Wateh De Attendees
9 Create Minecraff q
Details
10 Create Grand Th|
" x Test
Map

ags
Labels : urth
» | Description: -Ms
Paypal?

Figure 10-9: Another Location for Viewing (and Filtering) Any.do Tasks

After filtering, observe the tasks connecting with other evidence within documents and messages. Tag
these tasks as “Evidence.” Most importantly, notice Ryan’s completed task of forwarding all emails from
“techie6739@gmail.com” and tag it as “Further Investigation.” Email will be examined in Chapter 11.
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Notes

To view Ryan’s Samsung Notes taken, navigate within File Systems to:

/Imagel3 (ExtX) /Root/data/com.samsung.android.app.memo/databases/memo.db/

Reader

e View Tools
=lw Extraction Summary (1)
> 9K
0 memo.db

Database view File Info

TAB WILL APPEAR

¢ DOUBLE CLICK

Path: /Root/dat: android b db Size: 132 KB Date modified: 4/4/2018 DB3S(UTC-T)

Figure 10-10: Samsung Notes SQL.ite within File System

To view each individual note, click the Database view tab and then “memo.” In the window, a list of
SQL.ite database entries will appear listing the memo title and content. Scroll to view timestamps.

Note: Viewing Samsung Notes data is best within Analyzed Data due to the ability to display the text in a
more readable format.

Extraction Summary (1) ® memadb X

@ memodb +—

. .\s Info
LR el TAB FOR VIEWING SQLITE DATABASE Q

_tyne_state o
android_metadata (1)
o

v it v content

category Notes on eBay Privacy <p value="memo2" i privasy ‘w><p=LUse a non-personal email an

eBay Scamming Notes  <p value="memo2" > Make closing dates soon after pasted as the pressure makes people fal for the scam (e, Grand Theft Auto V)</p><p>- Prices shoull

TAB FOR

VIEWING
ENTRIES t T
TITLE CONTENT
Path: croid Size: 132KB  Date modified: 4/4/2018 08:35(UTC-7)

Figure 10-11: Individual Memos Stored within Samsung Notes by Ryan

Copyright © 2019. All rights reserved. Page 10-7



Chapter 10

This information can also be viewed within:

/Analyzed Data/Notes/Samsung Notes/

Reader

> alaxy 132016 0 Samsung Notes (2)

TAB WILL APPEAR
EM- ®®® O sport - ¥ a Q  Note Do

# T | X K & 1 creation time ¥ Modification Time ¥ Title ~  Body i Bey Seamming Fotes
. . Creation time: 47412018 08Z3(UTC-T)
1 * -7y =] efay .

Medification Time: ~4/4/2018 02:35(UTC-T)
4/2/2018 11:40(UTC-7) 47212018 11:46{UTC-7) Notes on eBay Privacy ~ http:/www.dumm  Source: Samsur g Notes

" " T Extraction: Physical

Source file:
CREATION MODIFICATION TITLE s &
@
TIMESTAMP  TIMESTAMP ey

Body %] ¢ [HIML] Text

- Make closing dates soon after posted as the
pressure makes people fall for the seam (ie. Grand
Theft Auto V) - Prices should be low enough to
entice buyers but high enough for profit - Use
high quality photos and official product
descriptions - Ensure bubbles in bubble mailer are
mostly popped to back up the fact that the disc is
damaged - Use P.O. Box to send from, fake name,
and dummy email address

Attachment

otak 2 Deduplication: 0 ltems: 22 Selected: 2 Map

Figure 10-12: Ryan's Samsung Notes Contains Investigation Critical Information

Examine the contents of the memos taken by Ryan and you should see a red flag in the last sentence of
“eBay Scamming Notes” that fake information was used for selling online. Tag this file as “Evidence”
and “Important.” This would explain the use of “techie6739@gmail.com” rather than

“hryanwuphf@gmail.com.” In Chapter 11, Email and Internet History will be examined to validate this
evidence.
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Email and Internet History

Introduction

Email and Internet History can be critical to your investigation as you need to know who the user is
communicating with, what sites were being visited and information being searched for, and if data was
being exchanged or downloaded. Earlier in this case, you found files in the Downloads folder and
mentions of Ryan using fake personal details and email account for his eBay scam. Where did these files
come from and what fraudulent information has he been using to fuel his scam?

You will address each of these questions in this chapter and have a better understanding of email and
internet history. In this examination, you will recover email through the applications users utilize to view
the data on mobile devices, such as Samsung Email or Gmail. Internet history will be examined
collectively from the variety of popular and built-in browser applications through the UFED Reader
program’s Analyzed Data.
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Email

To view the Emails stored in the device, navigate to:

/Analyzed Data/Emails/

Reader Fi ew T Report Hel

Welcome *

Extraction Summary (1)

® temails (17)

Q®

A% S X K 2| L Timestamp v
1 & 452018 11:02(UTC-7)

& 4742018 1843UTC-T)

3 & 442018 1201UTC-7)
&l aaon
4 & 4472018 11:280UTC-7)
s < 18 11:28(UTC-7)
K« T
6 & 81127UTC-7)
7 4 & 43201812380TC-7)
>
8 & 432018 11:49(UTC-7)
9 & 4312018 11:45(UTC-7)
10 3 & 4/3/2018 11:36(UTC-7)

1 & 42018 1053(UTC-T)
1 1 & 422018 1923WTC-7)
&\ 0161054
3 C 4/2/2018 18:54(UTC-7)
Total 17 Deduplication: 0 Items: 17/17  Selected: 17

® [ exporn + &

TAB WILL APPEAR

Subject

Reminder: You're close to tech bliss

Check your Google Account security status

Your Precinct reservation is just around the comer

An event from Gmail has been added to your Google Calendar
Your Precinct reservation is confirmed

Information regarding your Best Buy account

Fwd: Congratulations, your item sold!

Fwd: Congratulations, Steve, your item has been fisted.
Answer 2 questions and get 50% off Any.do Premium

Fwd: Congratulations, Steve, your item has been listed.

Fud: Congratulations, Steve, your item has been lsted.
Fwd: Your Amazon.com order of *(25) Empty Standard...* has shipp.

Fwd: Activate your new account

Source

Gmail

Gmail

Gmail

Gmail

Gmail

Gmail

Gmail

Gmail

Gmail

Gmail

Gmail

Gmail

Gmail

viQ

Email Goto *
Account:  hryanwuphf@gmail.com
Snippet:  View: Mobile | Web Hi Ryan, Just a reminder, you
have an upcoming Geek Squad®
Folder: Inbox,
Subject:  Reminder: You're close to tech bliss
Timestamp:  4/5/2018 11:02(UTC-7)
Priority:
Source: Gmail
Status: Unread
Extraction:  Physical
Source file:
From

([ From: Geeksquad@emailinfo geeksquad.com _Geek Squad ]

To

To: HRYANWUPHF@gmail com

cC

BCC

Attachments

Body [+ %« [HIML Text

Figure 11-1: Emails are Listed in a Filterable Table

To open emails as formatted when received/sent on the device, you can export the Emails by clicking the
Export drop down in the tool bar and then PDF.

Change the File name to “Emails” and specify Save To as a folder called “My Reports” on your Desktop.

Do NOT change the Report Sub Directory as the automatic name includes the timestamp of the generated
report. Click OK when you are done.

Reader File View Tools Report Help

Welcome

O Extraction Summary (1) ® Emails 17) %

©® Emails (17) 1
= =mM- ) I - 5 v - a
& 0D Q® ® [1] &port ~ 7 Q' Email Goto ~
5 Excel
: VXS v | Subject v Source Account:  hryanwuphf@gmail.com
— z % 5 Snippet:  View: Mobile | Web Hi Ryan, Just a reminder, you
1 i POF Reminder. You're close to tech biiss Gmail Have 55 opornicy Cabk Sqad®,
+ XML Folder: inbox,
2 A Check your Google Account security status Gmail ok :
i) Word Subject: Reminder: You're close to tech bliss
3 2 EML (emsil fles) Your Precinct reservation is just around the comer Gmail Timestamp: 4/5/2018 11:02(UTC-7)
= T : - Priority:
4 4472018 T12BUTC-T)  An event from Gmail has been added to your Google Calendar ~ Gmail
Y ) v PR . Source: Gmail
5 ¥ 4/4/2018 11:28UTC-7)__ Your Precinct reservation is confirmed Gmail Status: Unread
Extraction:  Physical
6 mail
Source file:
File name: Emails.
Y Saveto CUsersicelwe\Deskiop\My Reports e, Fom
Report b dreckory. [Samsung 2015-04-26.11-13.49 From: GeekSquad@emailinfo.geeksquad.com  Geek Squad
Include translations
8 mail To
9 T O Concel |94 To: HRYANWUPHF @gmail.com
10 3 & 4/3/2018 1136UTC-7)  Fwd: Congratulations, Steve, your item has been listed. Gmail
cC
" & 47372018 10:53UTC-7) P Congratulations, Steve, your item has been listed. Gmail BCC
12 1 & 4/2/20181923UTC-7)  Fiwd: Your Amazon.com order of *(25) Empty Standard.. has shipp... Gmail
! Attachments
13 $ 4/2/2018 18:54{UTC-7) Fuwd: Activate your new account Gmail
= e Body [/ 7+ [HIML] Text
Total 17  Deduplication: 0  Items: 17/17  Selected: 17

Figure 11-2: Export Emails for Investigation as Formatted on Device
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Note: If you would prefer for the Emails to be sorted differently when exported, be sure to sort the data
by clicking on the proper column prior to choosing to export to a PDF.

Open the “Emails.pdf” with Adobe Acrobat Reader (get.adobe.com/reader/) by navigating to the location
you exported the files:

../Desktop/My Reports/Samsung .2018-04-26.11-13-49/
A short snippet of each email’s content will be displayed with its metadata (timestamp, sender, receiver)

and the name of extracted email file.If you scroll through the emails, you will find forwarded eBay emails
regarding listed/sold items. One of particular interest is “mes-7.eml.”

31

[l Home st View @| File Edit View Window Help

v O Search Samsung 2018-04261. o | Home  Tools Emails.pdf x @ signin

®BHEHQ OO 1/s RTVO® = - FREAT O L

2 » 4§ Desktop > My Reports > Samsung .2018-04-26.11-13-40 e

Name

»* Quick a
mDe
4Do#
4 Do #

EPic#

email

resources.

(T _emallspat

Tex#

..::: SHORT SNIPPET OF
Emals (1 EMAIL CONTENT

Trainir
" 1. Toese ceta arecross-eterenced rom e devce's contacts

@ OneDriv
oer

8 This PC

& Networ

NAME OF EXTRACTED
EMAIL FILE

Figure 11-3: Extraction Report of Emails from Device
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To investigate this email thoroughly and view it as formatted on the device, you will use a tool called

Thunderbird Mail. You can download it from:

https://www.thunderbird.net/en-US/

Open Thunderbird Mail and click on the menu icon. Click File» Open® Saved Message.

] —= ) 4
Write ~ 8 Chat 8 Address Book Tag Quick filte P @ Events 4> X
New Message > Activity Manager
Thunderbird Attachment Message Filter
’ Add-ons.

OPEN o Vo ;
THUNDERBIRD = | Accounts Bo e
EMAILCLIENT | sy creste.snew sccount H e ;

SELECT “SAVED CetNew Mesgestor > | :

4Email () Chat ' Newsgroups | Feeds

MESSAGE” WITHIN
/FILE/OPEN/

[T Create a new calendar

Compact Folders

Offline

Figure 11-4: Thunderbird Mail Opening a Saved Message

Message

Events and Tasks
Tools

Help

[3) Today Pane v

Navigate within the folder containing the “Emails.pdf” Extraction Report, select the file name you are

interested in inspecting. Click OK when you are done:

../email/hryanwuphf@gmail.com/Inbox/mes-7.eml/

ite ~ W8 Chat % Address Book Tag Quick Filter

Thunderbird

Accounts ‘

« v My Reports > Samsung 2018-04-26.11-13-49 > email > hryanwuphf@gmailcom > Inbox e v ©  Search Inbox »

| Organize:  New folder B B )
A Name Date modif y &
# Quic

@ mes-2.eml
@ mes-3.eml
g

8

(@ mes7em
@ mes-8.eml
@ mes-g.eml
@ mes-10.eml

Tra

4@ One

m
@ mes-13.eml
v @ mes-14eml

= This

File name: mes-7.eml Mail Files (*.em)

P Open Cancel

Figure 11-5: Select the Saved Message of Interest in Thunderbird Mail

5 = =] X
p = ens 4> x
29 Sun <O » _
Apr2018 CW18
[%] New Event
~ Today
Tomorrow
Upcoming (5 days)

[#8 Today Pane v
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You will see a new message window appear, however the tool will request that you login to your email
account. To by-pass this, click the Cancel button and then the Exit button in the additional pop-up.

-1 BE - 9 X
p = | Fvems 4 x

295un AR AL

Apr2018 €W 18

&, Get Messages |~ [ Wiite 8 Chat 8 Address Book |  Tag ~

[3] New Event
‘ ~ Today
Tomerrow
Upceming (5 days)
New Account Setup

AN

NEW MESSAGE
WINDOW WILL

System Adminisirator of Intemet Service Provider
Select the typa of account you would like to set up:

s % APPEAR

0 exit ihe Account Wizard?

u have entered will be lost and the account will not be

<Back | MNew> Cancel g

1% Done 18 Today Pane v

Figure 11-6: By-Pass Logging into Email Account in Thunderbird

The email message you chose to open will display in the message window with From, Subject, To, and
the timestamp in the information bar above the email contents. Below the information bar, you can
examine the contents of the selected email as viewed on the device.

In this chosen email, you will notice Ryan was utilizing fake personal information for his eBay account:
“Steve Jones techie6739@gmail.com.” Therefore, this email file should be tagged as “Evidence” and
“Important” as it confirms the previous information found within his personal files and notes.

File Edit View Go Message Tooks Help s p = e 4> x

B wite WAChat & Address Book 9 = 29 Sun <O

F o Reply ¢ Reply B3 Folowup T = Forwwd  More ™ Apr 2018 CW 18
4/3/2018 12:38 PM New Event
| — ~ Today
- | Tomorrow

77777 — Forwarded message —-—— Upcoming (5 days)
From: eBay <ebay@ebay.com>
Date: Tue, Apr 3, 2018 at 12:38 PM
Subject: Congratulations, your item sold!
To: hryanwuphfi@amail.com

—

Dear gamercandy, Provide shipping information \

You did it! Your item sold. Please ship this item to the buyer afler THE EMAIL WILL
::I\:pli):é'?arhp;ys As soon as your buyer pays, print your eBay APPEAR AS EXTRACTED
Complete cne of the following: FROM THE DEVICE

« Print the shipping label. Avoid & trip to the post office,
print and pay for your label at home. Printing shipping
labels on eBay a1so offers you reduced pricing on some
shipping services, and when you print shipping labels on
eBay, your tracking information is uploaded automatically.
+ Provide shipping and Iracking information. When you
upload tracking information to eBay, we'll send it to your
buyer and let them know the ilem is on its way. This will
save you time, and may result in fewer questions from
buyers and higher detailed seller ratings

- Mark your item as shipped in My eBay. Do this, and
wee'lllet your buyer know the item is on its way. This will
save you time, and may result in fewer questions from
buyers and higher detailed seller ratings

L] (] Today Pane v

Figure 11-7: Email Message 7 From Inbox Displaying eBay Fake Information
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Chapter 11

Internet History

To view the Web History stored in the device, navigate to:

/Analyzed Data/Web History/

Reader

Summar:

y (1)

Web History (196)

© web History (196) TAB WILL APPEAR
E Q- B %[ eeon - ¥ Table Sea 2 Web History

* T X K L Lastvisited v Title v URL Title:

1 4472018 MATUTCT) Google Calendar - Week of April 1, 2018 - ‘L/':I::"“‘"’
2 4472018 113NUTCT) Google Calendar - Week of Aprl 1, 2018 googlec URL:

s 4472018 1137UTCT) Google Calendar - Wesk of Aprl 1, 2018 so0gle< Source:

4 4201811 Tmc.n Gcng\e(i\mdal-Tsk of April 1, 2018 oodfh :::::L
. e |y |

7 4/4/2018 11:37(UTC-T) Google Calendar - Week of April 1, 2018 httpss/calendar. google <

] 4472018 113TUTET) Google Calendar - Week of April 1, 2018 rar

9 47472018 1137(UTC-T) Google Calendar - Week of April 1, 2018 /i google.c

10 47472018 113NUTC-T) Google Calendar - Week of April 1, 2018 hitps/calendar google.com/calenda

n 4742018 M13TUTC-T) Gaagle Calendar - Week of April 1, 2018 google.c

12 47472018 M37UTC-T) Google Calendar - Week of April 1, 2018 gle.c

E 4472018 1136UTCT) Google Calendar - Week of April 1, 2018 googlec

14 4/472018 11:36{(UTC-T) Google Calendar - Week of April 1, 2018 gle.c

15 47472018 11:36{UTC-T) Google Calendar - Week of April 1, 2018 ht /icalendar google.ce

1 41401 ARATTETY Ginrtle Caleretar— Wonk rf Al 1 3118 | hatmesiraleadbar e raneaterstoed Peftmanks

< >
Total 196  Deduplication: 0 Items: 196/196  Selected: 196

Goto ¥

Google Calendar - Week of April 1, 2018
442018 1137UTETy

Chrome

Physical

Figure 11-8: Web History Includes Webpages Visited with the Title and URL

Double click on the URL of interest under Web History. Right click and select Copy.

Note: Double clicking cells within tabs of Analyzed Data will allow you to copy the contained

information.

Reader

Welcome

|

Total

@ Web History (196)

EED ®
4 Last Visited v Title
472/2018 1130UTC-7)
47272018 1130UTC-7)
4722018 1TATWUTC-T)

472/2018 1147(UTC-T)

Extraction Summary (1)

@ Web History (196) X

® [ bpot - 7

Q  Web History

4/2/2018 11:14UTC-7)

4/2/2018 11:14(UTC-T)

4/2/2018 11:14(UTC-T)

4/2/2018 11:14UTC-7)

4/2/2018 11:14(UTC-T)

4/2/2018 11:13(UTC-7)

4722018 11:92(UTC-T)

SCROLL!

196 Deduplication: 0

Title:
Protecting Your Privacy on eBay http:/A o t Last Visited:

Visits:
protecting privacy on ebay - Google Search  httpsy, googe. arch?q=protecting +privacy y

URL:
10-T0P-28AY-CONS A% T0-coMM (1 BETOCOMMON ERAIDS ON AV 000000 sk
scams on ebay - Goo pe CtrisC ps//ww'f«q:}oqe(um,‘sea&*q scams+on+ebay@ioq=scams+o. zuum‘i

i e

e oo mPDOUBIECIRN | |

SCAMS committed by eBay Sellers - The e8.
SCAMS committed by eBay Sellers - The e8.
SCAMS committed by eBay Sellers - The e
SCAMS committed by eBay Sellers - The 8.
scams on ebay - Google Search

Google

Google

6/196  Selected: 196

hitps://auth.ebay.com/oauth2/authorize?client id=LithiumT-7567-4
hitps: b 2
htps://community.ebay.com/t5/The-Front-Porch/SCAMS-committe.
https/community.eb 15/The-F hy
hitps://Awvww.goog! von ‘0
hitps://www.google.com/2gws_rd=ss|
hitps://cale +Geeks.
p /e =08&pa.

https://the-gamers-edge-inc myshopify.com/collections/microsoft-x

hitps:/Awww google com/Zgws_rd=ss|

Goto ~
10-TOP-EBAY-CONS-A-GUIDE-TO-COMMON-
FRAUDS-ON-EBAY-

4/2/2018 11A7(UTC-7)

bttps://wenw.ebay.com/gds/10-TOP-EBAY-CONS-A.
10+ JON-Fi ON-

GUIDE-T U
EBAY-/10000000002145432/g.html
Chrome
Physical

Figure 11-9: Double Click on the URL to Copy the Visited Webpage
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Email and Internet History

Paste the webpage URL you copied into a browser such as Google Chrome or Internet Explorer.

In this case, you will see a webpage regarding eBay frauds which directly relates to the accusations
against Ryan. As you examine the Web History, remember to tag files as “Evidence,” “Important,” and
“Further Investigation” as necessary.

'ﬁ 10-TOP-EBAY-CONS-A-C % W Guest
€« C @ Secure ‘www.ebay.com/gds/1 )P-EBAY-CONS-A E-TO-COMMON-FRAUDS-ON-EBAY-/1000000C 45432/g.htm
/ Hil Sign in or register | Daily Deals | Gift Cards | Help & Contact I List. Sell. Get Paid. Sell | MyeBay Aa h-]
PASTE COPIED URL eb Y/ S~ searcnor anying Al Catogorios = m
H Buying Guides + Everyihing Else » Every Other Thing

10 TOP EBAY CONS....A GUIDE TO COMMON
FRAUDS ON EBAY

intagenel 0,859 Likes Like

This is a guide to some of the strategies and techniques employed by
dishonest eBayers, both buyers and sellers. One of a series of no-
nonsense, advert-free "coffee-break"” guides | have written for new UK
based eBayers, it's not too short, not too long, and | promise not to try to
sell you anything. You can see my other guides by following the links at the
bottom of this page but please let me know what you think, by voting for
each one you read. Many thanks.

SHILL BIDDING

In eBay's own words, "Shill bidding is bidding that artificially increases an item's price or apparent

Figure 11-10: Paste the Copied Webpage URL into a Browser to View

To view the Searched Items stored in the device, navigate to:

/Analyzed Data/Searched Items/

Report Hely

Welcome Extraction Summary (1)

Web History (196)

@ Searched Items (71) X

0 Searched Items (71) TAB WILL APPEAR
- @ @ [ epon - T able Search @ Searched Item Goto =
te W X K Timestamp v | Value v Positon ¥ MapAddress ¥  Source Timestamp:  4/5/2018 11.02(UTC-T)
~  Source: Gmil
1 452018 1OAUTCT) 255 MADONNA RD SAN LUIS OL... Gmal e o
Value: 255 MADONNA RD SAN LUIS OBISPO CA
2 4/472018 1201(UTC-T) 255 MADONNA RD SAN LUIS OBL Gmail Search Results:
Bxraction:  Physical
3 4402018 MSIUTCT)  BestBuy Google Maps
4 4472018 |1-;:urcr73 Chipotle Memcantuu Google Mips Source file:
TIMESTAMP " VALGE " [Gcation M*P
s Gu0i8 RBUTCT) 255 M o8l Position:
SEARCHED OF SEARCH Map Address:
7 442018 N2OUTCT)  geek squad slo Chrome
s 4472018 11UTC-T)  watch dogs xbox 360 printable co Chrome
source
9 432018 1143(UTC-T) 2145 Harnilton Avenus, San Jose, Gmail .
Email Goto =
10 432018 1I36UTC-T) 2145 Hamikton Avenue, San Jose, Gmail
Account:  bryanwphf@gmailcom
n 4/3/2018 11OBUTC-7) watch dogs xbox 360 printable co.. Chrome ol N e
have an upcoming Geek Squad®.
12 4372018 1NOSIUTCT) watch dogs xbox 360 printable co. Chrome St
13 44342018 10SUTC-7) watch dogs xbox 360 printable co.. Chrame TS Cardeiecrni s
Timestamp: 4/5/2018 11.02UTC-7)
14 4372018 11OSIUTCT) waich dogs xbox 360 printable co. Chrome priority:
Source:  Gmall
15 44372018 11:05(UTC-T) watch dogs xbox 360 printable co.. Chrame oure e
Status Unresd
16 A5P01R 1081 ITE-TY watrh dna thow 360 nrintahle e Chrame ¥ Banaction:  Physical
N ’ Source file:

tion: 0 ltems: 71771 Selected: 71

Figure 11-11: Items Searched within Applications are Stored
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Chapter 11

To sort the Searched Items by the location of the search, you have two options:

1. Click the Source column title and then check the locations you want to view in the pop-up menu.

2. Expand the Searched Items selection within the Analyzed Data menu and double click the

location you want to view.

Note: Option 1 is the best choice if you want to examine more than one location of searched items.

Reader

Extraction Summary (1)

OPTION 2: DOUBLE CLICK WITHIN «-n
1 EXPANDED DROP DOWN

selected: 71

Web History (196)

Value ~*  Position

255 MADONMNA RD SAN LUIS OBI...

255 MADONNA RD SAN LUIS OBI...

Best Buy
Chipotle Mexican Grill

1179 Atascadero St, San Luis Obis

255 MADONMNA RD SAN LUIS OBI...

geek squad sla
watch dogs xbox 360 printable ce.
2145 Hamilton Avenue, San Jose,
2145 Hamilton Avenue, San Jose,

watch dogs xbox 360 printable co.
watch dogs xbex 360 printable co.
watch dogs xbex 360 printable co.

watch dogs xbik 360 printable co.

Q Searched Items (71)

EFE M- B %[O epon - 7
t2 @ X K Timesamp -
1 4/5/2018 11:02(UTC-7)

2 4/4/2018 12:01(UTC-T)
3 4/4/2018 11:51(UTC-T)
4 4/4/2018 11:49(UTC-T)
5 4/4/2018 11:43(UTC-T)
6 4/4/2018 11:2B{UTC-T)
7 4/4/2018 11:20(UTC-7)
8 4/4/2018 11:19(UTC-T)
9 4/3/2018 11:43(UTC-T)
10 4/3/2018 11:36(UTC-T)
n 4/3/2018 11:06(UTC-7)
12 4/3/2018 11:05(UTC-7)
13 4/3/2018 11:05(UTC-7)
14 4/3/2018 11:05(UTC-7)
15 4/3/2018 11:05(UTC-7)

watch dogs xbex 360 printable co.

wateh dans vho 360 neintahls c

@ Searched Items (71) %

TAB WILL APPEAR

®  Searched Item Goto -

ry Gmail
# | sont Ascending '
255 MADONNA RD SAN LUIS OBISPO CA

% | sort Descending

CLICK TO OPEN
SORTLNG MENU *

le:

] selact all
¥] Chrome (55}
] mail ©
| Goagle Maps @™

ddress:

] Play Store

OPTION 1: CHECK WITHIN
SORTING MENU Goto -

JR— Cancel hryamwuphf@gmail.com
View: Mobile | Web Hi Ryan, Just a
reminder, you have an upcoming Geek
Chrome Squad®
o Folder: Inbox
hrome
Subject: Reminder: You're clase to tech bliss
o Timestamp: 4/5/2018 11:02(UTC-7)
Priority:
Ea Source: Gmail
S v Status Unread
Estraction: Physical
Source fle

Figure 11-12: Two Options for Sorting Searched Items
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