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Preparing for the CCIC 2020

The 2020 California Cyber Innovation Challenge (CCIC) will be hosted by the California Cybersecurity
Institute (CCI). Training is provided for the DFC at
https://cci.calpoly.edu/events/ccic/2019-df-downloads.

As part of the DFC, teams will be presented with a case where digital AND physical evidence will have to
be collected, verified, analyzed, and a criminal case will have to be assembled on a timeline and presented
to a judge. Digital forensics, critical thinking, teamwork and communication skills will all be tested as
part of this event.

In preparation of the DFC, it is highly recommended that the DFC training is completed by all team
members. The Windows and Android Forensics CCIC Trainings are designed to take an inexperienced
high school student about 22-27 hours to complete. However, the trainings can be split amongst team
members to be specialized within areas of Windows and Android Forensics resulting in about 6-8 hours
per student.

The DFC training serves as a primer - which covers the necessary skills for teams to compete in the
challenge. However, there will be portions of the DFC that will NOT be covered by the DFC training, and
your team’s ability to handle these unexpected challenges will be a part of your team’s overall success.

Copyright © 2019. All rights reserved. Page 0-1


https://cci.calpoly.edu/events/ccic/2019-df-downloads

Chapter 0

What is Digital Forensics and how will it be used in the CCIC 2020?

Digital Forensics is a subset of the field of forensics science and has evolved out of computer forensics as
digital devices now not only include computers, but other digital devices. Nearly all modern day crimes
now have a digital element. However, there is a large divide between the number of law enforcement
officers with formal training in Digital Forensics and the number of crimes with a digital element. The
DFC is designed to highlight some of these challenges and we believe serves as an example of how
“human” cyber problems can be.

Digital Forensics can be broken down into multiple stages, which include:

1. Seizure - Focusing on the preservation of evidence to be legally permissible in court

2. Acquisition - Ensuring evidence is forensically sound (authentic and not tampered with)
3. Analysis - Identifying the evidence and establishing a timeline for the crime

4. Reporting - Putting together a concrete case, often for a non-technical audience

Seizure

After an introduction of the DFC on June 24th, teams will be issued a blanket warrant for searching
allocated space(s) to search and seize digital evidence. Please refer to the Windows and Android
Forensics CCIC Trainings on the proper seizure of evidence

Acquisition

The acquisition stage of the DFC will be aided by “forensics technicians.” Teams that seize a piece of
digital evidence will be turning these devices to a “forensic technician” in exchange for a USB drive with
a forensics image (creating a forensics image may take several hours). Drive hashes should still be
verified upon receipt of the forensics image and once again at the end of the Analysis phase. The
Windows and Android Forensics CCIC Trainings will help prepare teams in this regard, but the DFC will
provide forensics images to all competitors to avoid long imaging durations.

Analysis

Due to the complexity of the field of Digital Forensics, the DFC’s evidence will focus mostly on
Windows and Android-based forensics and serves as the bulk of the training. Note that there will be some
physical evidence and other digital elements as part of the DFC which will require teams to be able to
integrate evidence from multiple sources.

Reporting

After the Analysis phase, teams will have to make an oral presentation (aided by a presentation slide
deck, if desired) to a series of judge advocates. The report should focus on the “Who, What, Where,
When, and How” will/did this crime take place, and provide evidence supporting these findings.
Additionally, teams will be asked to provide recommendations for remediation - what should be done at
the outcome of their findings.
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Open-Source Tools for Trainings

All tools utilized in these training manuals are open-source and therefore available for download through
the links provided.

Prior to starting the trainings, you will want to install/have access to the following tools on your PC:

Windows Forensics

Autopsy and/or Sleuthkit

Reqistry Explorer

Ophcrack v 3.7 and Vista Free Table

Autopsy's Multi Content Viewer 3rd Party Plugin
DCode v 4.2

JumpLister v 1.1.0

USB Historian v 1.3

SkypeLogView v 1.55

. 7Zipv16.04
10. USB Deview

© o NN PRE

Android Forensics (Optional This Year)

1. QuickHash GUI
2. Google Map Creation

3. Thunderbird Mail

Additionally, you may want to download the Windows and Android Forensics CCIC Training manuals
and training images located at: http://cci.calpoly.edu/ccic.

Note: UFED Reader is a free program provided with the creation of an extraction report and therefore is
not an executable which can be downloaded online.
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Chapter 0

Recommended Training Schedule

It is recommended that all team members complete all training materials. The following is a
recommended training schedule, assuming that team training session are each about 1-2 hours long:

Windows Forensics

e Chapters 1-4 — Introduction, Starting a Case, Drive Geometry, Image Verification, Registry
e Chapter 5 — Windows File Overview

e Chapter 6 — Recent Files

e Chapters 7-8 — Recycle Bin, External Storage Devices

e Chapter 9 — Email

e Chapters 10-11 — Internet History, Chat Logs

e Chapter 12 — Hidden Data

e Chapter 13 — Installed Programs

e Chapter 14 — Legality, Reporting

e Appendices, as time allows

Android Forensics

o Chapters 1-3 — Introduction, Secure the Device, Data Extraction with UFED

o Chapters 4-6 — Image Verification, UFED Reader Basics, Lock/Home Screens, Personal Files
o Chapters 7-9 —Installed Applications, Contacts, Phone, Messaging, Location Data

e Chapter 10-11 — Calendar, To-do Lists, Notes, Email, Internet History

e Appendices, as time allows

Note: Android Forensics Chapter 3 on Data Extraction with UFED is for your team’s knowledge of
understanding the mobile forensics process. You will exchange any mobile phone(s) for a USB drive
containing a physical data extraction during the competition.

The training manuals will be available to all teams during the competition, but familiarity with the topics
in the training manuals will greatly impact your team’s performance. It is therefore also recommended
immediately prior to the CCIC that individual team members are assigned to “own and review” one or
more of Chapters 6-14 of Windows Forensics and Chapters 4-11 of Android Forensics.

Questions

If you have any questions about the CCIC, or the CClI in general, please do not hesitate to email us at
cci@calpoly.edu.
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Introduction

During this CCIC Event, there will be a computer forensics challenge where you will have to analyze
digital evidence. The documentation provided will help ease you into how to conduct analysis on digital
evidence and how to triage a case. You will be provided evidence files with specific case scenarios to
work through. The first evidence file this documentation will walk you through is the Craig Tucker case.
The following is the scenario for the Craig Tucker case:

Tucker Case Summary

As part of a normal business practice, Walmart security receives Counterfeit Coupon Alerts from the
Coupon Information Corporation. Within the past month, Walmart security has received specific
information regarding fraudulent coupons being passed at their store. Using the information they
received, they conducted an internal investigation using video surveillance footage in an effort to identify
the customers who are engaged in this activity.

One of the suspects was an unknown white, male adult, approximately 28 years old, brown hair, 5° 97,
200 pounds, no facial hair, and no visible tattoos. A photograph of this suspect was circulated to the
employees in the store.

On December 22, 2013, Craig Tucker was detained by Walmart security as he matched the description
and he had just passed 2 fraudulent coupons for Monster energy drink and Arizona Ice Tea beverages
while paying for other items.

Walmart security contacted the Santa Monica Police Department to arrest and prosecute Tucker for theft.

Santa Monica PD Officer Smith interviewed Tucker and he denied knowing the coupons were fraudulent.
He claimed to have received the coupons after completing an online survey for students at Santa Monica
Community College.

Although Tucker gave consent to the search of his personal computer, a search warrant was obtained to
search his computer for evidence as it may be an instrument to committing a crime.

You have been given a forensic image of his hard drive. Based on your review of the search warrant, you
are authorized to search for any information or communication associated with the creation,
downloading, distribution, and possession of fraudulent consumer coupons.
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Craig was caught with the following coupons:

MANUFACTURER'S COUPON

SAVE $5.50 - EXP 12-31-2012 - 9303402741 - SAVE $5.50 - EXP 12-31-2012 - 9303402741 - SAVE $5.50 - EXP 12-31-2012 - 9303402741 - SAVE $5.50 - EXP 12-31-2012 - 9303402741 - SAVE $5.50 - EXP 12-31-2012 - 9303402741 - SAVE $5.50 - EXP 12-31-2012 - 8303402741 - SAVE $5.50 - EXP 12-31-2012 - 8303402741

y SAVE $5.50

when you buy any flavor
Monster Energy® 4 Pack

Void if altered, copied, sold, purchased, transferred, exchanged or
wherg prohibited or restricted by_ law. One coupon per purchase of E"W‘EE“E% TIVES.
specified product(s). Good only in USA, APOs & FPOs Protected by US patents: 5710886,

6035280, 6321208, 6336099, 6493110
and 6882442. Others pending

i

0007084-054675

T

MANUFACTURER'S COUPON Expires:10/31/2014
Save $3.00

on any one(1) 1280z container of AriZona® Iced Tea

compliance with our redemption policy. Copy available
upon request. Cash value 1/100 cent. Send to Monster
Energy, CMS Dept. 07084, 1 Fawcett Dr. Del Rio, TX,
78840 or an authorized clearinghouse.

CONSUMER: No other coupon may be used with this
coupon. Consumer pays any sales tax. A23217G

RETAILER: Monster Energy will reimburse you the face
value of this coupon plus 8 cents if submitted in

07084"00073

RETAILER: We will pay you the face value plus 8¢ if all terms are met.

CONSUMER: Redeem only one coupeon per product(s) and size(s) indicated.

TERMS: Coupon must be redeemed in accordance with AriZona Beverage Co coupon redemption policy (copies available upon request). Any other
use constitutes fraud and may be prosecuted. Coupon good only in USA on specified product(s). Limit one coupon (any kind) per purchase. Coupon
void if by you or agency authorized by us, you do not show on request product Invoices for all redeemed coupons.

Mail to: AriZona Beverage Co, CMS Dept. #762581, 1 Fawcett Dr. Del Rio, TX 78840. Cash Value 1/20¢. ©2009 AnZona Beverage Co

Pin Number
87649581

Offer ID #
6843
D=aler: This coupon may appear in color

of biack & white. Coupon void If copled or
fransferred

0007336-685216

POWERED BY

SMARTSOURCE® 5l 0733610008717

After working through the documentation and the Craig Tucker case, you will be given some questions on
the evidence and your findings. As you provide your answers, you will be given feedback as to whether or
not you had the correct results and where you can look to find the correct results.

Once you complete the Tucker evidence file, you will be provided two additional evidence files you can
use for practice. The Kip and Rico cases have their own case scenarios and you will analyze the evidence
the same way you did the Tucker evidence. You will also be given questions on your findings for these
practice evidence files and feedback based on your answers.
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Introduction

Documentation Phased Approach

This documentation is designed for a new forensic examiner to start the analysis of digital evidence using
a phased approach. Often new examiners will start with an “everything and the kitchen sink” method,
which will lead to a lot of distractions, frustration, and unproductive use of time. This documentation will
walk you through how to conduct an investigation, where evidence can potentially be stored, and it will
prepare you for the computer forensics challenge during the actual CCIC event.

The phased approach methodology that this documentation follows is based on years of case triage
experience. It is designed to keep your analysis focused at a high level and then drill down into targeted
areas as needed.

Phase 1 is about setting up the foundation of your case analysis and is broken down into the following
sections:

1) Create your case

2) Verify the forensic image

3) Check the drive geometry

4) Determine the operating system
5) Establish the time zone

6) ldentify the computers users

Phase 2 is where you will begin to delve deeper into specific areas and it is made up of the following
sections:

1) Look for the user’s personal data
2) Examine LNK files and jump lists
3) Inspect the recycle bin

4) Check for external storage devices
5) Review the user’s email

6) Examine Internet history

7) Check for chat logs

8) Look for hidden or encrypted data
9) Carve data from unallocated space (if necessary)
10) Determine installed programs

11) Scan for malware
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Starting Phase 1

Introduction

When you are first given a forensic image to conduct analysis on, you need to use forensic software and
create a case. For this training, you will use Autopsy and other third-party tools. Creating your case while
using forensic software like Autopsy is the very first step, and it involves adding your forensic images,
setting the case information, and adjusting the time zone for your case. While you search through the
evidence in the software, your work will be saved. This allows you to reopen the case later to look
through the evidence again if necessary. Therefore, the following are steps you MUST do if you are
doing analysis of a Windows system. This training does not cover analysis of other systems.

Creating Your Case

This section assumes you have already properly installed Autopsy on your forensic computer. Start
Autopsy and click on Create New Case.

Welcome @

[ Create New Case]
&/

Open Recent Case

Open Existing Case
o

At]ztdbsy@)

OPEN | EXTENSIBLE | FAST Close

Figure 2-1 — Create New Case
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Chapter 2

A New Case Information window will open and you need to set the Case Name. Set it to Craig Tucker
since that is the first case you are going to work on. Set the Base Directory to where you want your case
saved on the computer and then click Next (see Figure 2-2).

& New Case Information ==

Steps Case Info

1. Case Info
2. Additional Information
Enter New Case Information:

Case Name: Craig Tucker

Base Directory: | G:\Cases\Tucker

Case Type: 0 ) Single-user Multi-user

Case data will be stored in the following directory:
G:\Cases\Tucker\Craig Tucker

l

< Back Finish Help

Figure 2-2 — Set Case Name and Base Directory

On the next "New Case Information" window, set a case number and your name. Click Finish.

M New Case Information
Steps Additional Information
1. Case Info
2. Additional Information Optional: Set Case Number and Examiner

Case Number: 001

Examiner: Pixley

|

Next > [ Finish H Cancel Help

Figure 2-3 — Set Case Number and Name

An Add Data Source window will open and you need to select Disk Image or VM File as the data source
type. Click on the Browse button and then navigate to the Tucker.EO01 file you have downloaded and click
Open. For now, set the time zone to (GMT + 0:00) GMT. We will later cover how to determine the time
zone that the computer was set to. Leave "lgnore orphan files in FAT file systems" unchecked and then
click Finish (see Figure 2-4).
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Starting Phase 1

& Add Data Source !
Steps Select Data Source
1. Select Data
Source Select data source type: |Disk Image or VM File v
2. Configure Ingest
5 rgg‘gei & Browse for an image file:
E ata Source
G:\CDER\Final Craig Image\Updated\Tucker.EO1
Please select the input timezone: }(GMT+0:00) GMT i
["1gnore orphan files in FAT file systems
(faster results, although some data will not be searched)
;
< Back Finish Help

Figure 2-4 — Set

Data Source to Disk Image and Navigate to Tucker.E01

On the next Add Data Source window, click the Deselect All button and leave Process Unallocated
Space checked. When you are working on a live case, you may not have time to wait for all of these
modules to process, and they may not always be helpful with the evidence you are trying to look for.
You can always run these modules later during your investigation if necessary as well. Click Next.

&Add Data Source

=

Modules
3. Add Data Source

Steps Configure Ingest Modules
1. Select Data Source - ;
2. Configure Ingest M| [Recent Activity

Hash Lookup The selected module has no per-ru
File Type Identification
Embedded File Extractor
Exif Parser

Keyword Search

Email Parser

Extension Mismatch Detector
EO1 Verifier

Android Analyzer
Interesting Files Identifier
PhotoRec Carver

Virtual Machine Extractor < | L) l »

[ Select All }I[ Deselect All ]I

Extracts recent user activity, suc...

View Ingest History Global Settings

[¥| Process Unallocated Space

A\

< Back Finish Cancel Help

Figure 2-5 — Click Deselect All Button and Click Next

On the last Add Data Source window just click Finish and then wait for Autopsy to finish processing the

evidence.
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Verification
Introduction

Before you even begin your analysis, you always want to first establish a solid foundation. You generally
want to make sure that the forensic image verifies by checking its hash value. A hash value is basically a
fingerprint for a file. The chance of two MD5 hash values being the same is 1/2?¢. By checking the hash
value of the forensic image and comparing it to the hash value when it was imaged, you are confirming
that the evidence has not been corrupted or tampered with. This becomes a vital piece of information
later when you are being questioned on the integrity of the image and if you missed any partitions or
data. The hash value should be checked once again after investigation is complete to ensure that you
haven’t unintentionally changed your evidence.

Note: In some simulated images that are created for you, the MD5 hash will not compute. This is due to
some technical difficulties in the Virtual Machine that prevent an export with an MD5 computable hash
as a .EO1 File. This is ok when doing challenges like the CCIC or trainings, but in a real investigation
you should always be able to, and should run the MD5 hash verifier. This ensures that your evidence is
admissible in court and that the image itself was not tampered with.

Verify the Image

After creating a case and having Autopsy open the evidence, you want to have Autopsy verify the
forensic image. To verify the image, you need to run the EO1 Verifier module. This was one of the
modules that you could have run when you first created the case. However, since you did not run any
modules at the beginning, you can always click Tools» Run Ingest Modules» Tucker.EQ1. This will
allow you to run or rerun any of the modules that were available at the beginning (see Figure 3-1).
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N Craig Tucker - Autopsy 4.3.0
Case View Window Help

=B e

5= AddDz  View Images/Videos
i Timeline
Generate Report

§ %, Timeline v
W Rejected Results
g . @ File Search by Attributes B
[ Views|

£118] Result _un Ingest Modules > Tucker.EO1
&8 B Plugins ?

N Key c
B Hed Python Plugins

BH® EM  Options

[k Inte

@ Acg  Open Output Folder
@ Tags

« Reports

Y. © -Keyword Lists Q- Keyword S...

[ Directory Listing | mEE

Data Sources 1 Results
Table | Thumbnail|

Type Size (Bytes) Sector Size (Bytes) MD5 Hash
Image 64424509440 512

4e1832956d631

< om »
Hex| strings [Resuits 3 [edia]
Pa.. 1 of 3932160 P © > GotoPage:

0x00000000: 33 CO 8E DO BC 00 7C 8 CO 8E D8 BE 00 7C BF 00
0x00000010: 06 BS 00 02 FC F3 A4 50 68 1C 06 CB FB B9 04 00
0x00000020: BD BE 07 80 7% 00 00 7C 0B OF 85 0E 01 83 C5 10
0x00000030: 88 56 00 S5 C6 46 11 05 C6 46 10 00
0x00000040: $5 CD 13 SD 72 OF 81 FB §5 AA 75 09
0x00000050: F7 C1 01 00 74 03 FE 46 10 66 60 80 7% 10 00 74
0x00000060: 26 66 63 00 00 00 00 €6 FF 76 08 €8 00 00 €3 00
0x00000070: 7C 68 01 00 68 10 00 B4 42 BA $6 00 8B F4 CD 13
0x00000080: SF 83 C4 10 S EB 14 B8 01 02 BB 00 7C BA 56 00
0x00000090: 8A 76 01 8A 4E 02 8A 6 03 CD 13 66 61 73 1C FE
0x000000a0: 4E 11 75 OC 80 72 00 80 OF 84 8A 00 B2 80 EB 84
0x000000b0: 55 32 4 8A 56 00 CD 13 5D EB 9E 81 3E
0x000000c0: AR 75 6E FF 76 00 8 8D 00 75 17 FA
0x00000040: E8 83 00 BO DF 6 60 8  7C 00 BO FF
200 FR BB 00 BB CD 1A 66 23 CO 75 3B

EO1 Verifier for Tucker.EO1 | 13% | &

Figure 3-1 — Run Ingest Modules

When the Run Ingest Modules window opens, check the E01 Verifier module and then click Start.

* Run Ingest Modules

Recent Activity

Hash Lookup

File Type Identification
Embedded File Extractor
Exif Parser

Keyword Search

Email Parser

Extension Mismatch Detector
(2] |E01 Verifier

Android Analyzer
Interesting Files Identifier
PhotoRec Carver

Virtual Machine Extractor

=

The selected module has no per-run

< | 1] | »

I Select All ] [ Deselect All

View Ingest History
|| Process Unallocated Space

Validates the integrity of EO1 files.
Global Settings

—> (5ot ] [Goe |

Figure 3-2 — Check EO1 Verifier and Click Start

Autopsy will take a few minutes to verify the evidence file. Once it is processed, you can mouse over the

drop-down arrow in the top bar and then click on the Ingest Messages button (see Figure 3-3).
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Verification and Drive Geometry

M Tucker - Autopsy 4.3.0 EI

Case View Tools Window Help

= Add Data Source ﬁ View Images/VIdeos = Trmellne i Generate Report g Close Case ¥ . © ~ Keyword Lists ‘ Q- Keyword S...
I n
“ [ ]show Rejected Results | Directory Listing ’ a e
Jimg_Tucker.E01 Ingest Messages 3 Results

=@ Data Sources

L Table | Thumbnail|
(-2 Tucker.EO1

F-® Views Name D Starting Sector Length in Seq
[=[E Results vol1 (Unallocated: 0- 2047)
B Extrcted Content —
Bg\Kem;‘i E'tt:ral P vol3 (Unallocated: 125827072-125829119) 3 72 2043
[\ Single Regular Expression Search (0)
(% Hashset Hits
9 E-Mail Messages
[+ % Interesting Items < I »
H@d
o et
e Reports Pa.. 1 of 3932032 (s > Go to Page: Jump to Offset

0x00000000: EB 52 30 4E 54 46 S3 20 20 20 20 00 02 08 00 00
0x00000010: 00 00 00 00 00 F8 00 00 3F 00 FF 00 00 08 00 00
0x00000020: 00 00 00 00 80 00 80 00 FF EF 7F 07 00 00 00 00
0x00000030: 00 00 OC 00 00 00 00 00 02 00 00 00 00 00 00 00
0x00000040: F6 00 00 00 01 00 00 00 A2 44 95 62 61 95 62 S8
0x000000S0: 00 00 00 00 FA 33 CO 8§ DO BC 00 7C FB 68 CO 07
0x00000060: 1F 1E 68 66 00 CB 88 16 OE 00 66 81 3E 03 00 4%
0x00000070: §4 46 $3 7S 15 B4 41 BB RA 55 CD 13 72 0C 81 FB
0x00000080: S5 AR 75 06 F7 C1 01 00 75 03 E9 DD 00 1E 83 EC
0x00000090: 18 68 1A 00 B4 48 BA 16 OE 00 8B F4 16 1F CD 13
0x000000a0: 9F 83 C4 18 9E S8 1F 72 E1 3B 06 0B 00 75 DB A3
0x000000b0: OF 00 C1 2E OF 00 04 1 5A 33 DB BS 00 20 2B C8
0x000000c0: 66 FF 06 11 00 03 16 OF 00 8E C2 FF 06 16 00 E8
0x00000040: 4B 00 2B C8 77 EF B3 00 BB CD 1A 66 23 CO 75 2D

5 6681 FRS4 43504175 24 81 F9 02 01 72 12 16

EO1 Verifier for Tucker.E01 ﬂ'%—

Figure 3-3 — Mouse over Drop-Down Arrow and Click Ingest Messages

There should be two entries in the Module list. One will say Starting Tucker.EOL and the other will say
Tucker.EO1 Verified. Click on Tucker.EO1 verified in the Ingest Messages list, and Autopsy will show
you the results that the Tucker.E01 verified and its calculated hash value matches the stored hash value.
This means that the forensic image you have is the same and has not been corrupted or changed since it
was first imaged.

N =

(- _=_ Go to Result ﬁ Go to Directory

EWF Verification Results for Tucker. EO1

» Result: verified
® Calculated hash: 4e1832956d635ec4edfeba8775a83661
» Stored hash: 4e1832956d635ec4edfeba8775a83661

Figure 3-4 — Tucker.EO1 Verified
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Understanding the Registry

Introduction

As you are going through your investigation, you will need to know basic information about the forensic
image you are searching. To find out more about the image you are analyzing, you will need to look
through the Windows Registry. The Windows Registry is basically a database that stores thousands of
records with information, such as the operating system, time zone, user settings, user accounts, external
storage devices, and some program data.

When you look through the Windows Registry in the next section with REGEDIT, it may appear as
though the registry is one large storage location. However, there are several files where the information is
being stored throughout the computer. REGEDIT simply takes these files and records stored in different
locations and displays them for you. There are many records in the Windows Registry that will have no
forensic value to you as an examiner, but there are some pieces of information that you will find useful.
This chapter will walk you through the basic structure of the registry and where you need to look to find
information that is valuable to your investigation.

REGEDIT

In this section, you will start with the Windows registry utility known as REGEDIT.exe. You can open
this by pressing the Windows key+R and then typing in “REGEDIT”. You can also click on the Start
menu and type “REGEDIT” in the Search box.

Note: REGEDIT .exe displays your computer’s registry. You should not make any adjustments to your
registry unless you know what the change will do to your computer.

When conducting a forensic examination of a target hard drive, you will not see the same subtrees
displayed in REGEDIT. However, most information you come across on the Internet will be notated in a
format that assumes you are using REGEDIT. For example, you may find information showing you the
location for a user’s home page setting for Internet Explorer written as:

HKEY LOCAL MACHINE\SYSTEM\ [CurrentControlSet]\Control\TimeZoneInformation
However, if you received information from another examiner, he may have written it as:

SYSTEM Hive: [CurrentControlSet]\Control\TimeZoneInformation
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Both of these locations are exactly the same; it just depends on how you are viewing them.

It is a good idea to start using proper terminology so there is no confusion when you are documenting
your findings. The first terms you need to become familiar with are subtree, key, subkey, hive, and value.

Q’ Registry Editor E‘@@
File Edit View Favorites Help Subtree: HKEY_Local Machine
4 A Computer 4 || Name Type Data
| HKEY_CLASSES_ROOT EP' REG_SZ (value not set)
}. HKEY_CURRENT_USER 2| Current REG_DWORD 0x00000001 (1)
4| HKEY_LOCAL_MACHINE %] Default REG_DWORD 0x00000001 (1)
BCD00000000=" #%] Failed REG_DWORD 0x00000000 (0)
HARDWARE #¥|LastknownGood ~ REG.DWORD ~ 0x00000002 (2)
SAM . |
e Hives = ?
SOFTWARE - Key: Software Value
4| SYSTEM ——
| ControlSet001
ControlSet002
| CurrentControlSet
MountedDevices
| RNG
| Select - Subkey: Select
| Setup ~ || « L] »

Computer\HKEY_LOCAL_MACHINE\SYSTEM\Select

Figure 4-1 — Windows Registry Terms

Subtrees, Keys, and Subkeys

There are 5 subtrees that make up the Windows registry. The following list contains each subtree, the
standard abbreviation, and the type of information found within each subtree:

Subtree Abbreviation Description

HKEY_CLASSES ROOT HKCR Contains information about file extension
associations and the Object Linking and
Embedding (OLE) database.

HKEY_CURRENT_USER HKCU Contains user information, preferences, and
settings for the user that is currently logged on
(in this case, you will see your settings).

HKEY_LOCAL_MACHINE HKLM Contains computer-specific information, such as
software, hardware, and security.

HKEY_USERS HKU Contains user information from the user
currently logged in, the default profile, and
system accounts.

HKEY_CURRENT_CONFIG HKCC Created during the boot process and contains

information associated with the hardware
configuration.

Below the HKEY_LOCAL_MACHINE subtree, there are five keys, which are also called hives. Below
each key, such as SYSTEM, there are subkeys, such as Select.
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Hives

The Windows registry has several system files called hives, with each hive being mapped to a single file.
The HKEY LOCAL MACHINE (HKLM) subtree contains settings that apply to the local computer’s
configuration and affect each user that logs on. There are four main hives that are associated with HKLM,
and the list below displays the name of each hive and the actual filename associated with that hive:

Hives Location of Hives
HKEY_LOCAL_MACHINE\SYSTEM C:\Windows\system32\config\SYSTEM
HKEY_LOCAL_MACHINE\SOFTWARE C:\Windows\system32\config\SOFTWARE
HKEY_LOCAL_MACHINE\SECURITY C:\Windows\system32\config\SECURITY
HKEY_LOCAL_MACHINE\SAM C:\Windows\system32\config\SAM

Note: Backups of the hives are located in C:\Windows\system32\config\regback. Look at the Modified
dates of those files to determine if they may contain old information that could be useful to your
investigation.

With REGEDIT, you will see a key called HARDWARE. However, there is not a system file that
matches this key. The key is volatile in memory, so you will not be able to see it during your analysis. It
contains information about the hardware devices that were detected during the boot process.

Values

You need to be familiar with the terms value name, value data, and value type. Each subkey in the
registry contains at least one or more values. In Figure 4-1, there is a value name of LastKnownGood and
its value data is 2. The registry also contains different types of data, which is referred to as a value type.
Here is a list of values types:

Value Type Description

REG_NONE No defined value type.

REG_SZ Null-terminated string that will be either ANSI or Unicode.

REG_EXPAND_SzZ Null-terminated string that contains references to
environment variables.

REG_BINARY This is binary data and it’s displayed in hexadecimal
notation.

REG_DWORD A 32-bit number. The values stored are sometimes used as

Boolean flags (00 = disabled; 01 = enabled).
REG_DWORD_BIG_ENDIAN This is a double-word value stored as big endian (most

significant byte first).

REG_MULTI_SZ Array of null-terminated strings, terminated by two null
characters.

REG_QWORD A 64-bit number.
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As you look at values stored in the registry, remember that an application can store data in different ways
and the interpretation is up to the program. Never assume a value means something unless you have
confirmed the setting. For example, you may see a value of 0 and assume that means disabled; however,
the programmer might have used the value of 0 to mean not disabled (therefore it is enabled).

User Profiles

On Windows 7 and 8 computers, the user profile is stored in a separate folder for each user under
C:\Users\[username]. Each user profile folder contains a profile hive, which is a system file called
NTUSER.DAT.

When a user is logged in, the user’s NTUSER.DAT file is mapped to the following two subtrees:
HKEY_CURRENT_USER
HKEY_USERS

Under the HKEY _USERS subtree, there are some additional profile hives, which are listed below:

HKU\S-1-5-18 Local System (same as .DEFAULT)
HKU\S-1-5-19 LocalService NTUSER.DAT
HKU\S-1-5-20 NetworkService NTUSER.DAT
& Registry Editor E=REER =%™
File Edit View Favorites Help
4 & Computer || Name Type
| HKEY_CLASSES_ROOT ab|(Default)  REG_SZ

| HKEY_CURRENT_USER
| HKEY_LOCAL MACHINE
4} HKEY_USERS
DEFAULT
| 5-1-5-18 <@ Local System
S-1-5-19 <= Local Service
| S-1-5-20 <@ Network Service
S-1-5-21-318180188-1476029648-3646738820-1000 <@ User Profile
| S-1-5-21-318180188-1476029648-3646738820-1000_Classes
| HKEY_CURRENT_CONFIG

] m »

Computer\HKEY_USERS

Figure 4-2 — User Profiles in Registry
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Security Identifiers (SID)

Under HKEY_USERS, you will see Security Identifiers (SID), which is part of Windows security.
Windows uses a concept referred to as a security principle, which would include items such as computer
accounts, user accounts, user groups, and other security-related objects.

On a local computer, the Local Security Authority (LSA) generates a SID for local security principles and
then stores them in the local security database.

In Figure 4-3, you can see a SID of S-1-5-21-674973493-240844686-639060511-1002, which can be
broken down into the following components:

[S]-[version]-[identifier authority]-[domain identifier]-[relative identifier]
The first 3 characters of a SID consist of:
S: A SID always begins with S
1: SID version
5: Identifier authority (5 is NT authority)
The following string of numbers (21-674973493-240844686-639060511) is the domain identifier.

The last 4 bytes of the SID is a relative identifier (RID), which is the account or group. Some of the
common RIDs are:

500 Administrator
501 Guest
1000+ User Accounts

Microsoft lists well-known security identifiers on their website:

http://support.microsoft.com/kb/q243330
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Operating System

Now that you have a good understanding of Windows time stamps and the registry, you can check the
suspect’s operating system. This is an important step before you begin your analysis, because you need to
know what type of artifacts you are going to find and where they are located. Where are the user’s
documents or recent folder located? How is data being stored? If the suspect deleted something, can it be
recovered? All of these questions and many others start to become easier to answer once you know what
operating system the suspect was using.

The operating system information is stored in the SOFTWARE hive. This is located in:
C:\Windows\System32\config

Note: This current version of Autopsy (4.3) has issues opening the System32 folder since there is a large
amount of data in it.

To view the time zone information stored in the SOFTWARE hive, you need to run another built-in
module. Click Tools» Run Ingest Modules» Tucker.EQL. When the Run Ingest Modules window opens,
check Recent Activity and then click Start.

&4 Run Ingest Modules

Hash Lookup The selected module has no per-run
| File Type Identification

| Embedded File Extractor

| Exif Parser

| Keyword Search

| Email Parser

| Extension Mismatch Detector

| . EO1 Verifier

| Android Analyzer

| Interesting Files Identifier

| PhotoRec Carver

| Virtual Machine Extractor < L} »

[ Select All I l Deselect All Extracts recent user activity, such ...

View Ingest History ] Slobal Settings

|| Process Unallocated Space
=P Start Close ‘

Figure 4-3 — Check Recent Activity Module and Click Start

The Recent Activity module will pull web browser history data and important registry information so you
do not have to manually find the data. However, it is still important to know where this information is
being pulled from so you could manually find and verify the results if necessary. We will further cover
where this data is stored in the registry as we view the results.

Once the Recent Activity module finishes running, you can click on Results» Extracted

Content» Operating System Information. The last entry in the table pane shows that the operating system
is Windows 8.1 Pro. It also shows that the owner of the computer is simply just Windows User (see
Figure 4-4). This information has been extracted from the SOFTWARE hive and is stored under the
following subkey:

Microsoft\Windows NT\Current Version
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=
& Craig Tucker - Autopsy 4.3.0
Case View Tools Window Help
© M ’ L and H H
%JLJ Add Data Source n Images/Videos .5 Communications = Timeline ¥ = El © - Kepword L6 ‘ Q. Keyword Search
€ {3 | Lsting v O
= Operating System Information 2 Results
¢ [ ) Windows (106) A | Table =
vol4 (Unallocated: 41940992-41943039)
B-[®) Views Source File it tee en sn ses een e 1os Program Name Date/Time Pat-
B-[E] Results B SYSTEM a
o B e [ somue [T [ 11T oo oo
Devices Attached (15)
% Installed Programs (48)
[®. Operating System Information (2)
.. #%  Operating System User Account (4)
- & Recent Documents (24)
-4 Web Bookmarks (1) < >
@ Web Cookies (253)
Hex Strings Application Indexed Text
= VWVEE E_":‘l"a(‘;:g) essage Fie Metadata Resuts Annotations Other Ocaurrences
2 Web History - -
Result: 1 of 53 Result rating System Information
i) Web Search (166) 4 e Y
@2 Keyword Hits Type Value Source(s)
A\ Single Literal Keyword Search (0)
% @ Single Regular Expression Search (0) Program N |Windows 10 Education RecentActi | A
% Hashset Hits Date/Time |2019-04-25 06:26:38 RecentActi
- E-Mai Messages Path C:\Windows RecentActi
. * Interesting Items Product ID |00328-00259-56563-AA529 RecentActi
@] Accounts Owner Mark Turner RecentActi
[]. Tags Organizati RecentActi | ¥
& Reports v %

Figure 4-4 — Operating System Information Extracted from SOFTWARE Hive

Note: There is another SOFTWARE entry in the table pane because there are backups for each registry
hive.
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Registry Explorer

The information that Autopys extracts from the SYSTEM hive is useful, but it is very limited. If you want
to further explore the user’s registry and find more information, you will need to use another tool. For this
case, we are going to use the tool called Registry Explorer. You can download it from:

https://ericzimmerman.github.io/

To use the tool, you will need to extract the registry hives from Autopsy. First, you need to right-click
SOFTWARE in the table pane and select

N Craig Tucker - Autopsy 4.3.0 EE@

Case View Tools Window Help

Add Data Source £ View Images/Videos %=, Timeline i Generate |- 4y © - Keyword Lists Q- Keyword S...
= : o BT
€ || Show Rejected Results | Directory Listing NEE
Operating System Information 4 Results|

=@ Data Sources

i Table | Thumbnaill
[=+ 2 Tucker.EO1

vol1 (Unallocated: 0-2047) Source File Program Name Owner Name
[+ vol2 (NTFS / exFAT (0x07): 2048-125827071) =4 SYSTEM WIN-BK 3
vol3 (Unallocated: 125827072-125829119) =2 SYSTEM WIN-BK3]
= Views
aae =4 SOFTWARE
[=E] Results

&8 Extracted Content =4 SOFTWARE Windows 8.1 Pro

-~ Devices Attached (28) Properties
2} Encryption Detected (2) View Source File in Timeline...
- Installed Programs (64) View Source File in Directory <=
~-# Operating System User Account (8) - = View in New Window <
& Recent Documents (48) Open in External Viewer
-4 Web Bookmarks (1) msmngs 5
@ Web Cookies (321) " Res... 1 Extract File(s)
Web Downloads (8) ) Search for files with the same MD5 hash
E Web History (194) R i
@ Web Search (17) Tag File g
=% Keyword Hits programNan  Tag Result »
[\ Single Literal Keyword Search (0) Date/Time ”
-\ Single Regular Expression Search (0) Path /iddﬁ_lftvo hash database i
[+ % Hashset Hits Fendnint | n AR AN AR
[ & E-Mail Messages 4 i

Figure 4-5 — Right-Click SOFTWARE Hive in Table Pane and Select View Source File in Directory

This will take you to the config folder where the registry hives are stored. You will want to export out the
SOFTWARE, SYSTEM, and SAM hive from the config folder. To do this, click the first hive then press
the Control key while clicking on the other hives. This will highlight all three files. Right-click one of the
hives in the table pane and select Extract File(s) (see Figure 4-6).
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& Craig Tucker - Autopsy 4.3.0 El a
Case View Tools Window Help
Add Data Source 8 View Images/Videos %=, Timeline | Generate |- 4y © -~ Keyword Lists Q- Keyword S...
€ ["]Show Rejected Results | Directory Listing e
B img_Tucker.E01fvol_vol2/Windows/System32/config] 56 Results
(= System32 (6919) | Table | Thumbnai|
1l 0409 (2)
I\ AdvancedInstallers (10) Name
I\ AppLocker (2) SAM
# ar-SA (19) SAM.LOG1
I’ bg-BG (14)
& B Boot (11) 0 SAM.LOG2
.\ Bthprops (4) = SECURITY
[ catroot (4) i SECURITY.LOG
(5 catroot2 (26) SECURITY.LOG1
Il Codelntegrity (6) SECURITY.LOG2
@ Com (12) SOFTWARE
s SOFTWARE.LOG
=15 Journal (2)
) RegBack (17) SOFTWARE.LOG1
4110 systemprofile (9) SOFTWARE.LOG2
%)
& 1 Configuration (5) SYSTEM  Properties
I\ cs-CZ (20) -
. da-DK (20) e Extract File(s) <
1! de-DE (19)
&1 Dism (47) = Tag Files
& : gz\\/\l/:rlse\glzgl)%) «| Add files to hash database *| ‘

Figure 4-6 — Highlight SAM, SOFTWARE, and SYSTEM, Right-Click One and Select Extract File(s)

A Save window will open, and you need to create a folder to export the registry hives to. Once you have
an export folder, click Save.

Note: Sometimes when Autopsy exports these registry hives, they attach a number to the name. Some
tools may not recognize or open these renamed files. If Autopsy does attach a number to the SAM,
SYSTEM, or SOFTWARE hive name in the export folder, you will need to navigate to your case export
folder and then right-click on each hive and select Rename. Rename each one to their exact name without

the numbers.

Once you have the registry hives exported, open the Registry Explorer tool and click File» Load Offline

Hive.

Last write:  None

4§ Registry Explorer v0.8.1.0 E’
Tools Options Bookmar?O/O) View Help
@ loadoffine hive Alt+1 # prks(0/0) | ’ Values |
B  Export Registry hives » pes L... Drag a column header her
i" Exit : V... V.. Data Va...
[0 Key: None Value: None Collapse all hives

Load hives via File mer  Hidden keys: 0 -

Figure 4-7 — Load Offline Hive in Registry Explorer
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Navigate to where you exported the registry hives and select SOFTWARE hive to open. Once the tool
opens the SOFTWARE hive, you need to go to the following subkey:

Microsoft\Windows NT\Current Version

= Windows Desktop Search
» - Windows Embedded

v = Windows Media Player NSS

2013-08-22 15:37:09 ... | .
2013-08-22 19:11:29 ... .

2013-08-22 15:37:08 ... .

4 Registry Explorer v0.8.1.0 oo )
File Tools Options Bookmarks (16/0) View Help
‘ Registry hives (1) | Available bookmarks (16/0) ‘ Values
Key name Last write timestamp Drag a column header here to group by that column
X [ Value Name Data
= WIMMount 2013-08-22 15:37:08 ... . - =
» 7= Windows 2013-08-22 15:37:08 ... . o T—— o B
» = Windows Defender 2013-12-30 03:56:29 ... . S RO itz
SoftwareType System

RegisteredOwner

> = Windows Mail 2013-08-22 15:37:09 ... . InsallDate 1367303892 2
v 7= Windows Media Device Manager 2013-08-22 15:37:08 ... . CurrentVersion 6.3
o == Windows Media Foundation 2013-08-22 15:37:08 ... . CurrentBuild 9600

RegisteredOrganiza...

Windows User

2013-08-22 15:37:08 ... .
2013-08-22 13:25:43 ... .
2013-12-30 03:56:46 ... .

» - Windows Messaging Subsystem
4 Windows NT

'

CurrentType Multiprocessor Free

InstallationType Client

2 Y EditionID Professional

v == Windows Photo Viewer 2013-08-22 15:37:08 ... . (| | » 'productName

» = Windows Portable Devices 2013-08-22 15:37:09 ... . L: Productid

v = Windows Script Host 2013-08-22 15:37:09 ... . DigitalProductid A4-00-00-00-03-00-0

» = Windows Search 2013-12-17 18:17:40 ... . - e e ¢
O Key: [Microsoft\Windows NT\CurrentVersion ] Value:  ProductName = Collapse all hives

Last write: =~ 2013-12-30 03:56:46 +00:00 19 of 19 values shown (100.00 %) Load complete Hidden keys: 0 -

Figure 4-8 — Operating System in SOFTWARE

Time Zone

While Autopsy already pulled the operating system information with its module, there is some
information in the registry that it does not pull. To find the time zone information in the registry, you will
need to look at the SYSTEM hive. Open up the SYSTEM hive with Registry Explorer.

¥ Registry Explorer v0.8.1.0
Options Bookmarks (26/0) View Help
Available bookmarks (42/0) ‘

Key name s ‘

File Tools

Registry hives (2)

4 @ E:\Cases\Craig Tucker\Craig Tucker\Export\SOFTWARE . \
v [ CsiTool-CreateHive-{00000000-0000-0000-0000-0000000000... . . ‘
v [« Associated deleted records
v | 4 Unassociated deleted records .
» 4 d E:\Cases\Craig Tucker\Craig Tucker\Export\SYSTEM] : ‘
v = CsiTool-CreateHive-{00000000-0000-0000-0000-0000000000... . .
v L. Associated deleted records 3 ‘

v | & Unassociated deleted records

Figure 4-9 — Open SYSTEM Hive in Registry Explorer
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Note: When navigating through Registry Explorer and the subkeys, always look under the top key
“CsiTool-CreateHive”. From there, navigate to the subkey path you are directed to.

Once you have the SYSTEM hive opened, navigate to the following subkey:
[CurrentControlSet]\Control\TimeZoneInformation

You will notice a subkey called ControlSet001. In other images, you may see two or more subkeys with
the name ControlSet, such as ControlSet002 and ControlSet003.

If there are multiple control sets in SYSTEM, then you need to know which one is current. You can
navigate to the Select subkey and it will show you a value for the current control set. In this case, it is
showing 1 as the current control set.

' Registry Explorer v0.8.1.0 EEE

File Tools Options Bookmarks (26/0) View Help

‘ Registry hives (2) \ Available bookmarks (42/0) ‘ Values

|
Key name Drag a column header here to group by that colt |

! Value Name Data Vala| < ‘
4 @ E:\Cases\Craig Tucker\Craig Tucker\Export\SOFTWARE . ‘
2 CsiTool-CreateHive-{00000000-0000-0000-0000-0000000000... . .

v [« Associated deleted records

Default 1 Re... ‘

v | &4 Unassociated deleted records -
4 @ E:\Cases\Craig Tucker\Craig Tucker\Export\SYSTEM . Failed 0 Re...
47 CsiTool-CreateHive-{00000000-0000-0000-0000-0000000000... . . LastknownGood 1 Re...
v [~ ControlSet001
DriverDatabase
HardwareConfig
MountedDevices
RNG
’ Select
Setup
b WPA
v [ Associated deleted records

v |4 Unassociated deleted records

Key: Value:  Current Collapse all hives

Last write: = 2013-08-22 13:25:43 +00:00 4 of 4 values shown (100.00 %) Load cc = Hidden keys: 0 .

Figure 4-10 - Current Control Set in SYSTEM

Now that you know the current control set, navigate to:
ControlSet001\Control\TimeZoneInformation

Under TimeZonelnformation there are two important values to look at. The first value is the
TimeZoneKeyName, and Registry Explorer decodes the value data to plain text. The other value is
ActiveTimeBias, and it shows how many minutes the system is off from UTC. For this computer, it’s 480
minutes off from UTC. If you divide that by 60, you get 8 hours, which is the Pacific Standard Time Zone
(see Figure 4-11).
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¥ Registry Explorer v0.8.1.0 EE
File Tools Options Bookmarks (26/0) View Help
Registry hives (2) } Available bookmarks (42/0) Values
Key name Drag a column header here to group by that column ‘
! i Value Name Data i ‘
Srp 18 ; ‘
SrpExtensionConfig
Stillimage DaylightBias 4294967236
Storage DaylightName @tzres.dll,-211 s s ‘
StorageManagement ; StandardStart 00-00-0B-00-01-00-02-00-0... .. ..
StorPort s StandardBias 0 ‘
SystemResources il StandardName @tzres.dll,-212 i el
TabletPC s = Bias 480 ”
v = Terminal Server o8 DaylightStart 00-00-03-00-02-00-02-00-0... .. ..
» == » TimeZoneKeyName :Paciﬁc Standard Time <= | ..
Ubpm << DynamicDaylightTimeDisabled 0 o
usb z ActiveTimeBias 480
usbflags
usbstor
VAN o s
Video o o=
O  Key: [ControlSetOOl\Control\TimeZoneInformation] Value:  TimeZoneKeyName  Collapse all hives
Last write: =~ 2013-12-17 18:08:34 +00:00 10 of 10 values shown (100.00 %) Load Hidden keys: 0 .

Figure 4-11 - TimeZonelnformation Subkey in SYSTEM

Identify Computer Users

The next section you will want to focus on when looking at registry data is identifying the computer
users.

Understanding who was using the computer is a key part of your analysis. If your suspect was the only
one that had access to the computer, then it makes it much easier to tie that person back to any activity on
the computer. However, if other people were using it, you need to know who had access to what and
which user account you need to focus on.

To view the user account information, select on Results» Extracted Content» Operating System User
Account. There are several users listed, but if you remember from the User Profiles section, most of these
are default accounts and default security identifiers (SIDs). In this case, there is only one user account,
which is Craig. This user account has a SID of “S-1-5-21-1049150138-4017234595-3791460656-1001"
and the RID is “1001” (see Figure 4-12).
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N Craig Tucker - Autopsy 4.3.0
Case View Tools Window Help

e

= = Add Data Source ﬁ View Images/Videos E Timeline & Generate Report ¥

€ [ Show Rejected Results | Directory Listing ‘
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Table ’ Thumbnail
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- Installed Programs (64) # SOFTWARE
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& Recent Documents (48) # SOFTWARE
-4 Web Bookmarks (1) # SOFTWARE
@ Web Cookies (321) # SOFTWARE
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&/ Web Downloads (8) [F. SOFTWARE  Craig
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i+~ E Web History (194)
@ Web Search (17) <| [1l]
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Figure 4-12 — User Account Information Extracted from SOFTWARE Hive

Note: There are duplicate entries for the user accounts because there are backups for each registry hive.

To find more information that Autopsy does not extract from the registry on users, look at the
SOFTWARE hive in Registry Explorer. You need to navigate to the following subkey:

Microsoft\Windows NT\CurrentVersion\ProfilelList

Under the ProfileList, there are four subkeys. The names of these four subkeys are the SIDs. The first
three SIDs are defaults, and the last one is the user (see Figure 4-13).
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- Registry Explorer v0.8.1.0
File Tools Options Bookmarks (16/0) View Help
Registry hives (2) ‘ Available bookmarks (42/0) ‘ |
Key name | N — )

v = PeerDist
v = PeerNet
v [ Perflib
v PerHwIdStorage
— Ports
Prefetcher
v = Print
» 4 ProfileList
5-1-5-18 Local System
~ 5-1-5-19 Local Service
5-1-5-20 Network Service
5-1-5-21-1049150138-4017234595-3791460656-1001
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RemoteRegistry

O Key: [Microsof‘t\Windows NT\CurrentVersion\ProfiIeList] Value:

Figure 4-13 - User Profiles in SOFTWARE

In this case, there is only one user account with a SID of “S-1-5-21-1049150138-4017234595-
3791460656-1001" and the RID is “1001”. You can easily identify this profile to the user account called
Craig by looking at the ProfilelmagePath value.

4 Registry Explorer v0.8.1.0 R ECE |
File Tools Options Bookmarks (16/0) View Help
Registry hives (2) | Available bookmarks (42/0) ‘ Values
Key name Drag a column header here to group by that colu
2 E Value Name Data
v = PeerDist =
v = PeerNet
» = Perflib » ProfilelmagePath
v = PerHwldStorage Flags g
Poits i State 0 3
Prefetcher o Sid 01-05-00-00-00-0... ..
» = Print AN ProfileAttempte... 0
4~ ProfileList | ProfileAttempte... 0
5-1-5-18 ol ProfileLoadTim... 0
5-1-5-19 o] ProfileLoadTim... 0
£ 5-1-5-20 .- RefCount 0
» ~(5-1-5-21-1049150138-4017234595-3791460656-1001 | . . || RunLogonScript... 0
¢ = ProfileLoader ‘,i
v [ ProfileNotification
related.desc
~ RemoteRegistry < |5 |

[ Key:

Last write:

Microsoft\Windows NT\CurrentVersion\ProfileList\S-1-5-21-104915 Value: = ProfilelmagePath = Collapse all hives

2013-12-30 04:04:08 +00:00 10 of 10 values shown (100.00 %) Load complete Hidden keys: 0 .

Figure 4-14 - User Craig’s SID
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The next place you can look at user accounts is the SAM hive. This hive is the Security Account Manager
(SAM). You already exported this hive from Autopsy, so go ahead and open the hive in Registry

Explorer. Go to the following subkey of the SAM hive:

SAM\Domains\Account\Users

Under the Users subkey, there are 3 subkeys listed. These subkeys are the hex values of the user’s relative
identifier (RID). If you were to convert these hex values to decimal, they would decode as the following:

000001F4 = 500
000001F5 =501
000003E9 = 1001

¥ Registry Explorer v0.8.1.0
File Tools Options Bookmarks (1/0) View Help

Registry hives (3) | Available bookmarks (43/0)
Key name

L3

v @ E:\Cases\Craig Tucker\Craig Tucker\Export\SOFTWARE

v @ E:\Cases\Craig Tucker\Craig Tucker\Export\SYSTEM
4 @ E:\Cases\Craig Tucker\Craig Tucker\Export\SAM

4 CsiTool-CreateHive-{00000000-0000-0000-0000-000000000000}

4 SAM
4 Domains
4 Account
Aliases
Groups

» 4f Users

000001F4 -a§== RID 500

000001F5 - RID 501

000003E9 = RID 1001
Names

Figure 4-15 - User Profiles in SAM Hive

Since you already know that the actual user account, Craig, has a RID of 1001, select the 000003E9
subkey. This subkey stores a lot of information about the user account Craig. Information such as if the
user account is disabled, how many times they logged in, and if the account has a password is mostly

embedded within the values named F and V
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Login Password

When a user sets a login password in Windows, the password is not stored in clear text. A hash value of
the password is stored within the SAM hive in the V value.

From a security standpoint, Microsoft did not just store a hash value of the user’s password. As an added
security measure to secure the NTLM hashes, the hash values are protected with Syskey. Syskey is
basically an encryption key that is scattered throughout the SYSTEM hive, which is unique to a given
system AND user.

NTLMyv2 Hash Value
85 78 6A C8 8F 59 80 6D 08 SF F4 14 55 3F AE 6E

:

Syskey

!

Stored NTLMv2 Hash Value
A3 F6 3E 8C 9C CB 27 8F E1 27 07 A9 E8 AC E8 C2

Figure 4-16 - Password Hash Value is Encrypted with Syskey

When a user types his password at the login prompt, the password is then hashed and compared against
the stored hash in V. If the hash values match, then the user will successfully login to the operating
system.

You can attempt to break the user’s password by using a freeware tool called Ophcrack. This tool will
also help determine which user accounts are password protected. The newest version of this tool (3.7) can
be downloaded from:

http://ophcrack.sourceforge.net

To use Ophcrack and attempt to break the user’s login password, you need to first export out the SAM
and SYSTEM hives. Ophcrack uses the encrypted NTLMv2 hash value from the SAM hive and Syskey
from the SYSTEM hive to reveal the actual NTLMv2 hash value. Once you have an actual hash value,
Ophcrack will compare it to a rainbow table to find the password.

Note: A rainbow table is a pre-calculated dictionary full of hash values. Each hash value matches a
password combination. Ophcrack uses the tables to compare the hash value stored in SAM, and tells you
the password that matches the hash value.

You will also need to download the Vista free rainbow table from Ophcrack’s website under the Tables
tab (see Figure 4-17).

Copyright © 2019. All rights reserved. Page 4-16


http://ophcrack.sourceforge.net/

Understanding the Registry

BB
@ ophcrack x W\
< c O [@ ophcrack.sourceforge.net/tables.php] D <l I
i Apps @ MyveccD [ www.callutheran.edu, [ Facebook - Log In or
O

Home | Download | Tables | News | Support | Development

Free XP Rainbow tables ?

These tables can be used to crack Windows XP passwords (LM hashes). They CANNOT crack Win
passwords (NT hashes).

german
special xp_special(7.5GB)
mixedalphanum xp_free_small(380MB) and xp_free_fast(703MB)
1 T T T T T T T T T -
1 »

Figure 4-17 — Install Vista Free Table From Ophcrack’s Website under Tables Tab

Open the Ophcrack tool and click Load» Encrypted SAM.

@ opharack s
7L € v e QO @ [os
Load,) Delete Save, Tables Crack Help Exit About

Single hash s |
PWDUMP file
Secsionifhle sh LMPwd1l LM Pwd?2 NT Pwd

Encrypted SAM <
Local SAM with samdump2

Table Status Preload Progress

Preload: v;altmg Brute force: V\;éitiﬁg Pwd found: 70/0 Time elapsed: 0Oh Om 0s

Figure 4-18 — Click Load Encrypted SAM in Ophcrack

Ophcrack will open a window for you to navigate to your case export folder. Highlight the Export folder
and click Select Folder (see Figure 4-19).

Note: Make sure you took out the numbers in the SYSTEM and SAM hive and renamed them to just
SYSTEM and SAM. Ophcrack will not recognize the files if they have numbers in the name.
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Select the directory containing the encrypted SAM and SYSTEM files.(Usually under CA\WINDOWS\syste...
(o9 y g ryp! ( y A\ S\sy

@Dv‘ |« Cases » Craig Tucker » Craig Tucker » v‘#, H Search Craig Tucker P [
Organize ~ New folder g== - ‘@‘
< Music = Name Date modified Typ
&, Pictures
| Cach: 4/10/2017 3:34 PM Fil
& Videos = /10/ L
4/10/2017 501 PM  File
| Log 4/10/2017 4:10 PM File
@& Homegroup
ModuleOutput 4/10/2017 3:40 PM File
| Reports 4/10/2017 3:34 PM File
& Computer . )
| Temp 4/10/2017 4:10 PM File
& Local Disk (C:)
& STORAGE-512 (D:|
- SCRATCH-240 (E:)f
2 LAP (G) ‘
v 4| L} »

Folder: Export

— Select Folder ‘\ Cancel ]

Figure 4-19 — Highlight Export Folder and Click Select Folder

After it loads, Ophcrack will show three users. The first two are the disabled Administrator and Guest
user accounts. The third user account is Craig, and his decrypted hash value is shown as
“85786ac88f59806d085ff414553fae6e.” Before you crack Craig’s login password, you need to install the
Vista Free rainbow table. Click Tables in the top bar of Ophcrack. A Table Selection window will open
and you need to highlight the Vista Free and then click Install.

€ Table Selection @
Table Directory Status Preload |
@ XP free fast not installed on disk
@ XP free small not installed on disk
@ XP special not installed on disk =t
@ XP german v1 not installed on disk §
@ XP german v2 not installed on disk
@ Vista special not installed on disk
not installed on disk il
@ Vista nine not installed on disk
@ Vista eight not installed on disk
@ Vista num not installed on disk
@ Vista seven not installed on disk -

@ = enabled » = disabled @ = not installed

(2] (] [@][2] — [ Insal |[ ok |

Figure 4-20 — Highlight Vista Free Table and Click Install

After clicking Install, navigate to where you downloaded the Vista free table from Ophcrack. You want to
then click Select folder on the folder that you extracted from the downloaded zip from Ophcrack (see
Figure 4-21).
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. Select the directory which contains the tables.

@Ov‘ /s » lauren » Downloads »

"‘7” Search Downloads R |

m

@& Homegroup

A Computer
& Local Disk (C:)

i STORAGE-512 (D:) ~ « L4

Folder: tables_vista_free

Organize ~ New folder = - (2]
Name Date modified Type
7 Libraries
= | Attachments_20151017 10/17/2015 7:11 ... File fo
.°, Documents
X | HP Downloads 8/22/2015 3:16 PM  File fol
\J} Music
= | ophcrack-3.7.0-bin 4/10/2017 4:51 PM  File fo
&) Pictures —
& vid | | tables vista free| 4/10/2017 5:16 PM__File fol
ideos
| usb-over-ethernet-client 9/20/2015 5:09 PM  File fo

— Select Folder ]l Cancel }

Figure 4-21 — Select Extracted Folder from Downloaded ZIP File and Click Select Folder

On the Table Selection window in Ophcrack, click OK. On the main Ophcrack window, you should see
Vista free under Tables now. Click the Crack button in the top bar to crack Craig’s login password.

© opharack =N Nol =%~
= ~ =
D L & v » 0 @
Load, Delete Save, Tables Crack Help Exit About
Progress [ Statistics ] Preferences \‘
|
User LM Hash NT Hash LIMPwd1l LMPwd2  NTPwd
*disabled* Administrator 31d6cfe0d16ae931b73c59d7e0c089c0 empty
*disabled* Guest 31d6cfe0d16ae931b73¢59d7e0c089c0 empty
Craig 85786ac88f59806d085ff414553faebe
Table Status Preload Progress
inactive on disk
Preload: waiting Brute force: waiting Pwd found: 2/3 Time elapsed: 0Oh Om 0Os

Figure 4-22 — Click Crack

If Ophcrack successfully finds a match, it will report back that hash value’s matching password. In this
case, Craig’s password is hungry123. Knowing this password may help you break other password-

protected files.
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.ophcrack —_—
D L &8 v » 0 @

Load, Delete Save, Tables Crack Help Exit About

Progress \ Statistics | Preferences \

U;er LM Hash NT Hash LMPwd1l LMPwd2  NTPwd
*disabled* Administrator 31d6cfe0d16ae931b73c59d7e0c089c0 empty
*disabled* Guest 31d6cfe0d16ae931b73c59d7e0c089c0 empty
iCraig 85786ac88f59806d085ff414553faebe hungry123

Table Status Preload Progress

> ® Vistafree  inactive  100% in RAM |

Preload: done Brute force: done Pwd found: 3/3 Time elapsed: Oh Om 28s

Figure 4-23 - Craig’s Login Password Cracked

Note: Craig’s login password “hungry123” is a very simple password and that is why you are able to
break it with a smaller rainbow table. If the password had upper case letters, symbols, and was longer,
you would need a much larger rainbow table to break the password, and it would take much more time to

crack.
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Starting Phase 2

Introduction

During the Phase 2 Analysis, you will start to take a deeper dive into the forensic image to find specific
evidence based on your case. The following steps are common areas of analysis done with Windows
systems, but these steps may not be useful in every case. First, you will typically want to start by looking
at where the user stored their personal data, what files they recently opened, and if there are any deleted
files. You will also look to see if the user stored any personal data on external storage. After that, you will
go through the suspect’s email, Internet history, and chat logs. This phase will finish with a quick look for
any evidence of data hiding and you will determine what programs the user installed. This more in depth
phase will also cover how you can create a simple timeline and report your findings.

This chapter will focus on the first part, which is personal data. Users can save their pictures, documents,
and videos in almost any location on the computer. However, you always want to first check the
Windows default Desktop, Documents, Pictures, and Videos folder since a large majority of users store
data in these folders. You also want to look at the Downloads folder and any cloud storage user folders.
These folders will sometimes show what personal data the user downloaded or uploaded.

Personal Documents and Photos

Go to the Users folder. Under this folder there are five user folders. However, as you remember from the
SAM and SYSTEM hives, there is only one true and active user profile, and that is Craig. The other
folders are default account folders.

Under the Craig user profile folder, there is a file called NTUSER.DAT. If you remember from the
registry section, the NTUSER.DAT file is the profile registry hive. Every user account has one, and it
contains information specific to that user, such as their start page in Internet Explorer, desktop wallpaper,
and information about programs they installed. You will go through Craig’s NTUSER.DAT file later.

Since Craig is the only active user account for this computer, you can focus your attention on that user
account. Navigate to Craig’s Documents folder, which is located in:

C:\Users\Craig\Documents
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This is a default location where many users store their documents. This does not mean that every user will
put their documents there, but it is a good place to look.

& Craig Tucker - Autopsy 4.3.0 E\
Case View Tools Window Help
== Add Data Source ﬂ View Images/Videos :-_: Timeline & Generate R g © -Keyword Lists | Q- Keyword S...
7 o ]
€ [ |Show Rejected Results | Directory Listing .
- img_Tucker.EOl!voI_volZ/Users/Craig/Documents l 9 Results
2e Us;r!sl EJSs)ers ) # | Table | Thumbnail|
=10 Craig (35) Name Modified Time
& .gimp-2.8 (48) 1! Guides 2013-12-20 21:2
0 .thumbnails (3) 1 My Music 5
[+ [ AppData (5) A
Il Application Data (2) I My, Pictures
1\ Contacts (3) 4 My Stuff
Il Cookies (2) | &My Videos
~ L Desktop (10) 1! Papers 2013-12 2013-1.
=3P RDocuments (9) B aud <[om ] »
=1l Guides (10) :
[l My Music (2) HeX\Strings|FiIe Metadatal : | | ] |
~[Il My Pictures (2) Pa.. 1 of 1 P... Go to Page: ]
-1 My Stuff (90)
3 0x00000000: 30 00 00 00 01 00 00 00 00 10 00 00 01 00 00 00 0.
~[ll My Videos (2) 0x00000010: 10 00 00 00 28 00 00 00 28 00 00 00 01 00 00 00
5o PaF:erSd(lé)l) | Sxatocanso: oo ao 06 oo 00 ga aman oo 00
L Downloads £
[ Favorites (5)
1 Links (7)
1) Local Settings (2)
~ 1 Music (3)
1/ My Documents (2)
Il NetHood (2) 4| LU

Figure 5-1 — Craig’s Documents Folder

As you can see, Craig has several subfolders under his Documents folder. In the Guides subfolder, he has
documents describing how to make and use coupons.
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Tag

When you have files of interest in your case, you may want to tag them so you can easily find and review
them later. You can tag these files by clicking a file at the top of the list in the table pane and then press
the Shift key while left clicking the last file in the table pane. This will highlight all the files in between
the two you clicked. Once you have all four files of interest highlighted in the Guide subfolder, right-click
one and select Tag Files»Tag and Comment.

N Craig Tucker - Autopsy 4.3.0 =

Case View Tools Window Help

Add Data Source i View Images/Videos ';: Timeline & Generate R g © - Keyword Lists Q- Keyword S...
€ [ |Show Rejected Results | Directory Listing B
//img_Tucker.E01/vol_vol2/Users/Craig/Documents/Guides 6 Results
=B Users (8) ~ | Table [ Thumbnail
L All Users (2)
=10 Craig (35) Name Modified Time
[l .gimp-2.8 (48) ! [current folder] 20 1127
+‘ L thumbnails (3) . [parent folder] !
s App[_)até ) | { - 6CommandmentsofCouponMaking.docx 27
' Application Data (2) a L
-1 Contacts (3) & Guidel.png 9.
I\ Cookies (2) | |= Guide2.png
.. Desktop (10) = HowtoMakeCoupons.jpg 20 6
— L Documents (9) < .
.\ Guides (10) — Papevies — ¢
1 My Music (22 : | Extract File(s) ] 1
~10 My Pictures (2
I My Stuff (90) ' Quick Tag b
1\ My Videos (2) § Tag and Comment...
I\ Papers (14) I Add files to hash database *
1\ Downloads (21) =
+ 11} Favorites (5)
~ [l Links (7)
1 Local Settings (2)
. Music (3)
.. My Documents (2)
1 NetHood (2) < LU

Figure 5-2 — Highlight Files in Guide Subfolder, Right-Click and Select Tag and Comment

A Create Tag window will open and you can use Autopsy’s default Tag, which is Bookmark. You can
also create your own preferred tag name by clicking the New Tag Name button. You can also type a quick
comment if you’d like to help you remember later why you tagged a file. Click OK.

& Create Tag @

Tag: ‘Coupon Guides v

Comment: |These are guides on how to make and use fraudulent coupons

New Tag Name —_— Cancel

Figure 5-3 — Set Tag Name and Comment and Click OK

When you want to view your tagged files later, simply scroll down to Tags in the left pane. This is a quick
and easy way to mark files that relate to your investigation, and it helps you remember and report all of
your findings at the end of your investigation (see Figure 5-4).
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M Craig Tucker - Autopsy 4.3.0 EI

Case View Tools Window Help

<= Add Data Source & View Images/Videos %=, Timeline v A © - Keyword Lists Q- Keyword S...
€ [ | show Rejected Results | Directory Listing el
Coupon Guides File Tags 4 Results
|-@ Data Sources [ Table [ Thumbnail
=& Tucker.EO1 ) —I
voll (Unallocated: 0-2047) File Comment
[ vol2 (NTFS / exFAT (0x07): 2048-125827071) (3 HowtoMakeCoupons.jpg 5 uides on ho
Ly vol3 (Unallocated: 125827072-125829119) % Guidel.png RER on ho
[H-® Views 3
51 % Guide2.
Results =BG -
&8 Extracted Content \ > 6CommandmentsofCouponMaking.docx ese are guides on ho
#- N Keyword Hits
[+ % Hashset Hits
[+ E-Mail Messages 4| 14 »
5 Interesting Items —_— e ——— :
ol Acconnts iHeXI strings[Flle Metadata | | | Medial
E Tags Name fimg_Tucker.E01fvol_vol2/Users/Craig/Documents/Guides}
=@ Coupon Guides (4) T i
L ype File System
Rl File Tags (4) B MIME Type nul
: Result Tags (0) S —
« Reports e
File Name
Allocation alorated
Metadata
Allocation Allocaiea
Modified 2013-12-20 21:26:16 GMT
Accessed 2013-12-20 21:26:38 GMT

Figure 5-4 — View Tagged Files in Tags

Take a look at Craig’s other subfolder under Documents called My Stuff. There are several pictures of
coupons in this folder. Go ahead and add these files to your same Tag or a new one.

M Craig Tucker - Autopsy 4.3.0 E

Case View Tools Window Help

== Add Data Source 5 View Images/Videos E Timeline v A © - Keyword Lists Q- Keyword S...
€ ["]Show Rejected Results | Directory Listing — L]
- img_Tucker.EOl[voI voI2/User5/Craig[Documents/My Stuff §47 Resu
=4 Users (8) ~ Tab|e‘ThumbnaiI‘
= All Users (2)
| Craig (35) Name Modified Time E
~ .gimp-2.8 (48) [ 1304400692832.png 2011-05-03 08:36:40 GMT
- ih“’[‘;bt"a("s-")(” 5 1304643149337.png 2011-05-
[ AppData = G
B Application Data (2) =1 1304643663005.png 2011-0
I\ Contacts (3) |5 1304643804769.png 2011-05-06 0
1. Cookies (2) |=] 1304644031008.png 2011-05-06 0
1 Desktop (10) | [%1304644210039.png 2011-05-06 05:25:22 €
=1 Docun:jents(; (9)) ‘ <om »
L Guides (10 i —
1\ My Music (2) |Hex| Strings | File Metadata] [ [ Medial
I My Pictures (2) MANUFACTURER'S COUPON E
L ETECD) <— Save $15.00
' My Videos (2) e
. Papers (14)
11\ Downloads (21)
1) Favorites (5)
~ 1 Links (7) =
. Local Settings (2)
L Music (3) o2
i/ My Documents (2) —
I NetHood (2) SMARTSOURCES 5 "(Qua W00 1 Z0o oo sommasinal

Figure 5-5 — Tag Coupon Files in Craig’s My Stuff Folder
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Zone ID

In the My Stuff folder, you will notice that one graphic file, Whopper.jpg, is different than the other files.
Autopsy shows in the table pane that this file also has another entry called Whopper.jpg:Zone.ldentifier.
Highlight this file and you will see in the Hex view pane or the Strings view pane that it contains the text
“[ZoneTransfer] Zoneld=3".

&4 Craig Tucker - Autopsy 4.3.0 = |-E @
Case View Tools Window Help
Add Data Source @ View Images/Videos Z Timeline v A © - Keyword Lists Q- Keyword S...
€ [ | Show Rejected Results | Directory Listing ‘ EE
. o ® img_Tucker.E01/vol_vol2/Users/Craig/Documents/My Stuff 47 Results
=15 Users i -
“ | Table
. All Users (2) [ |Zhumbnall
=-[I! Craig (35) Name Modified Time

-0 .gimp-2.8 (48)
1 thumbnails (3)

2011-05-03 05:4

= Subway.png

gt

f

AppData (5)
Application Data (2)

= Toshiba Laptop.jpg
& Twinkies.png

I Contacts (3) = Visio TV.jpg
.. Cookies (2) |& Whopper.jpg
1\ Desktop (10) Whopper.jpg:Zone.Identifier < 3-12-18 03:15 -
=) Documents (9) a m . 5
' Guides (10) -
I My Music (2) Hex | Strings | File Metadata| [ |

of 1 P Go to Page: Jump to Offset

Il My Pictures (2) Pa.. 1
< = 0x00000000: SB SA 6F 6E 65 54 72 61 6E 73 66 &5
i Y Iaeos 0x00000010: SA 6F 6E 65 49 64 3D 33 0D OA

.\ Papers (14)

Downloads (21)

+ (1) Favorites (5)

[l Links (7) =
L Local Settings (2)
L Music (3)

My Documents (2) )

1\ NetHood (2) 4 I

7z sD 0D OA [ZoneTransfer] ..
ZoneId=3..

f

f

Figure 5-6 - Zone ID=3 in Whopper.jpg:Zone ldentifier

Starting with Windows XP SP2, Microsoft added an Alternate Data Stream (ADS) to a file that was
downloaded from the Internet to a NTFS volume. Think of this as a security flag used to determine the
source of a file. The Zoneld value of 3 means that the file was downloaded from the Internet and it is
potentially unsafe. The values could be from other zones, such as the following:

MyComputer 0

Intranet |
Trusted 2
Internet 3

Untrusted 4

From an analysis perspective, a file that has an ADS called Zone.ldentifier with ZonelD=3, you know that
the file originated from the Internet and is direct evidence of downloading a file.

Note: Any files that are extracted from a downloaded ZIP will have an ADS added to the file with a Zone
ID of 3.
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Personal Documents and Photos (Continued)

The next place to look for personal data is the Pictures folder. Navigate to:

C:\Users\Craig\Pictures

& Craig Tucker - Autopsy 4.3.0

Case View Tools Window Help

. Desktop (10)
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f

£

£

f

m

Documents (9) 3
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€ [ ] Show Rejected Results | Directory Listing ‘
T8 Vs 8) img_Tucker.E01fvol_vol2/Users/Craig/Pictures |
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L Cookies (2) MileyCyrus_tongue.jpg:Zone.Identifier
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«[  m |

=l ]
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ENEE
9 Results

Hex | Strings | File Metadata[ [ Media

Figure 5-7 — Craig’s Pictures Folder

As you can see, the only data in the folder is personal pictures, and they are unrelated to your case.

Next, navigate to Craig’s desktop (see Figure 5-8). This is under:

C:\Users\Craig\Desktop
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Figure 5-8 — Craig’s Desktop

Craig only has a few documents on his desktop. If you want to view document or some email type files
within Autopsy, you will need to download the Multi Content Viewer 3™ party module. This can be
downloaded from:

https://github.com/lfcnassif/MultiContentViewer/releases/tag/vl.0-beta

After you download the .nbm file for the Multi Content Viewer module, you need to install it. To install a
3" party module, you need to click Tools» Plugins.

N Craig Tucker - Autopsy 4.3.0
Case Mieﬂindow Help

7 AddDz  View Images/Videos
' | Timeline
€ Generate Report

File Search by Attributes
Run Ingest Modules 4

Plugins <=
Python Plugins

Options

Open Output Folder

Figure 5-9 — Click Plugins under Tools

When the Plugins window opens, click the Downloaded tab at the top of the window. Click the Add
Plugins button (see Figure 5-10).
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c‘ Plugins

| Updates | Available Plugins| Downloaded | Installed (13) | Settings|

Install

Name

H

Figure 5-10 — Click Add Plugins under Downloaded Tab

An Add Plugins window will open, and you need to navigate to where you downloaded the .nbm file.

Select the .nbm file and click Open.

3 Add Plugins =%
Look in: |, Downloads .: &
i I Attachments_20151017
Rece';tnl... I HP Downloads
I MultiContentViewer-master
" I ophcrack-3.7.0-bin
Desktop | | tables_vista_free
. I usb-over-ethernet-client
Is I usp64.v.0.46.win
My Doc... T 2
B dpf-sp-gpinf-indexer-search-viewer.nbm
A
Computer
@ File name: [dpf—sp-gpinf—indexer~search-viewer.nbm ]
Network  Files of type: | plugin distribution files (*.nbm) v/

Figure 5-11 — Select nbm File and Click Open

The Multi Content Viewer plugin will now show up in the list. Click the Install button in the bottom left

corner.

c'- Plugins

Add Plugins...

| Updates | Available Plugins| Downloaded (1) | Installed (13) | Settings|

Search:

Install Name

| E MultiContentViewer

v

Remove

MultiContentViewer

{i» community Contributed Plugin

| »

Version: 1.0

Author: Luis Filipe C. Nassif

Date: 7/21/14

Source: dpf-sp-gpinf-indexer-search-viewer.nbm
Homepage:
https://qgithub.com/Ifcnassif/MultiContentViewer

m

Plugin Description

Data content viewer module for Autopsy 3.1. Enables

the preview of dozens of file types: html, pdf, eml, emlx, ~
< | [l [ »

1 plugin selected

Figure 5-12 — Click Install on MultiContentViewer Plugin

Go through the steps to install the plugin. The last Plugin Installer window will prompt you to restart
Autopsy. Select Restart Now and then click Finish (see Figure 5-13).
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* Plugin Installer

=X

Restart application to complete installation
Restart application to finish plugin installation.

The Plugin Installer has successfully installed the following plugins:

MultiContentViewer

(@) Restart Now

() Restart Later

Help

Figure 5-13 — Select Restart Now After Installing Plugin and Click Finish

Open up Autopsy again and navigate to Craig’s Desktop folder. You can now view certain file types
within Autopsy, such as the .rtf file on Craig’s Desktop.

There are still some other files on Craig’s Desktop of interest, such as the AWESOME COUPONS.docx
and MyCoupons.zip files. First, let’s try to open the AWESOME COUPONS.docx file. You are unable to
view this file within Autopsy perhaps because it is password protected. To view this file, you need
external software that can open and view docx files, such as Microsoft Word or Open Office. Right-click
the AWESOME COUPONS.docx file and click Open in External Viewer.

N Craig Tucker - Autopsy 4.3.0
Case View Tools Window Help ) ) )
Add Data Source ﬁ View Images/Videos E Timeline & Generate Re: i

=

© - Keyword Lists Qr Keyword S...
& [ | Show Rejected Results | Directory Listing e @‘
sunalloc (5) /img_Tucker.E01/vol_vol2/Users/Craig/Desktop 7 Results
§v-potlaliot ~ | Table [ Thumbnaill ‘
& 1) Boot (47) (iZhumbpall ‘
.. Documents and Settings (2) Name Cha
[ PerfLogs (2) U [current folder] 201]
if‘l = Erogram E:es Ezéé) (16) . [parent folder] 2\]11‘
[+ 5 Program Files (x |
e ProgramData (10) |- AWESOME COUPONS.docx | o
&1 Recovery (3) AWESOME COUPONS.docx:; ~ Properties
[ [ System Volume Information (9 desktop.ini View L) New Wlndc.>w
(=l Users (8) £ MyCoupons.zip OPen in E.xtefnal Ylewer ——
1\ All Users (2) Pricing Sheet.rtf View File in Timeline...
—-1 Craig (35) — .
- .gimp-2.8 (48) < | T Extract File(s)
E=Rp .thumbnails)(3) Hex [ Stringsl File Metadata Search for files with the same MD5 hash
G5 AppData (5 Pa.. 1 of 39  P.. | ’
.. Application Data (2) Tag File ;
& Contacts (3) Caco000030: 00 oo 65 00 5 05 ae|  /Add file to hash database ¢
PE COOkles (2) = || 0x00000020: 06 00 00 00 00 00 00 00 00 00 00 00 11 00 00 00
i ocsicop (10) Qe ap o mmna paon Eunw
[+ [ Documents (9) 0x00000050: 07 00 00 00 08 00 00 00 09 00 00 0O OA 00 00 00
B Downloacs (21 Eomideies ko 0 ME & @ s om e
[+ 1! Favorites (5) 0x00000080: 13 00 00 00 14 00 00 00 15 00 00 00 16 00 00 00
H Llnks (7) 0x00000090: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
L Local Settings (2) < . ‘ o

Figure 5-14 — Right-Click AWESOME COUPONS.docx and Select Open in External Viewer
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Your default document viewer should attempt to open the file and you will be prompted with a Password
window. We will come back to this password protected document later.

Password P

Enter password to open file
E:\..\Craig Tucker\Temp\AWESOME COUPONS.docx

OK I l Cancel

Figure 5-15 — Password Needed for AWESOME COUPONS.docx

Let’s next try to open the MyCoupons.zip file. To open and view the contents of container files, such as
zip and rar files, you need to run the Embedded File Extractor module. Click on Tools» Run Ingest
Modules» Tucker.EQL. When the Run Ingest Modules window opens, check Embedded File Extractor
and then click Start.

&4 Run Ingest Modules @
[ 17 Recent Activity
|| Hash Lookup The selected module has no per-run settings.

File Type Identification
4l |Embedded File Extractor
Exif Parser

|| Keyword Search
| | Email Parser

|| Extension Mismatch Detector
| EO1 Verifier

|| Android Analyzer

| | Interesting Files Identifier
|| PhotoRec Carver

[ Virtual Machine Extractor

l Select All I I Deselect All Extracts embedded files (doc, docx, ppt, pp...

View Ingest History Global Settings
[ |Process Unallocated Space
—

Figure 5-16 — Check Embedded File Extractor and Click Start

If you click on the Ingest Messages button in the top bar of Autopsy, you will see that the Embedded File
Extractor module has detected an encrypted file (see Figure 5-17).
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N Craig Tucker - Autopsy 4.3.0

Case View Tools Window Help

R R =%

= = Add Data Source 5 View Images/Videos E Timeline & Generate R< © - Keyword Lists Q- Keyword S...
“ [ show Rejected Results | Directory Listing W anjolo)
/img_Tucker.E01/vol_vol2/Users/Craig/Desktop 7 Results
&l Users (8) - Tab|e[ThumbnaiI
1 All Users (2) - .
= Craig (35) Name Modified Time
[+ .gimp-2.8 (48) L [current folder] 2 08
‘%} L\ thumbnails (3) 1\ [parent folder]
B ﬁpp:?atta_ (S)D _— - AWESOME COUPONS.docx
e AWESOME COUPONS.docx:Zone Identifier 20
L Contacts (3) e =
1\ Cookies (2) desktop.ini )
[Z24" B Desktop (10) # MyCoupons.zip
G4 Documents (9) Pricing Sheet.rtf
[+ [ Downloads -+
[+ (1 Favorites (3 c‘
-l Links (7) )
L Local Settin 2 Timestamp
L Music (3) Embedded File Extractor 1 *  Encrypted files in archive detected. 19:13:16
.\ My Documg
L NetHood (2
[+ 11 Pictures (12
1l PrintHood
4 Recent (2) Sortby: [tme | Total: 1 Unique: 1
1l Saved Gam
1\ Searches (7) [
Il SendTo (2) A L) ‘
Analyzing files from Tucker.EQ1 \- 19% | ("}

Figure 5-17 — Click Ingest Messages Button to View Encrypted Files Detected

If you click on this message in the module list, it will show that the MyCoupons.zip has encrypted files.
We will come back to this file and the other encrypted docx file later.

Next, take a look at Craig’s SkyDrive, now known as Microsoft OneDrive, (see Figure 5-18). This is

located at:

C:\Users\Craig\SkyDrive
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N Craig Tucker - Autopsy 4.3.0

Case View Tools Window Help

Add Data Source ﬁ View Images/Videos ';7_'_ Timeline

€ [ | Show Rejected Results
(=11 Users (8) N
= All Users (2)
=} Craig (35)

L .gimp-2.8 (48)
1) .thumbnails (3)
[+ [\ AppData (5)
.\ Application Data (2)
. Contacts (3)
Cookies (2)
[+ (1) Desktop (10)
[+ Documents (9)
[+ [ Downloads (21)
[+ [1) Favorites (5)
. Links (7)
1 Local Settings (2)
L Music (3)
My Documents (2)
Il NetHood (2)
[+ (1 Pictures (12)
+ PrintHood (2)
.\ Recent (2)
. Saved Games (3)
i\ Searches (7)
L SendTo (2)
= skyDrive (5) B -
I\ Documents (40)

f

f

f

f

i Generate Re © - Keyword Lists Q- Keyword S...
Directory Listing DUE
7iﬂg:'[ucker.EOl[voLvoIZ/Users/Craig/SkyDrive] 5 Results
Table | Thumbnail|
Name Modified Time

L [current folder]

. [parent folder]

. Documents
desktop.ini

x fsHelper.tmp

0000-00-00 00:00:00

I

Figure 5-18 — Craig’s Skydrive

When this drive was imaged, Microsoft still had Skydrive incorporated into the user’s environment.
Skydrive is now known as Onedrive, but its basic function is the same. When something is saved to
Skydrive (Onedrive), it syncs to the Cloud and users can then access these files from other computers,
tablets, or their phone. Users might not always save data to this location, but it’s a good place to check.

Craig’s Skydrive contains several coupons. Each coupon also has a Zone ID of 3, which means they have
been downloaded from the Internet. You can tag these files for now to easily come back and review them

later.

Now, navigate to Craig’s Download folder (see Figure 5-19), which is located at:

C:\Users\Craig\Downloads

Users can change where they want their default download folder, so there might not always be data here.
However, it is still a good place to check.
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M Craig Tucker - Autopsy 4.3.0 o @

Case View Tools Window Help

' Add Data Source ﬂ View Images/Videos ':-c_', Timeline I Generate Re: © -~ Keyword Lists Q- Keyword S...

€ [ |show Rejected Results | Directory Listing e
img_Tucker.EO1[v0|_vo|2/Users/CraigDownIoads] 15 Results
= Users (8) ~ | Table | Thumbnail
= All Users (2)
=1 Craig (35) Name Modified Time
1 .gimp-2.8 (48) 1 [current folder] 2013-12-21 19:02:46 GMT
0 thumbnails (3) 1! [parent folder] 8:42 GM
HB fpoka (4) £ ALL COUPONS.rar
: égr;:i;c;:(g)Data @ ALL COUPONS.rar:Zone.Identifier
1 Cookies (2) # Coupons.zip
(1l Desktop (10) Coupons.zip:Zone.Identifier
[ Documents (9) &2 Couponsl.zip
= < I Coupons1.zip:Zone.Identifier

[ 2 ALL COUPONS.rar (2)

(-2 Coupons.zip (2) d.esktop.ml
[H-# Couponsi.zip (2) gimp-2.8.10-setup.exe
@[ Favorites (5) gimp-2.8.10-setup.exe:Zone.Identifier
L Links (7) winrar-x64-501.exe
1l Local Settings (2) winrar-x64-501.exe:Zone.Identifier
& Music (3) WinZip180.exe

My Documents (2) 7 3 =
I Nettood (2) WinZip180.exe:Zone.Identifier

! Pictures (12) LLLJ | r

<
L PrintHood (2) =lH
=| [P [l o] |

Recent (2)

f

e
£

£

Figure 5-19 — Craig’s Downloads Folder

You will notice that all six of the actual files listed in the Downloads folder have an ADS with Zone
ID=3, which means they were also downloaded from the Internet.

In Craig’s Downloads folder, he has a RAR file, two ZIP files, and three programs. You already ran the
Embedded File Extractor module for the other zip file on his desktop, so you can now open and view the
data in these compressed files. As you can see, these ZIP and RAR files contain several coupons. You can
tag these files for now since we will come back to them later to determine where Craig downloaded them
from.
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Recent Files

Introduction

From an investigative standpoint, you usually want to determine what files a user recently accessed. It
gives you a perspective on how the user used the computer, and it also associates file activity back to the
suspect. This will help demonstrate their knowledge about the existence of the files and show that they
opened and viewed it. In this chapter, we will focus on link files and jump lists. Both of these artifacts
will show you what files the user opened.

Link Files

You are going to first look in Craig’s Recent folder. This is located in the following path for versions
7-10 of Windows:
C:\Users\Craig\AppData\Roaming\Microsoft\Windows\Recent

3 Craig Tucker - Autopsy 43.0 [=] &
Case View Tools Window Help
Add Data Source ‘View Images/Videos ';7_ Timeline & Generate Report ¥ A © - Keyword Lists Q- Keyword S...
€ || Show Rejected Results  Directory Listing 2 EE
/img_Tucker.E01fvol_vol2/Users/Craig/AppData/ a/Microsoft/ ent |
$ Crolg (35) ~ | Table [ Thumbnail
+ L .gimp-2.8 (48) !
) _thumbnails (3) Name Modified Time Chang
= & AppData (5) Obesity.Ink 201 SMT 1
g ll:oca:L(lg)4 Papers.Ink ( 1
8 tocallow () Park Ink X 20131
= 4! Roaming (6)
53 Adobe (3) Pictures.Ink 2013-12-21 19:32:45GMT  2013-]
+ . Macromedia (3) Pier.Ink ( 1
—+ 1 Microsoft (12) Pricing Sheet.Ink ( 1
& Credentials (2) Russian Videos.Ink ( - 1
4 & InputMethod (3) Santa Monica.Ink ( 1
+ & Internet Explorer (4) 2 m
L MMC (2) — -
&1 Network (3) Hex|Saings|File Metadata| Results N
4 U Protect (5) Res.. 1 of 1 Re...
4+ Spelling (3) [
+- 1 SystemCertificates (3) RecestUrcaments
L Vault (2)
= Windows (11) Path C:\Users\Craig\AppData\Local\Pac 0Ot wi , 8f
J AccountPictures (3) PathiD 41041
4 Libraries (11) Date/Time 2013-12-18 20:0353
< :reix:rd;:::z‘tt?;)n gﬁ:';:m /img_Tucker EO1/vol_vol2/Users/Craig/AppD: g/Microsof et
=3Pl Recent (88) IR o < 1]
v

Figure 6-1 — Craig’s Link Files in Recent Folder
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This folder contains the user’s link files. A link file, or LNK, is a Windows shortcut that points back to an
original file. A link file is generally created when a file is first opened. Link files are important during
analysis, because they show where files were located, when they were opened, and they contain date and
time stamps associated with the file. If you look at Windows Explorer and go to the Recent folder, you
can see your own link files.

(= e =)
@ Qv[~o[C:\Users\Demo\AppData\Roam|'ng\Microsoﬁ\Windows\Recent] v ‘ 9 ‘ ‘ Search.. R
File Edit View Tools Help
Organize v = o 1 e
I Vault 2 Type Date created Date modified Date accessed
| Windows =
p Desert,jpg Shortcut 5/2/2014 11:04 AM
Cookies = -
: &= Penguinsjpg | Shortcut 5/2/2014 11:00 AM
DNTException _
&= Tulipsjpg Shortcut 5/2/2014 11:04 AM
IECompatCache
IECompatUACache

| IEDownloadHistory
Libraries

| Network Shortcuts
Printer Shortcuts
PrivaclE

<» Recent Items
SendTo
Start Menu

11

| Templates
Themes
I Word -~

Figure 6-2 — Link Files in Windows Explorer

Note: To view the AppData folder since it is hidden, open Windows Explorer and click Organize» Folder
and Search Options. Check Show Hidden Files, Folders, and Drives under the View tab. If you are on a
Windows 8 or 10 machine, click the View tab on Windows Explorer and check Hidden Items.

If you right-click one of the link files and select properties, you can see the information about the link file
(see Figure 6-3).
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#= Penguinsjpg Properties @

General |Shon.cut| Secuntyl Details | Previous Versions

| Penguins.jpg
[

Type offile Shortcut (Ink)
Opens with: 2 Windows Photo Viewer

Location C\Users\Demo\AppData\Roaming\MicrosoftiWindows'
Size 1.22 KB (1.257 bytes)

Size ondisk  4.00 KB (4.096 bytes)

Created Today. May 02, 2014. 8 minutes ago
Madified Today. May 02, 2014, 11:05:44 AM

Accessed Today. May 02, 2014, 11:09:44 AM

Altributes [[JRead-only [ ]Hidden

i 0K l ’ Cancel ] Apply

Figure 6-3 — Link File Properties

This link file is merely a pointer back to the actual file. It contains date and time stamps, the size of the
file, and if you look at the Shortcut tab, you can even see where the file was located when it was opened.

7= Penguinsjpg Properties @

| General| Shortcut |Security | Details | Previous Versions

Penguins.jpg

%:l

Targettype: JPEG image

Targetlocation: Sample Pictures

Target "C:\Users\Public\Pictures\Sample Pictures\Penguins.

Startin: "C:\Users\Public\Pictures\Sample Pictures"

Shorcut key: None

Run [Norma\ window V]

Comment:

Open File Location H Change Icon.. H Advanced... l

[ ok || cancel || Apply

Figure 6-4 - Link File Pointing to Actual File’s Location
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Example 1 (File Opened Once)

Back in Autopsy, look at the link file called Pier.Ink and click on the Results view. Autopsy will show

you the path of where Pier.jpg was stored when it was opened.

| Hex| Strings | File Metadata| Results |1/- | \

Res.. 1 of 1 Re...
Recent Documents
Path [C:\Users\Craig\Pictures\Santa Monica\Pier.jpg]
Path ID 46925
Date/Time 2013-12-20 21:16:57
Source File i . 3 2 . 1
path img_Tucker.E01/vol_vol2/Users/Craig/AppData/Roaming/Microsoft/Windows/Recent/Pier.Ink
Artifact ID -9223372036854775256

Figure 6-5 — Link File Shows Path of Pier.jpg

If you view Pier.Ink in Hex view, you can see that inside this link there is embedded data that points back

to the original file that was opened.
‘ Table ’ Thumbnail

Modified Time

Name
Obesity.Ink
Papers.Ink
Park.Ink
Pictures.Ink
Pier.Ink <
Pricing Sheet.Ink
Russian Videos.Ink

‘
< | e |

Hex | Strings | File Metadata | Results | t] |

Pa.. 1 of 1 P2 Go to Page: |1
0x00000000: 01 14 0z 00 00 00 00 00 €O 00 00 Of
0x00000010¢, SB 00 20 00 20 00 00 00 56 61 85 AR
0x00000020¢| 56 61 89 AA C8 FD CE 01 00 2D 24 C6
0x00000030¢| FF 79 05 00 00 00 00 00 01 00 00 00
0x00000040] 00 00 00 00 00 00 00 00 1A OB 14 00
0x000000S501] 1E 03 94 7B C3 4D B1 31 E9 46 B4 4C
0x00000060 1] 00 00 1A 00 EE BB FE 23 00 00 10 00
0x000000701] 3B A0 80 4E 94 BC 99 12 D7 50 41 04
0x00000080¢| 00 00 6D 02 81 15 14 10 43 0z 20 00
0x00000090¢| 00 00 00 00 00 00 00 00 00 00 00 00
0x000000a0¢| 00 00 00 00 00 00 00 00 00 00 00 00
0x000000b0: 31 53 50 s3 A6 6A €3 28 3D 95 D2 11
ox0 Ab.D8.32 D0 2o 00 00 0002 0000

Figure 6-6 — Embedded Data in Pier.Ink
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There are three date and time stamps EMBEDDED within the link file. The time stamps you see in the
Hex view refer back to the file “Pier.jpg”.

Embedded Time Stamps

Description

Creation Time (Yellow)

Last Access Time (Green)

Last Write Time (Blue)

This is the time that the file (Pier.jpg) was created in that local
path. If the file had been copied to that location, then the Creation
date/time is when it was copied.

Last access times have been disabled since Windows Vista. It
keeps the same date as the Creation time (UTC), but there are

some variables that can change or update it.

This is the time that the file (Pier.jpg) was last modified. This is

not necessarily the last time it was opened.

Hex | Strings] File Metadatal Results| [
Pa.. 1 of 1 [ Go to Page: |1 Jump to Offset g

0x00000000: 4C 00 00 00 01 14 02 00 00 00 00 00 CO 00 00 00
0x00000010: 00 00 00 46 SB 00 20 00 20 Dp 00 00 56 61 ﬁS AR
0x00000020: C8 FD CE 01 |56 61 89 AR " "C8 FD CE 01 |00 2D 24 Ce
0x00000030: [CAFDICE O, FF 79 05 00 00 00 00 00 01 00 00 00
0x00000040: 00 00 00 00 00 00 00 0O 00 00 00 00 1A OB 14 00
0x00000050: 1F 54 25 48 1E 03 54 7B C3 4D B1 31 ES 46 B4 4C
0x00000060: 8D DS 20 00 00 00 1A 00 EE BB FE 23 00 00 10 00

0x00000070:
0x00000080:
0x00000090:
0x000000a0:
0x000000b0:
0x000000c0:

Figure 6-7 — Embedded Creation, Last Access, and Last Write Times of Pier.jpg

SF AE 90 A9
00 00 73 02
00 00 00 &0
00 00 00 00
10 01 00 00
BS Dé 00 CO

3B A0 80 4E
00 00 &D 02
00 00 00 00
00 00 00 00
31 53 50 53
4F D9 18 DO

94 BC 99 12
81 19 14 10
00 00 00 00
00 00 00 00
A6 6A €3 28
25 00 00 00

D7 S0 41 04
43 02 20 00
00 00 00 00
00 00 00 00
3D 95 Dz 11
0B 00 00 00

+--.18PS.jc(=...
iSOt s

To decode these time stamps, you are going to use the tool called DCode (Version 4.02a). You can

download this tool at:

http://www.digital-detective.net/digital-forensic-software/free-tools/

Once you have DCode up and running, you need to copy the time stamps out Pier.Ink in hex view and

paste them into Notepad.

_| Untitled - Notepad

File Edit Format View Help

=

CREATION TIME OF PIER.JPG
56 61 89 AA C8 FD CE 01

LAST ACCESS TIME OF PIER.JPG

56 61 89 AA C8 FD CE 01

LAST WRITE TIME OF PIER.JPG
00 2D 24 C6 C4 FD CE 01

4

T

m

Figure 6-8 — Copy and Paste Embedded Time Stamps of Pier.Ink

In DCode, set the Decode Format to Windows: 64 bit Hex Value — Little Endian. Next, past the first time
stamp (creation time of pier.jpg) into the Value to Decode. Hit the Decode button in the bottom right

corner and you should see the decoded embedded creation time stamp (see Figure 6-9).
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. DCode v4.02a (Build: 9306) s
[DComE &

Convert Data to Date / Time Values

Add Bias: [UTC 00:00 ~| [~ window on top

Decode Format:{|Windows: 64 bit Hex Value - Little Endian | -]

Example: |FF0302315FE1C701

Value to [)ecode;l‘566189AAC8FDCE01

Date & Time:llfri, 20 December 2013 21:15:53 UTC 4

www.digital-detective.co.uk Cancel ‘ Clear |I Decode |

Figure 6-9 — Embedded Creation Time Stamp Decoded

—
L)

Repeat this for the other two time stamps, and you should have the following date and time stamps:
Embedded Creation Time (UTC): Fri, 20 December 2013 21:15:53 UTC
Embedded Access Time (UTC): Fri, 20 December 2013 21:15:53 UTC
Embedded Last Write Time (UTC): Fri, 20 December 2013 20:48:02 UTC

Next, you need to look at the date and time stamps of the link file itself.

Table | Thumbnail|

Name Created Time Modified Time Access Time
Pictures.Ink 2013-12-21 19:32:38 GMT 2013-12-21 19:32:45 GMT  2013-12-21 19:32:45 GMT
Pricing Sheet.Ink 2013-12-21 18:53 M 2013-12-21 18: GMT

2013-12-21 19:42
2013-12-20 21:16
2013-12-20 21:16:19 GV

Russian Videos.Ink 2
Santa Monica.Ink
School.Ink

1T 2013-12-20 21:16:19 GMT

Figure 6-10 - Date and Time Stamps of the Link File

The time stamps in the table pane are about the link file itself and are separate from the time stamps
embedded within the link file.

Link File Time Stamps Description

Created Time When a file is first opened, it creates a link file. The link file’s Created
time stamp is when the file (Pier.jpg) was FIRST opened.

Modified Time This is the time when the file (Pier.jpg) was LAST opened. If this is the
same as the Created time stamp, then you know that the file was only
opened once.

Access Time Once again, the accessed time is disabled in Windows Vista, 7, and 8.
Accessed will be the same date and time as Modified.

As you can see in Figure 6-10, the Created and Modified time of the link file are the same. This means
that the file (Pier.jpg) was only opened once.
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Here is a timeline of the file Pier.jpg (All UTC):

12/20/13 at 20:48:02 12/20/13 at 21:15:53 12/20/13 at 21:16:57
File is Last Modified File Lands in Pictures Folder File Lands in Pictures Folder
(Embedded Last Write Time) (Embedded Creation Time) (Link Created and Modified)

Figure 6-11 - Timeline of Pier.jpg Based on Link File

Since the last time this picture was modified is BEFORE the time it was created in that folder, it is likely
that this file was copied to the Pictures folder.
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Example 2 (Files Opened More than Once)

Take a look at the file called Cheetos.Ink and click on the Results view. Autopsy will show that this link
file is pointing to a “Cheetos.jpg” in E:\Coupons. This is important to note, because this could mean
that Craig had plugged in and used an external drive since it is found on something other than the C:
drive.

| Hex| Strings| File Metadata| Results | ] \
Res.. 1 of 1 Re...

Recent Documents

Path E:\Coupons\Cheetos.jpg

Path ID -1
Date/Time 2013-12-18 19:42:32

Source
File Path

Artifact ID  -9223372036854775248

fimg_Tucker.E01/vol_vol2/Users/Craig/AppData/Roaming/Microsoft/Windows/Recent/Cheetos.Ink

Figure 6-12 - Link File Shows Path of Cheetos.jpg

Next, take a look at the embedded date and time stamps in the Cheetos.Ink file.

Hex | Strings | File Metadata | Results | I |
Pa.. 1 of 1 P Go to Page: |1 Jump to Offset (

0x00000000: 4C 00 00 00 01 14 02 00 00 00 00 00 CO 00 00 00
0x00000010: 00 00 00 46 S3 00 20 00 20 00 00 00 A0 13 83 6E

0x00000020: 28 FC cz 01 [G0N00NZ1N7BIISaEDICE 01] |60 A1ISC6E

0x00000030: [E8 BL €D 01 22 96 01 00 00 00 00 00 01 00 00 00
0x00000040: 00 00 00 00 00 00 00 00 00 00 00 00 E7 00 14 00
0x00000050: 1F 50 EO 4F DO 20 EA 33 €3 10 A2 D8 08 00 2B 30
0x00000060: 30 9D 15 00 2F 45 3A SC 00 00 00 00 00 00 00 00
0x00000070: 00 00 00 00 00 00 00 00 00 00 00 56 00 31 00 00
0x00000080: 00 00 00 52 43 88 SC 10 00 43 4F 55 50 4F 4E S3
0x00000090: 00 40 00 05 00 04 00 EF BE 92 43 88 9C 92 43 00
0x000000a0: 40 2E 00 00 00 &0 85 &E 00 00 00 00 00 00 00 00
0x000000b0: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 43
0x000000c0: 00 6F 00 75 00 70 00 &F 00 62 00 73 00 00 00 16 -0.u.p.o.n.s....

Figure 6-13 - Embedded Creation, Last Access, and Last Write Times of Cheetos.jpg
Use the DCode tool to decode the embedded time stamps. You should have the following time stamps:
Embedded Creation Time (UTC): Wed, 18 December 2013 19:36:22 UTC
Embedded Access Time (UTC): Fri, 20 December 2013 08:00:00 UTC
Embedded Last Write Time (UTC): Mon, 14 January 2013 01:42:34 UTC

Note: You can tell a device is FAT32 based on the Last Access Time embedded in the link file. FAT32
does not track the time of the last accessed activity, only the date. In, DCode is reporting a last accessed
date of 12/20/2013 and the time is 8:00 AM (UTC). DCode is attempting to report UTC by adding 8
hours to a field that by default reports 12:00 AM.

Next, take a look at the time stamps of the link file itself.

Table ’ Thumbnail| ]

Name Created Time Modified Time Access Time
ALL COUPONS.Ink  2013-12 0:07:21 GMT 2013
AWESOME COUPON: 2013-12-20 21:43:07 GMT 2013
Biology and Aggressi 201 3-12-1¢ 15 MT  2013-

2013-12-18 19:42 013—12—20 21:17:12 GMT
Coca- Cola.Ink 2013-12-20 21:17:27 GMT  2013-12-20 21:17:27 Gh 2013-12-20 21:17:27 GMT
Coupons (2).Ink 2013-12-18 19:42:16 GMT  2013- 2013-12-21 01:09:58 GMT

GMT

> GMT

Figure 6-14 - Date and Time Stamps of the Link File
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The link file’s Modified date and time is different from the Created date and time. This means that Craig
opened the file more than once.
Here is a timeline for the file “Cheetos.jpg” (All UTC):

1/14/13 at 1:42:34 12/18/13 at 19:36:22 12/18/13 at 19:42:32 12/20/13 at 21:17:12
File is Last Modified File Lands in Coupons Folder File is FIRST Opened File is LAST Opened
(Link Created) (Link Modified)

(Embedded Last Write Time) (Embedded Creation Time)

Figure 6-15 - Timeline of Cheetos.jpg Based on Link File

If a file has been opened more than two times, you will only know the FIRST time it was opened (Link
Created) and the LAST time it was opened (Link Modified). Without other information, you will not
know what the date and time stamps were when it was opened in between. The computer does not

track the times in between,
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Example 3 (No Embedded Date/Time)

Another example you will want to look at is the MileyCyrus_tongue.Ink. If you look at the link file in
Hex view, you will see that there aren’t any date and time stamps embedded in the link file.

Table | Thumbnail|

Name Created Time Modified Time Access Time
3 SGMT  2013-12-1 2 12

01:01:41 GMT

http--mail.live.com-.Ink ~ 2013-12-
iPad - Edited 2013.Ink

Leaf Transmutation.Ink 2013-12-18 19:42:59 GMT  2013-1 9 2 i
2013-12:27 071 31 GUT
Monster Dnnk Coupon Ink 2013-12-17 2 GMT 2013-12-17 23
Multiple Intelligences Theol -12-18 1 T 2013-12
My Stuff.Ink 2013-12-17 2 GMT  2013-12-18 00:48 30
< i »

Hex 5 Strings | File Metadata | Results |
Pa... 1 of 1 P Go to Page: |1 Jump to Offset g

0x00000000

4C 00 00 00 01 14 02 00 00 00 00 00 CO 00 00 00 b ST
0x00000010] 5

00 00 00 46 9B 00 20 00 00 00 00 00 00 00 00 00
0x00000020:4 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
0x00000030:400 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00
0x00000040: 00 00 00 00 00 00 0 00 00 00 56 06 14 0
0x00000050: 1F 54 25 48 1E 03 94 7B C3 4D Bl 31 E9 46 B4 4C STSH...{.M.1.F.L
0x00000060: 8D D5 20 00 00 00 1A 00 EE BB FE 23 00 00 10 00 o
0x00000070: 9F AE 90 A9 3B A0 80 4E 94 BC 99 12 D7 50 41 04
0x00000080: 00 00 73 02 00 00 6D 02 81 15 14 10 43 02 20 00
0x00000090: 00 00 00 60 00 00 00 00 00 00 00 00 00 00 00 00
0x000000a0: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
0x000000b0: 10 01 00 00 31 S3 SO S3 A6 6A 63 28 3D 95 Dz 11
0x000000c0: BS D6 00 CO 4F D3 18 DO 25 00 00 00 0B 00 00 00

Figure 6-16 - No Embedded Time Stamps in Link File for MileyCyrus_tongue.jpg

There are a few situations that can cause this to occur. If the user uses the function “Save as” on a picture
when viewing a site using Internet Explorer, a link file will be created with no embedded date and time
stamps. Once the user opens the file, embedded date and time stamps will be added in the link file. A link
file is also created when a user does a “Save Image as” in Mozilla Firefox and Google Chrome. If the file
isn’t opened after it has been saved, there won’t be any embedded date and time stamps as well.

With certain applications, if the user creates a file in an application and saves it, but never opens it, there
won’t be any embedded date and time stamps. Once they do open the file, embedded date and time
stamps will be added to the link file.

If a user saves an email attachment but does not open it, there will be a link file with no embedded date
and time stamps. This only applies to certain email client software programs, such as Windows Live Mail.
Once the user actually opens the file, embedded date and time stamps will be added.

The Created time stamp of the link file shows when the picture was saved or created in an application.
The Modified time stamp matches the Created time stamp because it was never opened.

If the file had been opened after it was saved, it would create date and time stamps embedded within the
link file. The link file’s Modified time stamp would show when the file was LAST opened.

So, if a link file has no embedded date and time stamps it means the user could have:

1) Used Save as on a picture in a website, but never opened the file
2) Created the file in an application, but never opened it
3) Saved an attachment through an email client software, but never opened the file

A link file with no embedded date and time stamps merely gives you an idea of where the file might have
come from. Later, you will go through the user’s email and Internet history. If you see the file as an email
attachment or in their download history, you will know exactly where it came from.
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Example 4 (File is Moved, Link File is Updated)

Now that you have an understanding of link files, let’s take a look at how these can help in an
investigation. Look at the link file called Underage_lolita_r@ygold 001.Ink and click on the Results
view.

| Hex| Strings | File Metadata Results [ 11/ 7ot [1edia]

Res. 1 of 1 Re...

Path [C:\sers\Craig\Pictures\Underage_lolita_r@ygold_001.jpg |
PathiD -1

Date/Time 2013-12-21 19:32:38

Source

File Path /img_Tucker.E01/vol_vol2/Users/Craig/AppData/Roaming/Microsoft/Windows/Recent/Underage_lolita_r@ygold_001.Ink

Artifact ID  -9223372036854775249

Figure 6-17 — Path of Underage_lolita_r@ygold_001.jpg
This link file shows that when the picture was opened, it was located in:
C:\Users\Craig\Pictures

If you go to that location, you will see that the picture is no longer there. Go back to the link file and look
at the date and time stamps embedded in the link file.

Hex | Strings | File Metadata | Results | | |
Pa... 1 of 1 S Go to Page: |1 Jump to Offset |

0x00000000: 4C 00 00 00 01 14 02 00 00 00 00 00 CO 00 00 00
0x00000010: 00 00 00 46 9B 00 20 00 20 00 00 00 72 01 DA 73
0x00000020: 83 FE CE 01 [F2001 DAI7SE3IFEICET0D (00 5C EAES
0x00000030: (67 FEGE 04 BS 93 08 00 00 00 00 00 01 00 00 00
0x00000040: 00 00 00 00 00 00 00 00 00 00 00 00 4E 07 14 00
0x00000050: 1F 54 25 43 1E 03 94 78 C3 4D Bl 31 E3 46 B4 4C
0x00000060: 8D DS 20 00 00 00 12 00 EE BB FE 23 00 00 10 00
0x00000070: SF AE 50 AS 3B A0 80 45 94 BC 35 12 D7 50 41 04
0x00000080: 00 00 73 02 00 00 6D 02 81 15 14 10 43 02 20 00
0x00000090: 00 00 00 60 00 00 00 00 00 00 00 00 00 00 00 00
0x00000020: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
0x000000b0: 10 01 00 00 31 $3 50 53 A6 6A 63 28 3D 95 D2 11
0x000000c0: BS D6 00 CO_4F DS 18 DO 25 00 00 00 0B 00 00 00

Figure 6-18 - Embedded Creation, Last Access, and Last Write Times of Underage_lolita_r@ygold_001.jpg
Use the DCode tool to decode the embedded time stamps. You should have the following time stamps:
Embedded Creation Time (UTC): Sat, 21 December 2013 19:32:57 UTC
Embedded Access Time (UTC): Sat, 21 December 2013 19:32:57 UTC
Embedded Last Write Time (UTC): Sat, 21 December 2013 05:50:16 UTC

Next, take a look at the date and time stamps of the link file itself.

Table | Thumbnail

Name Created Time Modified Time Access Time
SonyPSP.Ink 2013-12-21 01:02 MT  2013-12-21 01:14:0
The Evolutionary Steps of Fish.Ink 2013-12-18 19:45:47 GMT 2013 3 19:45:47 T 2013 3 19:45:47 GMT
underage daughter R@ygold.Ink  2013-12-21 19:42:16 GMT  2013-12-21 19:43:21 GMT 2013-12-21 19:43:21 GMT

R Underage_lolita_r@ygold_001.Ink |2013-12-21 19:32:38 GMT |2013-12-21 19:33:05 GMT |2013-12-21 19:33:05 GMT

Underage_lolita_r@ygold_002.Ink 2013-12-21 19:32:45 GMT  2013-12-21 19:33:10 GMT  2013-12-21 19:33:10 GMT

Figure 6-19 - Date and Time Stamps of the Link File

The link file’s Modified date and time is different from the Created date and time. This means that Craig
opened the file more than once.
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Here is a timeline for the file “Underage lolita r@ygold 001.jpg” (All UTC):

12/21/13 at 5:50:16 12/21/13 at 19:32:38 12/21/13 at 19:32:57 12/21/13 at 19:33:05
File is Last Modified File is FIRST Opened File Lands in Pictures Folder File is LAST Opened
(Embedded Last Write Time) (Link Created) (Embedded Creation Time) (Link Modified)

Figure 6-20 - Timeline of Underage_lolita_r@ygold_001.jpg Based on Link File

The embedded Last Write Time tells us that the file was last modified BEFORE the creation time. This
indicates that the embedded Creation Time was when the picture was copied, not when it was actually
created.

The link file was FIRST opened several seconds before the embedded Creation Time, which means it
could have been opened on external media or in another folder before it was copied over.

When a file is opened in one location, it creates a link file. This is important to note that if a suspect then
copies that same file to a different location and opens it there, a new link file is not created. The original
link file is merely updated.

In this case, a link file was first created for the underage picture when it was opened in another location.
When it was copied and opened in the Pictures folder, that same link file’s embedded data was updated.
The local path displays where it was last opened, and its embedded Creation Time is updated to when the
file was copied to the Pictures folder.

You were able to determine the picture was opened somewhere else because the FIRST time it was
opened was before the embedded Creation Time. In the next section, you will learn how jump lists can
sometimes show other locations a file was opened in.

Note: This type of file naming is an indicator of child pornography. Searching for child pornography on
this suspect’s computer would be out of the scope of your original search warrant, which was just to
search for coupons. In a normal investigation, you should obtain another search warrant to further
investigate and see if the suspect had child pornography.
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Jump Lists

Jump Lists were a new feature added to Windows 7. They are similar to the Windows shortcuts (link
files) because they are designed to take a user directly to a specific file or directory used frequently or
recently.

W“1 Microsoft Word 2010 » | Recent

() Super Secret Stash.docx\

7] Secret Stash.docx

*7] Stash.docx

W7 Super Secret Stuff.docx

97 Secret Stuff.docx

Q; Stuff.docx )

Figure 6-21 - Jump List for Microsoft Word

Jump lists are important to look at because they may contain information of file activity that is no longer
present in the link files. However, you may also find file activity in link files but not in a jump list. It is
important to note that these are two separate artifacts and will not always match up.

There are two sets of jump lists, which are called Destination files:
automaticDestinations, which are created and maintained by the operating system.
customDestinations, which are maintained by the specific application.

A jump list is basically a catalog of one or more link files associated with a specific application. This
catalog stores the data in compound file binary (CFB) format. The jump lists are located in the
following subdirectories for all versions of Windows:

C:\[username] \AppData\Roaming\Microsoft\Windows\Recent\AutomaticDestinations
C:\[username] \AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations
There are various tools that you can use to review the contents of these files:
JumpLister from WoanWare: https://github.com/woanware/JumplLister
Windows Jump List Parser from TZWorks: http://www.tzworks.net
For this case, use JumpLister from WoanWare. To use this tool you need to first export the jump lists.
Navigate to the folder in the Tucker image that contains them.
Each jump list file name starts with a hex value prefix. This prefix is the Application ID. A resource for
looking up AppID’s is located at:
http://forensicswiki.org/wiki/List of Jump List IDs

Go ahead and highlight all the jump list files in the AutomaticDestinations folder, right-click one, and
select Extract File(s) (see Figure 6-22).
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N Craig Tucker - Autopsy 4.3.0 EI

Case View Tools Window Help

== Add Data Source ﬁ View Images/Videos E Timeline v A © - Keyword Lists Qr Keyword S...
€« [ ]show Rejected Results | Directory Listing e
@ AppDota (5) N /img_Tucker.E01/vol_vol2/Users/Craig/AppData/Roaming
J\?EJ .,.pI[_JocaI (19) Table | Thumbnail
- LocalLow (4) ‘Name
(=1 Roaming (6) 1! [current folder]
&+l Adobe (3). | 11! [parent folder]
%" - M.acromedla 3) 28c8b86deab549a1.automaticDestinations-m
=1} Microsoft (12)
[l Credentials (2) 469e4a7982ceadd4.automaticDestinations-ms
- InputMethod (3) 46f433176bc0b3d2.automaticDestinations-ms
[#-11) Internet Explorer (4) P 4cb9c5750d51c07f.automaticDestinations-ms
B MMC(2) 7e4dca80246863e3.automaticDestinations-ms
f ’;‘fst":‘;t”zg) 9533998e1308d73.automaticDestinations-ms
E‘ 3 Spelling (3) db53b23fd1edbd46.automaticDestinations-ms
#-1 SystemCertificates (3) f01b4d95cf55d32a.automaticDestinations-m
=l Vault (2) E Properties
= Windows (11) ‘ -
11! AccountPictures (3) -‘»~—-3 Extract File(s) < l
L\ Libraries (11 | el .
L Network ého)rtcuts ) el ;
& Printer Shortcuts (2) Add files to hash database *
(=4 Recent (88)
1) JAutomaticDestinations (16) |
)\ CustomDestinations (10) A L

Figure 6-22 — Highlight Jump Lists in AutomaticDestinations, Right-Click and Select Extract File(s)

Extract these files to your case Export folder. Open up the JumpLister tool where you downloaded it, and
then select File» Load.

i mptiier ==

Help

ation

Figure 6-23 — Click Load in JumpLister

Navigate to your export folder that contains the jump list files. Highlight and select each jump list file and
click Open.

If you click the jump list 46507-c9533998e1308d73.automaticDestinations-ms in JumpLister, you can see
what pictures have been opened (see Figure 6-24).
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L= Jumplister

2| &

File Name

Eile Tools Help

46499-28c8b86deab549al.automaticDestinations-ms
46501-469e4a7982cea4d4.automaticDestinations-ms
46502-46f433176bc0b3d2.automaticDestinations-ms
46504-4cb9c5750d51c07f.automaticDestinations-ms
46506-7e4dca80246863e3.automaticDestinations-ms
46507-c9533998e1308d73.automaticDestinations-ms e
46509-db53b23fd1edbd46.automaticDestinations-ms

Application

m

= Root

1D: 617 bytes

1B: 1884 bytes
19: 550 bytes
1A: 585 bytes
18: 550 bytes
17: 558 bytes
16: 3316 bytes
15: 1913 bytes

14: 561 bytes
< | T »

1F: 2311 bytes |
1E: 2311 bytes |

-~

1C: 617 bytes gl

1

Name

Local Base Path
Working Path
Arguments

Flags

Attributes

Show Command
Created Timestamp
Accessed Timestamp
Modified Timestamp
Drive Type

Serial No.

Volume Name

Value

[E:\Pictures\Underage_lolita_r@ygold_OOLjpg]

VolumelDAndLocalBasePath

Archive

Normal

Saturday, December 21, 2013 5:57:35 AM
Saturday, December 21, 2013 8:00:00 AM
Saturday, December 21, 2013 5:50:16 AM
Removable

-1737476168

STUFF

m

Figure 6-24 - Individual Entries in Photos App Jump List

Note: This version of Jumplister does not display what application goes with the jump list
€9533998e1308d73. This application is the Windows 8 “Photos” app and it is the default photo viewer

in Windows 8. This application is also present in Windows 10.

In the bottom left pane, there are entries for individual files that have been opened. These entries are
equivalent to a link file because they show where the file was located and it has the embedded date and

time stamps.

The bottom left pane also has an entry called DestList (Destination List). This list is a summary of each
entry (see Figure 6-25). There are three key fields that you want to focus your attention:

Number:
Date/Time:
Data:

This is the file location and filename

This is the last time the file was accessed with the program

This number will be associated with the entry number in the bottom left pane

Copyright © 2019. All rights reserved.
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. Jumplister E@
File Tools Help
=1

File Name Application b

46499-28c8b86deab549al.automaticDestinations-ms
46501-469e4a7982cea4d4.automaticDestinations-ms
46502-46f433176bc0b3d2.automaticDestinations-ms
46504-4cb9c5750d51c07f.automaticDestinations-ms
46506-7e4dca80246863e3.automaticDestinations-ms
46507-c9533998e1308d73.automaticDestinations-ms
46509-db53b23fd1edbd46.automaticDestinations-ms

E: 1904 bytes ~ || Data =
B: 606 bytes E:\Coupons\SonyPSP.JPG

A: 1881 bytes E:\Coupons\iPad - Edited 2013.png

9: 1881 bytes C:\Users\Craig\AppData\Local\Packages\microsoft.windowscommunicationsapps_8wekyb3d8
8:3278 bytes E:\Pictures\Underage_lolita_r@ygold_001.jpg ‘
7: 1889 bytes E:\Pictures\Underage_lolita_r@ygold_002,jpg =l
6: 1892 bytes C:\Users\Craig\Pictures\Underage_lolita_r@ygold_001.jpg ‘
5: 1892 bytes C:\Users\Craig\Pictures\Underage_lolita_r@ygold_002.jpg

4:3368 bytes ‘ C:\Users\Craig\AppData\Local\Packages\microsoft.windowscommunicationsapps_8wekyb3d&
1025 yttes = || C\Users\Craig\AppData\Local\Packages\microsoft.windowscommunicationsapps_8wekyb3d&
2:1916 bytes — ; ; ;

11919 bytes * C:\Users\Cra!g\Documents\My Stuff\Bagel .Bltes Cou;?oang o

- C:\Users\Cralg\AppData\LocaI\Packages\mlqosoft.wmrz[:l[owscommun1cattonsapps_8wekyb3d8 g

Figure 6-25 - DestList in Jumplister

As you can see in Figure 6-25, the jump list shows the underage pictures that were opened on the E: drive.

You did not have this information in the link files because the link files were updated.

You can see in the column Date/Time that the pictures Underage_lolita_r@ygold_001.jpg and

Underage_lolita_r@ygold_002.jpg were opened on the E:\ drive and in the Pictures folder on the

following dates:

Underage_lolita_r@ygold_001.jpg (E: Drive):
Underage_lolita_r@ygold_002.jpg (E: Drive):
Underage_lolita_r@ygold_001.jpg (Pictures Folder):
Underage_lolita_r@ygold_002.jpg (Pictures Folder):

12/21/13 7:32:38 PM (UTC)
12/21/13 7:32:45 PM (UTC)
12/21/13 7:33:05 PM (UTC)
12/21/13 7:33:10 PM (UTC)

Note: There are two other timestamps called Timestamp (New) and Timestamp (Birth). These are related
to Object IDs, which is a more advanced topic. For now, just use the Date/Time stamp to determine when

the file was first opened.

You can export out this jump list information to a CSV file by clicking File» Export
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| Jumplister
Tools Help
£l Load |

Application

~ _ . leab549al.automaticDestinations-ms
2cea4d4.automaticDestinations-ms
46502-46f433176bc0b3d2.automaticDestinations-ms
46504-4cb9c5750d51c07f.automaticDestinations-ms

46506-7e4dca80246863e3.automaticDestinations-ms
46507-c9533998e1308d73.automaticDestinations-ms
46509-db53b23fd1edbd46.automaticDestinations-ms

B

B0 Lte i GO I B 100

E: 1904 bytes

: 606 bytes

A: 1881 bytes
Gt

1881 bytes
3278 bytes
1889 bytes
1892 bytes
1892 bytes
3368 bytes
1925 bytes
1916 bytes
1919 bytes

= Data
E:\Coupons\iPad - Edited 2013.png

E:\Pictures\Underage_lolita_r@ygold_001.jpg
E:\Pictures\Underage_lolita_r@ygold_002.jpg
C:\Users\Craig\Pictures\Underage_lolita_r@ygold_001.jpg
C:\Users\Craig\Pictures\Underage_lolita_r@ygold_002.jpg

—|| C\Users\Craig\AppData\Local\Packages\microsoftwindowscommunicationsapps_8wekyb3d8/

= C:\Users\Craig\Documents\My Stuff\Bagel Bites Coupon.jpg

C:\Users\Craig\AppData\Local\Packages\microsoft.windowscommunicationsapps_8wekyb3d8|

C:\Users\Craig\AppData\Local\Packages\microsoft.windowscommunicationsapps_8wekyb3d8|

C:\Users\Craig\AppData\Local\Packages\microsoftwindowscommunicationsapps_8wekyb3d8!
C:\Users\Craig\AppData\Local\Packages\microsoft.windowscommunicationsapps_8wekyb3d8| ~

Destlist (9304 bytes) il Com

m

»

Figure 6-26 - Export Jump List Information to CSV File

Export the files to your case’s Export Folder. Now, open up Excel and go to the Data tab. Click “From
Text” under “Get External Data”.

E‘H @ - @& - ‘; Bookl - Microsoft Excel — =l b

Home Insert Pagelayout Formulas Review  View & e o P R
2 ) [y @ 4 [T P e == B .
NIEEE | 3 .

-
Textto Remove __ | Outline

Get External| Refresh z| sort | Fiter .
Data~ Allx: = ¥ Advanced | columns Duplicates 15?' Y.
onnections Sort & Filter Data Tools
AJ\ v Je ‘ v
T B [EeD T = —
i ] } | 3D E E G 17
A& | = S =l ==

From From | From From Other = Existing
Access Web | Text Sources~ Connections

Get External Data

4 LI
S

6

7/

8

9 4
< » )| Sheetl /Sheet? /Sheet3 /#d.” Kl »[]
Ready | |E@ 100% (=) 0— ) "

Figure 6-27 - Get External Data from Text to Open CSV File

Navigate to your Tucker Export\Jumplist folder and open the file DestList.csv. A window will open and
prompt you to choose your text import options. Pick Delimited and click Next (see Figure 6-28).
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Text Import Wizard - Step 1 of 3

The Text Wizard has determined that your data is Delimited.

If this is correct, choose Next, or choose the data type that best describes your data.
Original data type

Choose the file type that best describes your data:

- Characters such as commas or tabs separate each field.

() Fixed width - Fields are aligned in columns with spaces between each field.

Start import at row: |1 %+ File origin: | Windows (ANSI)

Preview of file C:\Users\Demo\Desktop\DestList.csv.

9533998e1308d73.automaticDestinations-ms,,1,win-bk3j6tfmhll,12/17/2013 11:31:02
9533998e1308d73.automaticDestinations-ms,, 10, win-bk3j6tfmhll,12/20/2013 9:16:06
9533998e1308d73.automaticDestinations-ms,,11,win-bk3j6tfmhll,12/20/2013 9:16:19
9533998e1308d73.automaticDestinations-ms,,12,win-bk3j6tfmhll,12/20/2013 9:16:53

9533398e1308d73.automaticDestinations-ms..13.win-bk3i6tfmhll.12/20/2013 9:16:57
1

1|

< FERRE

»

[File Name,Application,Stream No.,NetBIOS Name,Date/Time,MAC (New),Timestamp (New),| 4

1

Cancel [ Next > f [ Finish

Figure 6-28 - Import DestList.csv as Delimited

Check the Comma delimiter and hit Finish.

Delimiters

[] Tab

[] semicolon [ Treat consecutive delimiters as one

& Text gualifier: | " |Z|
Space
|:| Other:

Data preview

Text Import Wizard - Step 2 of 3 @

This screen lets you set the delimiters your data contains. You can see how your text is affected in the preview below.

ile Name pplication Stream No. etBIOS Name at] &
9533998e1308d73 .. automaticlestinations—ms in-bk3jetfmnhll {12 |§
9533998el1308d73 . automaticDestinations-ms 1] in-bk3jétfmhll 2/
9533998e1308d73 .. automaticlestinations—ms 1 in-bk3jetfmnhll {12
9533998el1308d73 . automaticDestinations-ms 2 in-bk3jétfmhll A2
95|33998e1308d’?3 .automaticlestinations-ms 3 in-bk34i6tfmhll hz2/d "
4 i} *P

| cancel || <Back || wea> || Fmish

Figure 6-29 - Set Comma as Delimiter

This will give you a clean report of the jump list information (see Figure 6-30).
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Recent Files

File Name

€9533998e1308d73.automaticDestinations-ms
€9533998e1308d73.automaticDestinations-ms
€9533998e1308d73.automaticDestinations-ms
€9533998e1308d73.automaticDestinations-ms
€9533998e1308d73.automaticDestinations-ms
€9533998e1308d73.automaticDestinations-ms
€9533998e1308d73.automaticDestinations-ms
€9533998e1308d73.automaticDestinations-ms
€9533998e1308d73.automaticDestinations-ms

Date/Time Data

12/17/2013 23:31 C:\Users\Craig\AppData\Local\Packages\microsoft.windowscom

12/20/2013 21:16 C:\Users\Craig\Pictures\desk_setup.jpg

12/20/2013 21:16 C:\Users\Craig\Pictures\School\SMC_Library.jpg

12/20/2013 21:16 C:\Users\Craig\Pictures\Santa Monica\Park.jpg

12/20/2013 21:16 C:\Users\Craig\Pictures\Santa Monica\Pier.jpg

12/20/2013 21:17 E:\Coupons\Coca- Cola.jpg

12/20/2013 21:26 C:\Users\Craig\AppData\Local\Packages\microsoft.windowscom

12/20/2013 21:28 C:\Users\Craig\Documents\Guides\HowtoMakeCoupons.jpg
12/21/2013 0:55 E:\Coupons\GiftCards.jpg

Figure 6-30 - CSV of Jump List Information

If you click on one of the cells in the top row and then click the Filter button under the Data tab, you can

easily filter for specific text or sort the columns.

@\ Ho-0o-|s Bookl - Microsoft Excel o @ 2
Home Insert Page Layout Formulas Data Review View s @ o @ =

\ |3 connections % Group ~

= = - 3
E A 2 (A% i = E«E = =
%F Properties il ES : ] ¥ Ungroup -~ ==
Get External Refresh %] Sort L Textto Remove o
Data ~ All~ =2 Edit Links |J7 Advanced | columns Duplicates =2 ~ 4 subtotal
Connections Sort & Filter Data Tools Outline ]
J1 % f | Data v
\ J K L M
lData ¥,

I

2 | C:\Users\Craig\AppData\Local\Packages\microsoft.windowscommunicationsapps_8wekyb3d8bbw
3 C:\Users\Craig\Pictures\desk_setup.jpg

4 C:\Users\Craig\Pictures\School\SMC_Library.jpg

5 C:\Users\Craig\Pictures\Santa Monica\Park.jpg
6
U
8
9

C:\Users\Craig\Pictures\Santa Monica\Pier.jpg
E:\Coupons\Coca- Cola.jpg
C:\Users\Craig\AppData\Local\Packages\microsoft.windowscommunicationsapps_8wekyb3d8bbwe
C:\Users\Craig\Documents\Guides\HowtoMakeCoupons.jpg

10 E:\Coupons\GiftCards.jpg

11 E:\Coupons\Shavers.png

12 E:\Coupons\SonyPSP.JPG

13 E:\Coupons\iPad - Edited 2013.png

v

4 4 » M| Sheetl /Sheet2 /Sheet3 /%d 4 o ° w T
|[EB|0 B 100% (=) - (+) .,

Ready |

Figure 6-31 - Filter Function in Excel under Data Tab

By clicking the arrow at the end of each column header, you can select filters such as Text
Filters»Begins With. These are helpful if you want to only view files on external media or just on
the C: drive.

Custom AutoFilter

Show rows where:
Data

begins with

=] e
8

Use ? to represent any single character
Use * to represent any series of characters

@ And () or

Cancel

ok ||

)

Figure 6-32 - Text Filter Begins with E:\
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Recycle Bin

Introduction

Since the file “Underage lolita r@ygold 001.jpg is no longer in the Pictures folder and you don’t have
Craig’s E: drive, you should see if it was deleted. Most computer users believe that when a file is deleted
and the recycling bin is emptied, that the file cannot be accessed. However, deleting a file can still leave
data behind for recovery. This is because when a file is deleted, the data is only marked as deleted by the
computer and allows that area of the disk to be available for storing new data. It's not until the user
overwrites this area of the disk that the data is actually deleted. Even part of the original file may still be
recoverable if the user only overwrote a portion of the disk space. Therefore, this data can be recovered
by investigators. This process is known as "file carving."

$R and $I Files

The first time a user deletes a file, the file is not actually deleted. A new folder is created in the Recycle
Bin, and the deleted files are moved to it. The folder that is created is named after the security identifier
(SID) and the relative ID (RID) of the associated user. You can use this information to determine which
user account deleted the file. You are going to look at Craig’s Recycle Bin (see Figure 7-1), which is
located in:

C:\$Recycle.Bin\S-1-5-21-1049150138-4017234595-3791460656-1001
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M Craig Tucker - Autopsy 4.3.0 =B
Case View Tools Window Help

.+ Add Data Source . View Images/Videos ::-_'_ Timeline . Generate Report g Close Case ¥ A © - Keyword Lists Q- Keyword S...

€ [ Show Rejected Results | Directory Listing ] — R — LneE
= /img_Tucker.E01jvol_vol2/$Recycle.Bin/S-1-5-21-1049150138-4017234595-3791460656-1001 I
—I @ Data Sources ~ [Tabh‘ThumbnaiI

(= & Tucker.E01 — T = =
vol1 (Unallocated: 0-2047) Name Created Time Modified Time

=« vol2 (NTFS / exFAT (0x07): 2048-125827071) J [current folder] 2013-12-17 23 SMT 2013
[=: 3} $zxte:d l(:ﬁ) - 1. [parent folder] 2 2013
4 $OrphanFiles 2 =
= B $Recycle.Bin (3) < :$:ZMI\‘:J:SSI-]PQ :Jl
P S-1-5-21-1049150138-4017234595-3791460656-1001 (12) B~ 2 6o Jpg ==

@ sunalloc (5) & $IVWUORQ.wmv 1
[ [ Boot (47) & $R8MHF6S.jpg 013
1. Documents and Settings (2) = | [E$RGQWXSLjpg 2013

1 PerfLogs (2) & $RVWUORQ.wmv 013

[ ) Program Files (21) desktop.ini 1
[+ 1 Program Files (x86) (16) 7 7557"9;3;!\],"7 o

[+ (1) ProgramData (10) |

Figure 7-1 - Craig’s Recycle Bin

Note: If a user deletes a file using the command prompt or does Shift+Del, the file bypasses the Recycle
Bin and it is deleted right away.

Both file names contain 6 identical, random characters and its original extension, preceded by either $I or
$R. The $I file contains information about the deleted file including the file’s size, deleted time, path, etc.
The $R file contains the actual deleted file itself.

Directory Listing
/img_Craig Tucker Desktop.E01/vol_vol2/$Recycle.Bin/S-1-5-21-1049150138-4017234595-3791460656-1001
Table Thumbnail

Name Modified Time Change Time Access Time Created Time Size
* [eurrent folder] 2013-12-27 00:45:34 ... 2013-12-27 00:45:34 ... 2013-12-27 00:45:34 ... 2013-12-17 15:12:05 ... 56
* [parent folder] 2013-12-17 15:12:05 ... 2013-12-17 15:12:05 .., 2013-12-17 15:12:05 ... 2013-08-22 08:36:31 ... 328
» $I8MHF6S.jpg 208 o 7 i 2013-12-26 23:27:06 ... 2013-12-26 23:27:06 ... 544

*$IGQWXSLjpg 21100l = DN Iaifelgnal- a e A, 2013-12-26 23:27:09 ... 2013-12-26 23:27:00 ... 544

« $IVWUORQ.wmv I ) (){-1)-27 00:45:34 ... 2013-12-27 00:45:34 ... 544

* $R8MHF6S.jpg e 3-12-26 23:27:06 ... 2013-12-21 11:32:57 ... 2013-12-21 11:32:57 ... 562101

* $RGQWXSLjpg oSO gT={Ta YN S 1[5 12-26 23:27:09 ... 2013-12-21 11:32:57 ... 2013-12-21 11:32:57 ... 626337
“$RVWUORQwWmv 20 R - 12-27 00:45:34 ... 2013-12-21 11:43:02 ... 2013-12-21 11:43:02 ... 8076724 .,
desktop.ini 2013-12-17 15:12:05 ... 2013-12-17 15:12:05 ... 2013-12-17 15:12:05 ... 2013-12-17 15:12:05 ... 129

Figure 7-2 - $I and $R Files

In Autopsy, look at the $I file called $IGQWXSI.jpg and click the Strings view. You will see the path of
where $IGQWXSI.jpg was originally stored on the computer before the user deleted the file.

Table | Thumbnail

Name Created Time Modified Time
1! [current folder] 2013-12-17 GM 20 2-27 08:45:34 GMT
U [parent folder] 2013 2 15:36:31 GV 2013-12-17 .05 GM
& $I8MHF6S.jpg 5

& $IVWUORQ.wmv 2013

[ $R8MHF6S.jpg

B $RGQWXSLjpg

& $RVWUORQ.wmv
+/ desktop.ini

<« | L1} |

| Hex| Strings | File Metadata -/ | Indexed Text| Media 7 =/i/|
Pa.. 1 of 1 Pis Go to Page: Script: |Latin - Basic

lc :\Users\Craig\Pictures\Underage_lolita_r@ygold_002.jpg l

Figure 7-3 - $IGQWXSI File Shows Location and Name of File Before Deletion
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Recycle Bin

Next, if you view $IGQWXSI.jpg in Hex view, you can see there is EMBEDDED data regarding the file
before it was deleted. There are three pieces of critical information: the Windows version, file size, and

time and date.

Name Modified Time

“ [current folder] 2013-12-27 00:45:34 .
“ [parent folder]

* $18MHF6S.jpg 2013-12-26 23:27:06 .

-sIVWUORmev 2013-12-27 00:45:34 .
* $R8MHF6S.jpg 2013-12-20 21:50:16 ...
*$RGQWXSLjpg 2013-12-20 21:56:30
“$RVWUORQwmv  2013-12-01 21:00:54 ..
desktop.ini 2013-12-17 15:12:05 ...

;

Hex Strings File Metadata

1 oof 1 Go to Page:

2013-12-17 15:12:05 ...

Change Time

2013-12-27 00:45:34 ..
2013-12-17 15:12:05 ...

Indexed Text Media
Jump to Offset 0

2013-12-26 23:27:06 ...
. 2013-12-27 00:45:34 ...
2013-12-26 23:27:06 ...
.. 2013-12-26 23:27:09 ...
2013-12-27 00:45:34 ..
2013-12-17 15:12:05

Access Time
2013-12-27 00:45
2013-12-17 15:1

2013-12-26 23:2

2013-12-27 00:45
3

2013-12-21 11:3
2013-12-21 11

.. 2013-12-17 15:1

0x00000000: /01 00 00 00 00 00 00 00 Al 8E 09 00 00 00
0x00000010:J 60 92 7A OD DS 02 CF 01 43 00 3A 00 sSC 00
0x00000020:] 73 00 &5 00 72 00 73 00 SC 00 43 00 72 00
0x00000030:] €9 00 €7 00 SC 00 SO 00 €9 00 €3 00 74 00

0x00000040:
0x00000050:
0x00000060:
0x00000070:
0x00000080:
0x00000090:

7z 00 65 00 73 00 SC 00
72 00 61 00 €7 00 €5 00
€9 00 74 00 €1 00 SF 00
6F 00 6C 00 64 00 SF 00
€A 00 70 00 &7 00 00 00
0 00 00 00 00 00 00 00

55 00 6E 00 &4 00
SF 00 6C 00 6F 00
72 00 40 00 79 00
30 00 30 00 32 00
00 00 00 00
00 00 00 00

00 00
00 00

0x000000a0: 00 00 00 00 00 00 00 00

00 00 00 00

00 00

00 00
§5 00
61 00
75 00
€5 00
6C 00
€7 00
2E 00
00 00
00 00,
00 00

2013-12-21 11:43

Created Time

2:05 ... 2013-08-22 08:

4 ... 2013-12-27 00:4
57 ... 2013-12-211
57 ... 2013-12-21 11:3

5

2:

2:05 ...

Figure 7-4 — Embedded Data in $IGQWXSI File

5:34 ... 2013-12-17 15:12:05 ...

36:31....

7:06 ... 2013-12-26 23:27:06 ... i

E!-!
4 ... 544 i

... 562101

... 626337

.. 2013-12-21 11:43:02 ... 8076724 |

2013-12-17 15:12:05 ...

Size
56

328
544

129

The first 8 bytes of the $I file tell you the Windows version the file was created on. If the first byte is “01”
then the user’s computer was running Windows 8 and “02” if the user was running Windows 10. The
second set of 8 bytes (starting at offset 8) represent the size of the original file.

Hex Strings File Metadata

1 oof 1 Go to Page:

0x00000g€6——01 00 00 00
OxODOOOIO: €0 92 7a 0D
0x00000p20: €s 00
0x00000030: €9 €7 00

00 00 00 00 Al
DS 02 CF 01 43
72 00 73 00 sC
SC 00 50 00 €3

0x00000040: sC 00 S5
0x00 €5 00 SF
0x004g SF 00 72
0x000% o0 SF 00 30
OxOODDOOBO: 6A 00 70 00 €7 00 00 00 00

0x00000090: 00 00 00 00 00 00 00 00 00
0x000000a0: 00 00 00 00 00 00 00 00 00
0x00000000: 00 00 00 00 00 00 00 00 00
0x000000c0: 00 00 00 00 00 00 00 00 00
0x000000d0: 00 00 00 00 00 00 00 00 00
0x000000e0: 00 00 00 00 00 00 00 00 00
0x000000£0: 00 00 00 00 00 00 00 00 00

Indexed Text Media
Jump to Offset 0

8E
0o
00
00
00

0S5 00 00 00
32 00 sSC 00
43 00 72 00
€3 00 74 00
6E 00 &4 00
6C 00 6F 00
40 00 79 00
30 00 32z 00
00 00 00 00
00 00 00 00
00 00 00 00
00 00 00 00
00 00 00 00
00 00 00 00
00 00 00 00
00 00 00 00

SR oL P S 12
-s.\.C.r. a.
-P.i.c.t.u.
-\.U.n.dVe.

Figure 7-5 — Embedded Information on Windows Version and Size of File

The hex value of the file size is represented in “Little Endian” format which means the little end is read
first. To convert this into human-readable information you must read the hex value with the larger order
first (read the sets of two digits from right to left). Therefore, you would convert from “Little Endian” as

follows:

File Edit Format View Help

HEX OFFSET ©x8 OF $IGQWXSI.JPG ~

Al 8E ©9

---> 09 8E Al

Figure 7-6 — Convert Little Endian Format by Reading Data Right to Left

Then convert this hex value to a decimal to get the file size in bytes by using a conversion calculator. To
do so, you are going to use the following website:

http://www.rapidtables.com/convert/number/hex-to-decimal.htm

Copyright © 2019. All rights reserved.
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Once you have this calculator open, type your converted human-readable hex value into the “Enter hex
number” box and then click “Convert”.

Hex to Decimal converter

Enter hex number:

098EA1 16

< Convert % Reset t1Swap

Decimal number:

626337

10

Decimal from signed 8/16/32 bit:

10

Binary number:

10011000111010100001

Figure 7-7 — Type in Converted File Size Hex Value from $$1GQWXSI.jpg and Click Convert

The value displayed in the “Decimal number” box in the conversion calculator is the size of the file
before it was deleted by the user in bytes.

Next, encoded in the hex value of $IGQWXSI.jpg is the date and time stamp of when the file was deleted.

Hex Strings File Metadata Indexed Text Media
1 of 1 Go to Page: Jump to Offset 0

0x00000000: 01 00 00 00 00 00 00 00 Al 8E 03 00 00 00 00 00
0x00000010: (60152 7A 0D DS 02 CE 01] 43 00 3A 00 SC 00 S5 00
0x00000020: 73 00 €5 00 | 72 00 73 00 SC 00 43 00 72 00 &1 00
0%000000 9 00 €7 00 [ 5C 00 S0 00 €9 00 63 00 74 00 75 00
0x00000040: 72 00 &5 00W73 00 5C 00 S5 00 6 00 &4 00 &5 00
3 &C 00 &F 00 &C 00

DELETED Date & Time Stamp 40 00 79 00 €7 00
] B 30 00 32 00 2= 00
0x00000080: A 00 70 00 &7 00 00 00 00 00 00 00 00 00 00 00
0x00000090: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
0x00000020: 00 00 00 00 00 00 00 00 00 00 00 0O 00 00 00 00
0x000000b0: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
0x000000c0: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
0x000000d0: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
0x000000e0: 00 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 00
0x000000£0: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Figure 7-8 — Embedded Deleted Time Stamp in $IGQWXSI.jpg

To decode the timestamp, you are going to once again use the DCode (Version 4.02a) tool. Once you
have DCode open, you need to copy the time stamp from the Hex tab of the selected $I file which begins
at offset 16 and is 8 bytes in length. Then, set the Decode Format to Windows: 64 bit Hex Value - Little
Endian. Click the Decode button to see the decoded Date and Time. You should have Fri, 27 December
2013 07:27:06 UTC for when the file Underage lolita r@ygold 002.jpg was deleted from the user’s
Pictures folder (see Figure 7-9).
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L I ———
[DComE 4

Convert Data to Date / Time Values

Add Bias: |UTC 00:00 ~| I Window on top
Decode Format: [|Windows: 64 bit Hex Value - Little Endian | ~|

Example: IfFOBD)}lSHl(IO]

Value to Decode: |[ooosAooao502CFo 1 Ej
-
Date &Time: uFﬂ 27 December 2013 07:27:06 UTC l
7

www.digital-detective.co.uk

Figure 7-9 — Copy Deleted Time Stamp, Set Format to Little Endian, and Click Decode

Note: This encoded date is important to decode since Autopsy does not automatically provide the
Deleted time in its platform. This often helps with creating timelines in analysis.

Now, look at the file called SRGQWXSI.jpg and click on Media view. You will see a preview of the file
that was deleted by the user. In this case, you should see a .jpg picture.

Table [ Thumbnail|
Name Created Time Modified Time
& $R8MHF6S.jpg 2013-12-21 19:32:57 GMT  2013-12-21 05:50:16 GMT
& $RVWUORQ.wmv
desktop.ini
< i

Hex | Strings | File Metadata

).

CRIME SCENE - DO NOT CROSS
QS = L

CRIME SCENE - DO NOT CROSS

Figure 7-10 — Preview $RGQWXSI.jpg with Media View

Note: Throughout these practice and test images, you may see pictures with crime scene tape. These are
the simulated child pornography images, and you should tag any of these images since they are important
to your investigation.
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External Storage Devices

Introduction

When you looked at Craig’s link files and jump lists, some of the data was pointing to an E: drive, which
was a removable disk. These link files pointed back to potential fraudulent coupons and CP. Now that you
are aware of the suspect’s external E: drive, you need to know more about it. It is also important for you
to learn more about USB devices and what information is stored when they are plugged into acomputer.

USB devices are designed under USB Bus specifications, which describe the design and technical details
for manufacturing them. From a forensics viewpoint, there are a couple of technical details under the
Standard USB Descriptors Definitions that help to identify a specific USB device. Each USB device
contains information that is embedded at the time of manufacturing.

You can use a freeware tool, such as Microsoft’s Universal Serial Bus Viewer (USBView) to read the
information. USBView can list USB host controllers, USB hubs, and attached USB devices. The
following information for a SanDisk, U3 Cruzer Micro, 2GB thumb drive was extracted using USBView:

===>Device Descriptor<===

bLength: 0x12

bDescriptorType: 0x01

bcdUSB: 0x0200

bDeviceClass: 0x00->This is an Interface Class Defined Device
bDeviceSubClass: 0x00

bDeviceProtocol: 0x00

bMaxPacketSizeO: 0x40 = (64) Bytes

idvendor: 0x0781 = SanDisk Corporation
idProduct: 0x5406

bcdDevice: 0x0200

iManufacturer: 0x01

English (United States) "SanDisk"

iProduct: 0x02

English (United States) "U3 Cruzer Micro"
iSerialNumber: 0x03

English (United States) "43174013F2C14667"
bNumConfigurations: 0x01
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Chapter 8

The key fields of information that can be relevant to a forensic investigation are:
Vendor ID (idVendor)
Product ID (idProduct)
Manufacturer (iManufacturer)
Product (iProduct)
Serial Number (iSerialNumber)

Since | physically possessed the device, | could confirm the accuracy of the information listed by
USBView. | could see that the device was in fact a SanDisk U3 Cruzer Micro. However, the serial
number was not stamped on the exterior of the device. You should also be aware that while some devices
may have a serial number that is visible, it may not match the serial number that is embedded in the USB
circuit board.

No matter what serial number is stamped on the exterior, you will always want to check the internal serial
number, which is also called the iSerialNumber.

The Vendor ID, which is 2 bytes in length, is assigned by the USB Implementers Forum, Inc. Each
vendor is assigned a unique ID.

The Product ID is also 2 bytes in length, but it is randomly assigned by the manufacturer. A good
reference for Vendor and Product ID’s can be found at the following website:

http://www.linux-usb.org/usb.ids

Although the information on this website shouldn’t be considered authoritative, since it’s submitted by
individuals, it is a good starting point to look up information that may match the Product ID.

Another freeware tool that can be used to read a USB device is USBDeview, which can be downloaded
from:

http://www.nirsoft.net

& USBDeview [E=8 EoE =%~

File Edit View Options Help
(Xg|oc o @AAeaE A

Device Name Description Serial Number VendorID ProductlD Drive Letter 4
@ CodeMeter-Stick  WIBU - CodeMeter-Stick USB Device 0001188755 064f 03e9 L =
@ Backup+ BK Seagate Backup+ BK USB Device NA53T044 Obc2 a003 G:

@ Backup+ BK Seagate Backup+ BK USB Device NAS3Z37E Obc2 a013 J: v
< 1 )

76 item(s), 1 Selected NirSoft Freeware. httpiwww.nirsoftnet. |\, chidc’is not loaded

Figure 8-1 — USBDeview
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External Storage Devices

Windows Plug and Play

Now that you know what information is embedded in a USB device, you need to understand what
happens when a USB device is plugged into a Windows-based computer.

The plug and play manager extracts information from the USB device when it is first plugged into a
Windows computer. As you can see in Figure 8-2, it records that information in several locations.

SYSTEM Hive

First time the device was
connected

Last time the device was
connected (Win 8 only)
Vendor and Product
Version

VID and PID v
iSerialNumber *\
GUID N\

Setupapi.dev.log

First time the device was
connected

NTUSER.DAT

User that plugged in the
device

Last time the device was
connected (Win 7)

Drive Letter \

SOFTWARE Hive

Vendor and Product
Version

VID and PID
iSerialNumber
Volume Label

Figure 8-2 - Information Recorded when USB is Connected

Autopsy Devices Attached

When you ran modules earlier on Autopsy, it pulled different information from the registry, including

devices connected.

N Craig Tucker - Autopsy 4.3.0
Case View Tools Window Help

R ECR %=

Add Data Source ﬁ View Images/Videos E Timeline ¥ A © - Keyword Lists Q- Keyword S...
& [] Show Rejected Results | Directory Listing ‘ e
Devices Attached 28 Results
=) E Pata Sources Table | Thumbnail
=1 & Tucker.E01 ) ) |
vol1 (Unallocated: 0-2047) Source File  Device Model i
[ vol2 (NTFS / exFAT (0x07): 2048-125827071) ESYSTEM ROOT_| A
vol3 (Unallocated: 125827072-125829119) £ SYSTEM '
e Views
K SYSTEM =

[=HE Results
— B Extracted Content
~H -+
[} Encryption Detected (2)
4 Installed Programs (64)
=4 Operating System Information (4)
- # QOperating System User Account (8)
& Recent Documents (48)
-4 Web Bookmarks (1)
@ Web Cookies (321)
; Web Downloads (8)
~~Z Web History (194)
@ Web Search (17)
4 Keyword Hits
+ % Hashset Hits
-+ E-Mail Messages
+-# Interesting Items
+& Accounts

ataTraveler 102 Flash Drive / HEMA Flas|

K SYSTEM |

K SYSTEM
K1 SYSTEM
Fl SYSTEM
Fl SYSTEM
K SYSTEM

| Hex| Strings | File Metadata| Results || 6] Media]
Res... 4 of 15 Re... €/

Devices Attached

< I

|

v

Figure 8-3 — Devices Attached Information Autopsy Retrieved After Running Module
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While this information can be useful at face value, it does not really give much detail on the devices
actually connected. There are also entries that are not related to external drives that were physically
connected, which is not useful to the investigation at the moment. You are going to extract the four key
files that store USB information (SYSTEM, SOFTWARE, NTUSER.DAT, and setupapi.dev.log) and
then use another tool to find more detailed information.

SYSTEM Hive

Throughout these next sections, you can use the Windows 8 USB Worksheet in the Appendix to follow
along with the useful information you want to find for connected USBs.

When a USB device is first connected, it stores the following information in the SYSTEM hive:
Vendor
Product
Version
VID and PID
iSerialNumber
GUID
Drive letter of the USB
Open the SYSTEM hive in Registry Explorer and navigate to the following subkey:

[CurrentControlSet] \Enum\USBSTOR

Note: As you may remember from earlier, the Select subkey showed you that the current control set was
1. In this case, it is also the only control set in this SYSTEM hive.

‘¥ Registry Explorer v0.8.1.0
File Tools Options Bookmarks (26/0) View Help
; Registry hives (1) | Available bookmarks (26/0)

Key name

A
C HID
» = HTREE
b LPTENUM
> = PCI
b PCIIDE
C ROOT
SCSI
b STORAGE
0 SW
C SWD
0 usB
» 4 USBSTOR <
41— Disk&Ven_Kingston&Prod_DT_100_G2&Rev_PMAP
000FEAFB938CECC027E200F6&0
Hardware Profiles

Policies

[ Key: [ControlSetOOl\Enum\USBSTOR]

Figure 8-4 - USBSTOR Subkey in SYSTEM Hive
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You will see a subkey under USBSTOR which has a name with the following information:

Vendor (Ven): Kingston
Product (Prod): DT 100 G2
Version (Rev): PMAP

+"Checkpoint: Write Vendor, Product, and Version in Section 1 on your USB worksheet.

Below this subkey is another subkey named after the iSerialNumber
“000FEAFB938CECCO027E200F6&0", which Microsoft calls the Instance ID. By omitting the suffix
(&#), you can see the iSerialNumber.

Note: The (&#) suffix shows what port the USB device was connected to.

+’Checkpoint: Write the iSerialNumber in Section 2 on your USB worksheet.

Open up the iSerialNumber subkey and go to the following location:
Properties\{83da6326-97a6-4088-9453-a1923f573b29}

As you can see in Figure 8-5, this subkey contains six subkeys. Four of the subkeys, 0064, 0065, 0066,
and 0067, have important time stamps. The subkey 0064 shows the date and time when the device’s
driver was first installed. The subkey 0065 shows when the device’s driver was installed. 0064 and 0065
will typically be the same date and time.

The subkeys 0066 and 0067 are new to Windows 8. 0066 shows when the device was last connected and
0067 shows when the device was last removed.

A Registry Explorer v0.8.1.0
File Tools Options Bookmarks (26/0) View Help
Registry hives (1) | Available bookmarks (26/0)

‘ Key name 4
‘ v

\ 4 USBSTOR

| 4 Disk&Ven_Kingston&Prod_DT_100_G2&Rev_PMAP
‘ 4 [ 000FEAFB938CECC027E200F6&0

T Device Parameters

1 4 [ Properties

} ! {3464f7a4-2444-40b1-980a-e0903cb6d912}
? {540b947e-8b40-45bc-a8a2-6a0b894chda2}

‘ 0 {80497100-8c73-48b9-aad9-ce387e19c56e} al s
T » a1 {83da6326-97a6-4088-9453-a1923f573b29} . .
\ 0003

\ 000A

i 0064 <@ Device First Installed (Win 7/8)

| 0065 <@ Device Installed (Win 7/8)

| 0066 <= Device Last Connected (Win 8)

‘ 0067 <= Device Last Removed (Win 8)

Figure 8-5 - Date and Time Stamps for USB Device

" Checkpoint: Write the first time connected, last time connected, and last time removed in Sections 3,
4, and 5 on your USB worksheet.
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- Registry Explorer v0.8.1.0 EIE
File Tools Options Bookmarks (26/0) View Help
Registry hives (1) | Available bookmarks (26/0) Values |
Key name Drag a column header here to group by |
% b5 Value Name  Value Type
> SW o -
L DeviceDesc ~ RegS: \
SRR T » ev:ce. .e?sc egSz |
2 USBSTOR e Capabilities ~ RegDword .. ‘
4 Disk&Ven_Kingston&Prod_DT_100_G2&Rev_PMAP e ContainerlD  RegSz S
» 4 [000FEAFB938CECC027E200F680 | .. || HardwareD RegMultiSz
> E i tible... RegMultiSz
¥ Device Parameters Key: 000FEAFB938CECC027E200F60 i :
4 Properties UID RegSz 2
v = {3464f7a4-2444-40b1- - Add bookmark F4 LL— — .
o 5 = | ewer | Slack vi
b {540b947e-8b40-45bc Hide key . ack viewer |
» = {80497100-8c73-48b9+ L. o=
47 {83da6326-97a6-4088- H &port »
0003 ‘ » | /2 Keyname <@—
— 000A | =
0064 84 Expand subkeys Alt+Down /°  Key path
— 0065 :2 Collape subkeys A|t+Up "~ Last write time
[0 Key: ControlSet001\Enum\USBST( @  Technical details F5 iceDesc  Collapse all hives

Last write: =~ 2013-12-18 19:41:02 +00:00 11 of 11 values shown (100.00 %) Load Hidden keys: 0 -

Figure 8-6 — Right-Click iSerialNumber Subkey and Select Copy Key Name

Press Control+F or click on Tools» Find to conduct a search. When the Find window opens, paste the
iSerialNumber into the Search For field. Delete the &0 at the end of the iSerialNumber. Check Key
Name, Value Data, and Value Name. Leave Value Slack unchecked and then click Search.

45 Find
Options Help
Standard
Search for IOOOFEAFBQBSCECC027E200F6 ] Search in
¥ Key name [ Value name
[iValue data [ Value slack]
Search type
© Simple

© Regular expression

History s _

Figure 8-7 — Paste iSerialNumber, Check Key Name/Value Name/Value Data, Click Search

Down in the results pane, you want to look in the Key Path column for a hit under the USB subkey and
the Mounted Devices subkey.
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Key Path -

MountedDevices
MountedDevices
DriverDatabase\Devicelds\USB\VID_046E&PID_6782&MI_01\# #?#USBSTOR#Disk&Ven_Kingston&Prod_DT_100_G2&Rev_PMAP...
DriverDatabase\Devicelds\USB\VID_046E&PID_6782&MI_01\# #?#USBSTOR#Disk&Ven_Kingston&Prod_DT_100_G2&Rev_PMAP...
ControlSet001\Services\rdyboost\AttachState
ControlSet001\Enum\USBSTOR\Disk&Ven_Kingston&Prod_DT_100_G2&Rev_PMAP\0OOFEAFBO38CECC027E200F6&0

ControlSet001\Enum\USB\VID_0930&PID_6545\000FEAFB938CECC027E200F6\Device Parameters
ControlSet001\Enum\USB\VID_0930&PID_6545\000FEAFBI38CECC027E200F6

Figure 8-8 — Search Result in MountedDevices and USB Subkeys

First, the iSerialNumber for the connected Kingston device is under the USB subkey. The iSerialNumber
has a parent subkey named with the Vendor ID (VID) and the Product ID (PID), which in this case is
“VID_0930&PID_6545”.

+"Checkpoint: Write the VID and PID in Section 6 on your USB worksheet.

Close out of the Find window and navigate to the MountedDevices subkey. Take a look at the different
values in the MountedDevices subkey. There are two types of values here. There are some values with
names of GUIDs and some values with drive letter names. The value named “Volume{16d5eeec-681c-
11e3-824f-000¢29d6ef92}” contains information on the Kingston USB. A GUID is a 16-byte value that is
randomly generated. Since the value consists of 128 bits, it is unlikely that a randomly generated GUID
will match another GUID.

4§ Registry Explorer v0.8.1.0 E@

File Tools Options Bookmarks (26/0) View Help

Registry hives (1) | Availablebook | Values |

Key name Drag a column header here to group by that column

Value Name a Ll
4 @ E:\Cases\Craig Tucker\Craig T..

4= CsiTool-CreateHive-{00000000-00

>

[m

» \??\Volume{16d5Seeec-681c-11e3-824f-000c29d6ef92} <

v [~ ControlSet001
o) % i B "
» = DriverDatabase \??\Volume{3f8a630c-6746-11e3-824b-806e6f6e6963 }
» = HardwareConfig \??\Volume{3f8a6315-6746-11e3-824b-806e6f6e6963 } 5%
: MountedDevices \??\Volume{3f8a6316-6746-11e3-824b-806e6f6e6963} el B
GG ‘ Type viewer ‘ Slack viewer

[ Select = = =

: [ 00 01 02 03 04 05 06 07 -
> = Setup

5F 00 4B 00 69 00 6E 00

67 00 73 00 74 00 6F 00
6E 00 26 00 50 00 72 00
6F 00 64 00 5F 00 44 00
54 00 5F 00 31 00 30 00
30 00 5F 00 47 00 32 00

N AN _CH NN _£C_An_Tc AN

Current offset: 42 (0x2A)  Bytes selected: 15 (0xF)

> WPA
v [ Associated deleted records
v |4 Unassociated deleted records

- I.

(o)

=
Lm |

o
VO DT

ooy |

o/ 0

5.1

m »

[0 Key: MountedDevice Value: \??\Volume{16d5eeec-681c-11e3-824f-000c29d6ef92}  Collapse all hives

Last write: =~ 2013-12-18 19:41:02 +00:00 8 of 8 values shown (100.00 %) Copied = Hidden keys: 0 .

Figure 8-9 — Kingston UBS Information in GUID Value

+"Checkpoint: Write the GUID in Sections 7 on your USB worksheet.
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Next take a look at the drive letter values. If you look at the value “DosDevices\E:”, you will see
Kingston USB information in it. This device’s drive letter is E. If the drive letter had been assigned to
another drive that was attached at a later date, the drive letter information would be overwritten with the
new device’s serial number.

- Registry Explorer v0.8.1.0
File Tools Options Bookmarks (26/0)

‘ Registry hives (1) | Available booki 2 ‘ Values ‘

View Help

Fofro -

Key name

Drag a column header here to group by that column

Value Name -
4 @ E:\Cases\Craig Tucker\Craig T..| =
4 CsiTool-CreateHive-{00000000-00 —r
» £ ControlSet001 ippeDeiteeG:
» [ DriverDatabase \DosDevices\D:
» = HardwareConfig » \DosDevices\E: <=
» ~ |[MountedDevices i
RNG Type viewer | Slack viewer
Select
- [ 00 01 02 03 04 05 06 07 -~
v [ Setup oo
e 00000028 5F 00 4B 00 69 00 6E 00 o -
- - 00000030 67 00 73 00 74 00 6F 00 Jii
1 SSRGS Uit Fiir 00000038 6E 00 26 00 50 00 72 00 [ &P.r. ‘”
»la Unassodiated deleted records | | 00000040 ~ 6F 00 64 00 5F 00 44 00 o.d._.D. |
00000048 54 00 5F 00 31 00 30 00 Ts_ 51505
‘ 00000050 30 00 5F 00 47 00 32 00 0:_:G:2:; -
sl = ‘ % Current offset: 42 (0x2A)  Bytes selected: 15 (0xF)
[J  Key: MountedDevices Value: = \DosDevices\E: Collapse all hives

Last write: ~ 2013-12-18 19:41:02 +00:00 8 of 8 values shown (100.00 %) Copied Hidden keys: 0 .

Figure 8-10 — Kingston USB Information in E: Drive Letter Value

+/Checkpoint: Write the Drive Letter in Section 8 on your USB worksheet.
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SOFTWARE Hive

When a USB device is connected, it stores similar information in the SOFTWARE hive. However, one
important piece of information that is only in the SOFTWARE hive is the VVolume Label. Open the
SOFTWARE hive with Registry Explorer and navigate to the following subkey:

Microsoft\Windows Portable Devices\Devices

There is only one subkey below Devices, since only one device was connected. The subkey name will
contain the same information you found in the SYSTEM hive, except it doesn’t have the GUID and drive
letter. The subkey will also have a value name called “FriendlyName”. The value data of FriendlyName
contains the Volume Label, which is “Stuff”.

' Registry Explorer v0.8.1.0 EEE

File Tools Options Bookmarks (16/0) View Help

i Registry hives (1) | Available bookmarks (16/0) Values
Key name la... #... Drag a column header here to groug
Y T Value Name + Data
Windows Mail 20... 5 >
Windows Media Device Manager 20... |1 -
v = Windows Media Foundation 20... 0 b [EcadivRiome
= Windows Media Player NSS 20... 0
Windows Messaging Subsystem 201
= Windows NT 20... 0
v == Windows Photo Viewer 20... 0 ‘W
4 Windows Portable Devices 20... 0 [ —
2 Devices 20.. 0 Value name FriendlyName
» |SWD#WPDBUSENUM#_??_USBSTOR#DISK&VEN_KINGSTON.J  20... 1 Value type RegSz
! FormatMap 20... 0
Windows Script Host 20... 0 Value STUFF
» - Windows Search 20... 9
WindowsRuntime 20...|2 E
0 Wisp 20... 0
b WlanSvc 20... 0 ~

Key: [Microsoft\Windows Portable Devices\Devices]SWD#WPDBUSENUM#_? Value:  FriendlyName  Collapse all hives

Last write: =~ 2013-12-18 19:41:03 +00:00 1 of 1 values shown (100.00 %) Load complete Hidden keys: 0 .

Figure 8-11 - Volume Label in SOFTWARE Hive
+"Checkpoint: Write the Volume Label in Section 9 on your USB worksheet.

If you remember from the Recent Files section, a link file stores the volume label and volume serial
number where the file was located.

The volume serial number is created when the device is formatted. The way it is calculated is based on the
date and time of when the device was formatted, which means that the chance of two devices having the
same volume serial number is very unlikely.

A device’s volume label can be changed at any time, but the volume serial number can only be changed if
the device is reformatted.
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NTUSER.DAT

If the computer contained multiple user accounts, you would want to know which user plugged in the
device. The user profile hive (NTUSER.DAT) will show you if that user account was specifically
associated with that USB device. It will also show you the last time the device was plugged in by that
user.

Open Craig’s NTUSER.DAT file in Registry Explorer and conduct a search in the NTUSER.DAT file for
the first part of the device’s GUID (16d5eeec) that you obtained earlier. Only have Key Name checked
and then click Search.

Note: Make sure you remove other hives from Registry Explorer before conducting a search so your
results will only come from the NTUSER.DAT file.

A% Find
Options Help
Standard
Search forl 16dSeeec l Search in
Value name

1Value data [ Value slack
Search type
% Simple

Regular expression

History ¥
Literal Search ‘

Figure 8-12 — Search for First Part of GUID in Craig’s NTUSER.DAT File and Click Search

You should see a result in the following subkey:

Key Path

Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints2\{16d5eeec-681c-11e3-824f-000c29d6ef92 }

Figure 8-13 — Search Result of Kingston USB GUID

Since the device’s GUID is located in Craig’s NTUSER.DAT under the MountPoints2 subkey, you know
that he was the user that plugged in the device.

+"Checkpoint: Write the user that connected the device in Section 10 on your USB worksheet.

Note: Since you do not have the subkeys 0066 and 0067 in the SYSTEM hive for Windows 7 machines,
you could look at these Key Properties to determine the last time the device was connected. However, you
would not know the last time the device was removed.
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Setupapi.dev.log

When a USB device is first connected, it also stores information in the “setupapi.dev.log” file. You
already know the first time the device was connected from the SYSTEM hive, but this is another file that
will show you the first time the USB device was connected. It is located in:

C:\Windows\inf

& Craig Tucker - Autopsy 4.3.0 E’@@

Case View Tools Window Help

Add Data Source ﬁ View Images/Videos Z Timeline i Generate Report g Close Case ¥ © © - Keyword Lists Qr Keyword S...
™ ' Di isti O]
& [ Show Rejected Results | Directory Listing | s E@
img_Tucker.E01/vol_vol2/Windows/Inf 1080 Results
41 DesktopTileResources (6) | Table | Thumbnaill
+-1. diagnostics (5)
- DigitalLocker (3) Name
1l Downloaded Program Files (3) sensorsservicedriver.inf
- ELAUB’;BFIZF)’ @ sensorsservicedriver.PNF
= en-l a
+-[1! FileManager (39) setupap!.dev.log o,
1! Fonts (952) setupapi.setup.log
+-1 Globalization (5) sisraid2.inf
40! Help (8) < 1 »
- IME (8) T
: St i
([ ImmersiveControlPanel (20) - %—“ n?:\gs ol;lle4Metadat§| x _)I GOt Page'| | S
RN Inf (1775) : cript: | Latin - Basic
? 1 m’d (7) [Boot Session: 2013/12/18 11:39:17.495]
H >>> [Device Install (Hardware initiated) -
j’j * InSta"er (9) SWD\WPDBUSENUM\ 22 USBSTOR#Disk&Ven Kingston&Prod DT_100_G2&Rev PMAP#000FEAFB938CECCO27E200F6&04)
1l 1. 25chemas (24) >>> Section start 2013/12/18 11:41:02.723
£ 5 LivekemeRepors (3) P i
+-11 Logs (8) = dvi: wpdbusenum\ £5
- Media (172) :V?f - ::d;"?’ie“; e
[l MediaViewer (18) Seist | deearelm mwpdhusemmves
4+ Microsoft.NET (7) dvi: InfName - C:\Windows\System32\DriverStore\FileRepository\wpdfs.inf_amd¢
ModemLogs (2) el rellleres e
[} Offline Web Pages (3) 7 = FeT— s
.11 Danther (22) |

Figure 8-14 — Setupapi.dev.log File

If you click through the pages of the setupapi.dev.log file, you will find an entry for the Kingston USB
with the following text:

>>> [Device Install (Hardware initiated) -

SWD\WPDBUSENUM\_? ?_USBSTOR#Disk&Ven_Kingston&Prod_DT_lO 0_G2 &ReV_PMAP#O 00FE
AFB938CECCO027E200F6&0#{53f56307-b6bf-11d0-94£f2-00a0c91lefb8b}]

>>> Section start 2013/12/18 11:41:02.723

The last line that starts with “>> > Section start” contains the date and time when the device was first
connected. This log records information in local time. That means that the first time the device was
plugged in was December 18, 2013 at 11:41 AM (PST).

You are going to need this file for the USB tool, so go ahead and extract the setupapi.dev.log file by right-
clicking it and selecting Extract File(s) (see Figure 8-15).
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M Craig Tucker - Autopsy 4.3.0
Case View Tools Window Help

== Add Data Source ﬂ View Images/Videos :-,: Timeline ¥ ‘A © - Keyword Lists ‘ Q: Keyword S...
€ [ | show Rejected Results | Directory Listing e
img_Tucker.E01/vol_vol2/Windows/Inf 1080 Results|
=] & QesktopTileResources (6) ~ [Table ﬁThumbnail
L. diagnostics (5) .

[ DigitalLocker (3) Name Created Time
[l Downloaded Program Files (3) sensorsservicedriver.inf 2013-08-22 19:1 a
+ ELAMBKUP (2) sensorsservicedriver.PNF 2013-12-17 18:0
o f::e:irf;ggir 39) setupapi.dev.log 201312171811

B
11l Fonts (952) setupapi.¢ Properties L]
[ Globalization (5) sisraid2.i View in New Window =
! Help (8) <l Open in External Viewer
-0 IME (8) . View File in Timeline... T
[+-[L ImmersiveControlPanel (20) i Strings = ||
E=RMNInf (1775) Pa.. 3 Extract File(s) <= | S
L InputMethod (7) [Boot Session: Search for files with the same MD5 hash

>>> [Device I

E‘ ® InSta"er (9) SWD\WPDBUSENUM .I >P'00
- [ll L2Schemas (24) >>> Section = Tag File

B Li dvi: {Buil S
i = EvckemelReports (3) il avi: Add file to hash database ’
~ Logs (8) = Qviz —— wpdbusenum\zs
-1} Media (172) avi: svd\generic
@ MediaViewer (18) s B = s T
-1 Microsoft.NET (7) dvi: InfName - C:\Windows\System32\DriverStore\File
1} ModemLogs (2) dvi: DevDesc - WED FileSystem Volume Driver
H 1 Ofﬂine Web pa es (3) dvi: Section - Basic_Install
S B < i
[+-[L Panther (32) —

Figure 8-15 — Extract setupapi.dev.log to Export Folder

Navigate to the setupapi.dev.log file to the case Export folder and click Save.
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USB Historian

Now that you know what information is stored when a USB device is connected, and where it is stored,
you can use tools to quickly create a USB report. You are going to use a tool called USB Historian from
4Discovery, which you can download for free from their website:

https://4discovery.com/usb-historian/

Open the USB Historian tool, and in the top left corner you need to click the button Open File(s). A
Wizard window will open, and you need to choose Select Individual Hives/Files. Click Next.

Wizard
Chose which method you would like to parse data from ﬂ 4
/- /7

~) Select a Drive Letter

_ ) Select Windows and Users Folder

[‘é‘ Select Individual Hives/Files ]

:

[ Next> |[ Cancel |

Figure 8-16 — Choose Select Individual Hives/Files and Click Next

When the next window opens, you need to add the SYSTEM hive, the SOFTWARE hive, the
NTUSER.DAT registry hive, and the setupapi.dev.log file you exported. Navigate to your case’s Export
folder and add each corresponding hive or file and then click Finish (see Figure 8-17).
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Wizard
Modify or Confirm Individual Registry Hives and Logs ﬂ 4
1. /
Software Hive
E:\Cases\Craig Tucker\Craig Tucker\Export\ SOFTWARE E]
System Hive
E:\Cases!\Craig Tucker\Craig TuckerExportiSYSTEM -
User Hives (Right Click to Add)
E:\Cases\Craig Tucker\Craig Tucker\ExporttNTUSER.DAT ‘
Setup API Logs (Right Click to Add)
E:\Cases\Craig Tucker\Craig Tucker\Export\setupapi.dev.log
[ <Back |[  Finish |[ Cancel |

Figure 8-17 — Add Exported SOFTWARE, SYSTEM, NTUSER.DAT, setupapi.dev.log and Click Finish

Friendly Name

Serial No S_ Mount Point 2 Drive Letter Volume Name  Ready Boost Volume Name

Kingston DT 100 G2 USB Device 000FEAFB938CECC027E200F6 [Craig:12/21/2013 9:23:15PM]  E: STUFF

Friendly Name:
Serial No:

Mount Point 2:

Vol:

The name of the device. (Found in SYSTEM hive)
The iSerialNumber of the device. (Found in SYSTEM hive)

The user that plugged in the device and the last time (UTC) that the
device was plugged in by that user. (Found in NTUSER.DAT)
The device’s drive letter. (Found in SYSTEM hive)

Ready Boost Volume Name: Volume label of the device. (Found in SOFTWARE hive)

12/18/2013 7:41:02 PM

Usb Stor DateTime

Usb Stor DateTime Usb Stor DateTime64  Usb Stor DateTime65  Vendor Product Version Vid Pid
Ven_Kingston  Prod_DT_100. Rev_PMAP VID_0930 PID_6545
The date/time that the device driver was installed (Found in SYSTEM

hive)

Vendor, Product, Version: The vendor, product, and version. (Found in SYSTEM hive)

Vid and Pid:

Guid:

The Vender ID and Product ID. (Found in SYSTEM hive)

Guid
16d5eeec-681c-11e3-8241-000c29d6ef92

The device’s GUID. (Found in SYSTEM hive)
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Email Review

Introduction

Email can become a vital part of your investigation. In this case, you are looking for fraudulent coupons
and now there are issues with CP. It is important to check email, because you need to know who your
suspect was communicating with and if they were trading any data. You know that there were fraudulent
coupons and CP associated with a USB device, but could the suspect have also received this type of data
from other people?

Suspects can use webmail or software such as Thunderbird or Outlook to view their mail. It can be
difficult to sometimes recover any email if the user was just using webmail, since most of it is not stored
on the computer itself. However, if the suspect uses software to view their mail, then you can typically
see what emails or attachments they sent and received.

Copyright © 2019. All rights reserved. Page 9-1



Chapter 9

Windows 8 Mail App

In Autopsy, click on E-Mail Messages under Results in the left pane. As you can see, Autopsy is
reporting that there are zero email messages.

&9 Craig Tucker - Autopsy 4.3.0 = |-E
Case View Tools Window Help
Add Data Source @ View Images/Videos : Timeline v N © - Keyword Lists Q- Keyword S...
<« " | Show Rejected Results | Directory Listing e
E-Mail Messages 0 Results

+-@ Data Sources Table }'Thumbnail\
+H-® Views
=] Results Name
=B Extracted Content
| Devices Attached (28)
-[3 Encryption Detected (2)
- Installed Programs (64)
=4 Operating System Information (4)
- # Qperating System User Account (8)
¢ Recent Documents (48)
-4 Web Bookmarks (1)
@ Web Cookies (321)
: Web Downloads (8)
-~ Z Web History (194)
& Web Search (17)
=X Keyword Hits
+- A Single Literal Keyword Search (0)
4\ Single Regular Expression Search (0)
[+ % Hashset Hits
2 <—
[+ Interesting Items
@& Accounts
+& Tags
Reports < I

Figure 9-1 — Autopsy Shows Zero E-Mail Messages

Just because Autopsy shows zero email under this tab, that does not necessarily mean the suspect didn’t
have any email. They could have been using mail through their web browser or they could have been
using a mail app that Autopsy does not recognize. You know that for this image, the suspect’s operating
system is Windows 8. That means the suspect could have been using the built-in Windows 8 Mail app,
which is a program that Autopsy does not pull or recognize as email. To see if Craig used the Windows
8 Mail app, navigate to the following subfolder:

C:\Users\Craig\AppData\Local\Packages\microsoft.windowscommunicationsapps

8wekyb3d8bbwe\LocalState\Indexed\LiveComm\ba871ed4e8a350e0\120712~
0049\Mail\l

In a Windows 10 image, the path is slightly different to get to all the emails and the way they are stored
is not the same as it was in Windows 8 and earlier. Now, they are stored as .dat files which can be
opened through a web browser. This adds a level of security in Windows 10 for consumers, but makes
your job as a forensic examiner more difficult. To see if Craig had used the Windows 10 Mail app, you
would navigate to the following subfolder:

C:\Users\Craig\AppData\Local\Comms\Unistore\data/1l/a
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N Craig Tucker - Autopsy 4.3.0
Case View Tools Window Help

=

= = Add Data Source ﬁ View Images/Videos E Timeline v

A\ © - Keyword Lists

Q- Keyword S...

&

[ Show Rejected Results

| Directory Listing | EE
img_Tucker.EQ1/vol_vol2/Users/Craig/Ap

@0 AC (8)
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Figure 9-2 — Subfolders for Windows 8 Mail App

Below the Mail\1 subfolders, there are six subfolders. These subfolders that are named 1d00000#
represent a mail folder, such as Inbox, Sent, Deleted. Take a look at the first eml file in the 1d000001
subfolder that has the subject “Free Coupons”.
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Subject: Free Coupons
From: Stan Marsh <stan.marsh27@yahoo.com>
To: Coupon-King@outlook.com <Coupon-King@outlook.com>

t]Media] Preview‘
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.QUPON.pNg

Hey, | got sum more free stuff at wallmart 2day! U gotta start using coupons dude. Here's
sum 4 u 2 get started.

[Noname]:
Hey, | got sum more free stuff at wallmart 2day! U gotta start using coupons dude. Here's
sum 4 u 2 get started.

Bagel Bites Coupon.jpg:
=
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\E
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{m‘
“‘ll

Figure 9-3 — Free Coupons Email in 1d000001 Subfolder

This email is from someone named Stan Marsh and they sent 3 attachments. Since this relates to your

investigation, go ahead and tag the eml file with any tag name you prefer (see Figure 9-4).
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Figure 9-4 — Tag Free Coupons Email

Attachments

With Windows 8 mail, all of these emails are being stored in eml files. If you look at the line in the email
called “Attachments”, you will see the names of three jpgs attached to the email. With Windows 8 mail,
the user has to download the attachments. Even when the attachments are downloaded, they are not
encoded and stored in the same eml file as the email. If the user downloaded the attachment from mail, it
is stored in an attachment folder called Att.

First, take a look at the eml file that this email is being stored in. One thing you should check before

looking at the attachments folder is the first part of the eml name. This number is the Message ID and will

match the email’s attachment folder. Make note that the Free Coupons email attachment folder will be

named 20000262. The attachment folder is located in:
C:\Users\Craig\AppData\Local\Packages\microsoft.windowscommunicationsapps
8wekyb3d8bbwe\LocalState\LiveComm\ba871ed4e8a350e0\120712-0049\Att

There are several subfolders below the Att folder, and their name matches up to an eml file name. Look

for the subfolder 20000262. This contains the Free Coupons email attachments (see Figure 9-5).
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Figure 9-5 - Email Stored under Mail Subfolder and Attachments Stored in Corresponding Att Subfolder

The three jpg files in the Att subfolder match the names of the attachments you saw in the email.
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Figure 9-6 - Free Coupons Email Attachments

The Monster Drink coupon was one of the coupons Craig was caught with. Go ahead and tag these three

picture attachments.
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Windows 10 Mail App

In Autopsy, click on E-Mail Messages under Results in the left pane. As you can see, Autopsy is
reporting that there are zero email messages again.
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Figure 9-7 — Autopsy Shows Zero E-Mail Messages
Windows 10 Mail stores the emails in the following subfolder:

C:\Users\Craig\AppData\Local\Comms\Unistore\data/1l/a

Once you have navigated to the data folder, there will be numbered folders with corresponding lettered
folders containing the emails. The emails are web based in Windows 10 Mail, which means that you cannot

simply export them as a .eml file.

The files save by default as .dat files now, which for your purposes is a

way to save HTML source code and view the email.

The easiest way to convert these to a readable format unless you are comfortable reading html source code
is to simply change the file extension to a .html. This will allow you to open the .dat file in a web browser
of your choice and see what the formatted message looks like. To do this, open the .dat file in notepad or
some other text editor and click the “Save As” button. This will give you the option to change the extension
and open it in a web browser. When it is saved, you should have an icon that looks like the web browser
that you chose (In this example, Google Chrome was used)
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Figure 9-8 — Saving the email as a .html

The new email file will appear wherever you saved it last, so it is recommended to use either the export
folder or create an emails folder to place all of the newly converted .html files for easy access. Note that
you should include in your report that you had to export and change the extensions, since that is technically
modifying evidence and without reason can cause your discovered data to be dismissed.

9

email_sxam...

Figure 9-9 — New email_example file that can be opened in a web browser to view
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MD5 Hash

There are several coupons in Craig’s email attachment folder. If you want to know if Craig has these files
saved anywhere else on his computer, you can conduct a search for the coupon based on its MD5 hash

value.

A hash value is basically a fingerprint for a file. The chance of two MD5 hash values being the same is
2128 'You can use hash values to exclude known files, such as Windows operating system files. There are
also “hash libraries”, which are large files that contain hash values of alert files, such as CP or hacking
software. You can then run these alert hash libraries against the hash values in the image to quickly see if

the user has any of these “bad” files.

To find the hash value for files, you will need to run the Hash Lookup plugin. Click Tools» Run Ingest
Modules» Tucker.EQL. When the Run Ingest Modules window opens, check Hash Lookup and then click

Start.

& Run Ingest Modules

| . Recent Activif ~
™ |Hash Lookup 1
File Type Identification

|
| 2. Embedded File Extractor
| Exif Parser
| Keyword Search
| Email Parser
| Extension Mismatch Detector
| EO1 Verifier
|
|
|

m

Interesting Files Identifier
PhotoRec Carver

Android Analyzer —

Select All ‘ [ Deselect All

View Ingest History

| Process Unallocated Space

5

Select known hash databases to

Select known BAD hash databas

V| Calculate MD5 even if no ha
< | LU »

Identifies known and notable fil...

— >[5 | [ ciose |

Figure 9-10 — Check Hash Lookup and Click Start

Once Autopsy finishes processing the hash values, take a look at the file 1353033721971.png in the

20000270 attachment subfolder (see Figure 9-8).
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Figure 9-11- Coupon in 20000270 Attachment Subfolder

These attachments come from the 20000270 eml file in the 1d000001 mail subfolder.

N Craig Tucker - Autopsy 4.3.0 EI LX ]

Case View Tools Window Help

== Add Data Source ﬂ View Images/Videos E Timeline & Generate Report = g Close Case ¥ A © - Keyword Lists Q- Keyword S...
& [ Ishow Rejected Results | Directory Listing Lo el
. Jimg_Tucker.E01/vol_vol2/Users/Craig/AppData/Local/Packages/microsoft.windowscommuni
-0 Mail (3) # | Table | Thumbnail|
=8 1(8
" 11 (55) Name Created Time Modified Time
1. 1d000002 (2) 2000026e_5823b3dbd72210.eml 3 2 0
4 1d000003 (2) % 2000026f_145efdb97b43e.eml 00:00
o ijggggg‘; (56) 2000026f_5¢7a78519b17b6.eml 3-12-27 07:50:24 GMT
e 3t EZ; 20000270_92c3bobf3bfec.eml <— 07:50:24 GMT
@3 People (5) 20000271_96a32a9db1a281.em 07:50:24 GMT
=11 LiveComm (3) ¥ 20000271_f2bf626f53367e.eml
=1} ba871ed4e8a350e0 (3) 20000272_2a6c5c84990623.em!
=1 120712-0049 (7) 20000273_a2718b0ciffca7.eml
B A9 20000274 af42a44db9ef7.eml 3-12-27 07:50,24 GMT
1. 20000001 (4) < T
1 20000008 (2) : :
1\ 20000012 (2) | Hex| strings | File Metadata | | [1edia | Preview
1. 20000018 (2) Subject: RE: College Paper! HELP
= || From: Kenny McCormick <kenny.mccormick28@outiook.com>
= ;gggggg; g; || To: Craig Tucker <coupon-king@outlook.com>
1 200000cc (2) ttachments: (4) [Noname], 1353033721971.png, 1353034157726.Jpg, 1353034600828.png
o ;gggggg g; || THX1 U ra lifesaver and yea | got ur back w/ these coupons. These games rock and the xbox points help
1. 20000196 (2)
4 2000025f (3) From: coupon-king@outlook.com
1\ 20000262 (8) To: kenny.mccormick28@outlook.com
1\ 20000265 (8) Subject: Re: College Paper! HELP
| 20000269 (6) Date: Wed, 18 Dec 2013 19:46:58 +0000
1. 20000270 (8)

92

Figure 9-12 — Email with Coupon Attachments
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If you want to see if these coupons are saved anywhere else on the computer, right-click the first coupon
in the 20000270 attachment subfolder and click Search for Files with the Same MD5 Hash.
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Figure 9-13 — Right-Click Coupon in 20000270 Attachment Subfolder and Search for Hash

There are three matches based on the MD5 hash value. One of the matches is in Craig’s My Stuff folder
and the other two matches are located in downloaded ZIP files. In the next chapter, you will look into

where these downloaded ZIP files came from.
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B 1353033721971.png  /img_Tucker EO
& 1353033721971.png  /img_Tucl
E 1353033721971.png  /img_Tuick
E 1353033721971.png

Craig/Documents

igfAppData

Figure 9-14 - MD5 Hash Match Locations
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Email (Continued)

You should continue to look over and tag any emails or attachments of interest to your investigation. One
email in particular you should check is the “Re: More Hot Pics”, which is under the 20000286 eml in the

1d000004 mail subfolder.

If you remember from earlier, you found link files that pointed to CP. You then found two pictures and a
video in the recycle bin. This email mentions “underage pictures”, but there aren’t any attachments since

the original email, “More Hot Pics” is gone. You will go over this later, but tag the email for now.
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| Hex| Strings | File Metadata | | |

ﬁbject: Re: More Hot Pics

From: Craig Tucker <coupon-king@outlook.com>
To: Stan Marsh <stan.marsh27@yahoo.com>
Date: 26/12/2013 23:53:35

Attachments: (1) [Noname]

Thx bro! | hid them and deleted your msg

@t from Windows Mail

From: Stan Marsh
Sent: Thursday, December 26, 2013 11:50 PM

To: Craig Tucker

Q2

Figure 9-15 — Potential CP Email

Note: The way these emails and attachments are being stored is specific to Windows 8 mail. See
Appendix E for information on Windows Live Mail and Mozilla Thunderbird.
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Contacts and Keyword Search

With Windows 8 mail, you can see the user’s contacts under the People folder, which is located at:

C:\Users\Craig\AppData\Local\Packages\microsoft.windowscommunicationsapps
8wekyb3d8bbwe\LocalState\Indexed\LiveComm\ba871ed4e8a350e0\120712-0049

\People\AddressBook

Each file in the AddressBook folder will show a contact name and email address. Craig only has one
actual contact: Kenny McCormick.
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<2xml version="1.0" encoding="utf-16"2>
<ContactAppData>
<Pz i
Name>Kenny McCormick</Name>
<Keywords>
<Reyword>Kenny</Keyword>
rmick</Key

om/Search/2013/A)
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<AdditionalProperties>

<Property Key="System.ItemType">
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< | T

Figure 9-16 - Craig’s Email Contact

Look at the subfolder called Implicit under the People folder (see Figure 9-14). Each file in this list shows
a name and email address that Craig either sent emails to or received emails from. This information is
stored here so when a user begins typing in who the email is “To:”, a drop down menu will appear and
allow you to auto complete a name or email address.
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o Me (6) <Pro] ez\:i:: xmlns="http://schemas._microsoft_com/Search/2013/ApplicationContent">
-5 LiveComm (3) Name>Kyle Broflovski</Name>
B photomail (2) <AdditionalProperties>
o <Propert:
1 UserTiles (2) - Key:sysy 1 lativeApplicationID">Microsoft.findowsLive.Pecple</Propertys
.\ RoamingState (2) = || <Property Rey="sys: T 1.2ActivationContext">1E000002</Property>
I\ Settings (6) <Property Key="System.ItemType">Search.ImplicitContact</Property>
<Property Key="System.Contact.FirstName">Kyle Broflovski</Property>
1\ SystemAppData (2) <Property Key="System.Contact.OtherZmailAddresses”>kyle.broflovski29@gmail.com</Property>  J
[+ [} TempState (4) g ccoxrrrne o a e Tonalfroperties
[ Microsoft.WindowsReadingList_8wekyb| || </F=opezsies>

11l Microsoft.WindowsScan_8wekyb3d8bby < | i

Figure 9-17 - People Craig Sent Email To or Received Email From

Between the AddressBook and Implicit subfolders, you can tell that Craig sent emails to and received
email from:

Kyle Broflovski
Stan Marsh
Kenny McCormick

Since Craig was discussing coupons with these three people, go ahead and conduct a Keyword Search for
them to see if their names show up anywhere else. To run a Keyword search, you need to first run the
Keyword Search plugin. Click Tools» Run Ingest Modules» Tucker.EO1. When the Run Ingest Modules
window opens, check Keyword Search and click Start.

& Run Ingest Modules j
| Recent Activity
|4 Hash Lookup Select keyword lists to enable dt
| File Type Identification Ph RimE
Embedded File Extractor }IP(/)&r:iedrel;g:esers
Exif Parser «/ |[Email Addresses
'J |Keyword Search
A ‘mail Parser Scripts enabled for string extract
| Extension Mismatch Detector unknown file types:
| EO1 Verifier Latin - Basic
Android Analyzer
Interesting Files Identifier Encodings: UTF8, UTF16
| PhotoRec Carver
Virtual Machine Extractor < | UL} »
[ Select All ] [ Deselect All Performs file indexing and peri...
View Ingest History Global Settings
[ ] Process Unallocated Space
—

Figure 9-18 — Check Keyword Search Plugin and Click Start

Copyright © 2019. All rights reserved. Page 9-13



Chapter 9

Once Autopsy finishes processing, click the Keyword Search button in the top right corner. Type in
Craig’s first contact, “Kenny McCormick”, and then click the Search button.

& Craig Tucker - Autopsy 4.3.0

Case View Tools Window Help

- == Add Data Source ff View Images/Videos =, Timeline v A | © -KeywordLists | I Q- Keyword S... l
=)
& [ Show Rejected Re Q Search |
) . s - Renny McCormic _> a
! & microsolt windowscommunicalionss (@) Exact Match (7) Substring Match () Regular Expression \_
i AC(8) M

Figure 9-19 — Conduct Keyword Search for Kenny McCormick

You should see several results in the table pane. One keyword search result of particular interest is the
main.db file. This file is a database for Skype.

Table | Thumbnail|

Name Location
[ 20000275_d3734e1d1aa77.eml Jimg_Tucker
[71 20000280_4003b9ba1d2c9a.eml fimg_Tucker

[71 1e000066_aee915a8efc74b.appcontent-ms  /img_Tucker |

[ pagefile.sys fimg_Tucker

[5] main.db-journal fimg_Tucker.

[ $LogFile Jfimg_Tucker EO

[ livecomm.edb Jimg_Tucker

[ Microsoft-Windows-PushNotification-Platform¥ /irng_Tuicker

[71 2000026f_5e7a78519b17b6.eml Jimg_Tucker,

[51 edb00009.log Jimg_Tucker, communicatior

[ edbtmp.log fimg_Tucker. a/AppData/Loc «ages/microsoft.wind communicationsapps. ..

[(126000001_d4636c334a0172.appcontent-ms  /irmg_Tucker EOL j‘vo\:vo]2:,‘U59r9/L,raig/ﬁ\pp[}ata/Locam:‘al:ﬁ: ages/microsoft.windowscommunicationsapps. ..
Figure 9-20 — Keyword Search Results for Kenny McCormick
Since there are search hits in the Skype database for Kenny McCormick, this indicates that Craig may

have been using Skype to communicate with him. Make note of this, because later you will look into chat
programs that Craig may have used.
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Internet History

Introduction

Internet history is an important aspect in many cases. You can find out what sites your suspect visited,
what they were searching for, and if they downloaded any data. Earlier in the Craig Tucker case, you
found files in his Downloads folder. There was a RAR file and two ZIP files that contained several
coupons. Where did the suspect download these files from? Some of Craig’s email messages also
mentioned a “4chan site”. What is the 4chan site, and why did Craig visit it? By the end of this section,
you will be able to answer these questions and you will have a better understanding of Internet history.

Cookies

Cookies are small pieces of text which is sent to your browser by a website the user visits. The
information a cookie stores helps the visited website remember any settings or preferences you specified
so that returning to the website will be easier. While companies use cookies to remember your
preferences, count visitors, and make relevant ads, investigators can use such information as one way to
track the user’s browser activity. The following data is stored in the browser’s cookies:

Name The name of the cookie

Content/Value The value of the cookie
Note: This is often a string which often represents a session id used by the
visited website to recover your session from a larger session state.

Domain The domain of the cookie

Accessible to Yes if Https, No if HttpOnly

script

Created The date/time the cookie was created

Expires The date/time the cookie will expire (typically 1 year from Created)

Note: If a date/time is not specified then this cookie will remain in the
browser until the user deletes it.
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When looking at cookies within a browser, the user sees a view similar to this:

Cookies and site data

History Site Locally stored data Remove all
1rx.io 3 cookies
1r_dsp rxuuid aj_fp
- \ame rxuuid
—’ Content %7B%22rx_uuid%22%3A%22RX-a407e857-2cb2-44e1-a09%a-

006613d385d0%22%2C%22nxtrdr%22%3Afalse%2C%22lasts

yncall%22%3A1490748845457%7D

- Domain 1rx.io
Path /
Send for Any kind of connection
# Accessible to script No (HttpOnly)
- Created Tuesday, March 28, 2017 at 5:54:06 PM
) Expires Thursday, March 28, 2019 at 5:54:06 PM
Remove

Figure 10-1 — Browser View of Cookies

The History SQLite database stores a user’s past activity which can be divided into Downloads, History,

and Searches.

History URL

Full URL that was visited by the user

Date Date/time the URL was last visited
Accessed
Title The title of the website visited (ie. Welcome to Facebook)

Downloads | Path

Location of file when downloaded
Note: This provides you with the downloaded file’s name and
possible location within the image.

URL Full url that was visited by the user to accomplish download
Date Date/time of the download
Accessed

Searches Domain

URL where the search was made (ie. google.com, bing.com)

Text Text exactly as searched by the user
Date Date/time of the web search
Accessed
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Chrome

Chrome is one of the most commonly used open source web browsers. The browser automatically
saves all user activity in all versions of Windows at:

C:\Users\ [username] \AppData\Local\Google\Chrome\User Data\Default

Case View Tools Window Help

* Add Data Source & View Images/Videos = Timeline » Generate Report « Close Case * +  o-Keyword Lists  Keyw.

« [[Ishow Rejected Results | Directory Listing .
+5 Recovery (3) ~ /img_Craig Tucker Desktop.E01fvol_vol2/Users/Craig/AppData/Local/Google/Chrome/User Data/Default] 43 Results
++ System Volume Information (9) Table Thumbnail
=4 Users (8) e Name Modified Time Change Time Access Time Created Time &

_:éfa:;s??s;z) “Cache 2013-12-21 11:03:53 ... 2013-12-21 11:03:53 ... 2013-12-21 11:03:53 ... 2013-12-17 18:27:0 A
+0 .gimp-2.8 (48) “ Extension Rules 2013-12-26 23:41:45 ... 2013-12-26 23:41:45 ... 2013-12-26 23:41:45 .., 2013-12-17 18:27:0
4 thumbnails (3) » Extensions 2013-12-17 18:28:10 ... 2013-12-17 18:28:10 ... 2013-12-17 18:28:10 ... 2013-12-17 18:27:0,
=/ AppData (5) « Jumplisticons 0000-00-00 00:00:00 ~ 0000-00-00 00:00:00 ~ 0000-00-00 00:00:00  0000-00-00 00:00:0

=% Local (19) * JumpListicons 2013-12-26 23:43:00 ... 2013-12-26 23:43:00 ... 2013-12-26 23:43:00 ... 2013-12-26 23:43:0
Eg gﬁmﬂg;’m @ » JumpListiconsOld 0000-00-00 00:00:00  0000-00-00 00:00:00  0000-00-00 00:00:00  0000-00-00 00:00:0
+5 gegh0.2 (3) »JumplListiconsOld 2013-12-26 23:42:00 ... 2013-12-26 23:43:00 ... 2013-12-26 23:42:00 ... 2013-12-26 23:42:0
- Google (4) “ Local Storage 2013-12-26 23:43:00 ... 2013-12-26 23:43:00 ... 2013-12-26 23:43:00 ... 2013-12-17 18:27:2,
=+ Chrome (3) * Pepper Data 2013-12-17 18:27:21 ... 2013-12-17 18:27:21 ... 2013-12-17 18:27:21 ... 2013-12-17 18:27:2
=+ User Data (33) +Session Storage 2013-12-26 23:41:48 ... 2013-12-26 23:41:48 ... 2013-12-26 23:41:48 ... 2013-
++ ERNYED)] = “ User StyleSheets 2013-12-17 18:27:08 ... 2013-12-17 18:27:08 ... 2013-12-17 18:27:08 ... 2013
iy :e";c"fg;as" @ Archived History 2013-12-17 18:27:09 ... 2013-12-17 18:27:09 ... 2013-12-17 18:27:09 ... 2013
4+ SwiftShader (3) Archived History-journal 2013-12-17 18:27:09 ... 2013-12-17 18:27:09 ... 2013-12-17 18:27:09 ... 2013
++ WidevineCDM (3) Cookies s 2013-12-26 23:43:00 ... 2013-12-26 23:43:00 ... 2013-12-17 18:27:09 ... 2013
* CrashReports (2) Cookies-journal 2013-12-26 23:43:00 ... 2013-12-26 23:43:00 ... 2013-12-17 18:27:09 .., 2013-
* gtk-2.0 (3) Current Session 2013-12-26 23:43:00 ... 2013-12-26 23:43:00 ... 2013-12-26 23:41:47 ... 2013
i mmgzls) o CurrentTabs 2013-12-26 23:43:00 ... 2013-12-26 23:43:00 ... 2013-12-26 23:43:00 ... 2013-12-17 18:27:3
Favicons 2013-12-26 23:42:55 ... 2013-12-26 23:42:55 ... 2013-12-17 18:27:09 .., 2013-12-17 18:27:0
Favicons-journal 2013-12-26 23:42:55 ... 2013-12-26 23:42:55 ... 2013-12-17 18:27:09 ... 2013-12-17 18:27:0
*Google Profile.ico 2013-12-17 18:27:39 ... 2013-12-17 18:27:39 ... 2013-12-17 18:27:39 ... 2013-12-17 18:27:0
History s 2013-12-26 23:43:00 ... 2013-12-26 23:43:00 ... 2013-12-17 18:27:09 .., 2013-12-17 18:27:0
History Provider Cache  2013-12-26 23:43:00 ... 2013-12-26 23:43:00 ... 2013-12-26 23:41:45 ... 2013-12-17 18:27:0
History-journal 2013-12-26 23:43:00 ... 2013-12-26 23:43:00 ... 2013-12-17 18:27:09 ... 2013-12-17 18:27:0
Last Session 2013-12-21 11:04:00 ... 2013-12-26 23:41:47 ... 2013-12-21 11:02:11 .., 2013-12-17 18:27:1
Last Tabs 2013-12-21 11:04:00 ... 2013-12-26 23:43:00 ... 2013-12-21 11:04:00 ... 2013-12-17 18:27:3
Login Data 2013-12-17 18:27:16 ... 2013-12-17 18:27:16 ... 2013-12-17 18:27:16 ... 2013-12-17 18:27:1
Login Data-journal 2013-12-17 18:27:16 ... 2013-12-17 18:27:16 ... 2013-12-17 18:27:16 ... 2013-12-17 18:27:1

Network Action Predictor 2013-12-26 23:42:03 ... 2013-12-26 23:42:03 ... 2013-12-17 18:27:09 ... 2013-12-17 18:27:0
Mohunrk Ackion Drodictar-2012:12-26 22:42:N2  IN12.12.96 22:42:02  IN12.12.17 12:27:00  IN12.12-17 18:27:0

<

<

Figure 10-2 — Chrome Cookies and History Database
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Internet Explorer

Internet Explorer is another popular web browser and is also the automatic default for Windows
computers before Version 10. Being a Windows default, the browser’s data is stored within:

C:\Users\ [username] \AppData\Local\Microsoft\Windows

Case View Tools Window Help
Add Data Source # View Images/Videos = Timeline » Generate Report « Close Case

/img_Craig Tucker Desktop.EOl[/vol_volZ/Users/CraIg/AppData/Local/Microsoft/WIndows]

« [CJshow Rejected Results  Directory Listing
T 4_ ”  Table Thumbnail

++ Application Shortcuts (23) Name Modified Time

i g:;:é:)(w) [current folder] 2013-12-29 19:58:33 ...

+1 ConnectedSearch (4) [parent folder] 2013-12-21 11:51

+ DNTException (4) 1033 2013-12-17 15:11:26 ...
Explorer (37) Application Shortcuts 2013-12-17 15:11:25 ...

+ FileHistory (4) Burn 2013-12-17 15:11:29 ...
GameExplorer (2) Caches 2013-12-29 20:04:08 ...

: : ?ésctgr:wyp(ast)Cache ) Connected?earch 2013-12-26 23:27:30 ...

+» IECompatUACache (4) DNTException 2013-12-17 15:42:05 ...
IEDownloadHistory (3) Explorer 2013-12-21 11:39:58 ...

++ INetCache (9) FileHistory 2013-12-21 13:30:24 ...

+ INetCookies (17) GameExplorer 2013-08-22 08:36:30 ...

+14 Notifications (6) History < 2013-12-17 15:31:02 ...
Hicturebassword (2) IECompatCache 2013-12-17 15:42:05

+ PRICache (2)

+ PrivaclE (3) IECompatUACache 2013-12-17 15:42:05 ...
Ringtones (2) IEDownloadHistory 2013-12-17 15:42:05 ...
RoamingTiles (2) INetCache 2013-12-20 13:38:38 ...

+1% SettingSync (6) INetCookies <= 2013-12-26 23:37:11 ...

+% SkyDrive (4) ¥ U Notifications 2013-12-29 19:56:43 ...
PicturePassword 2013-12-17 15:25:51 ...
PRICarhe IN12-12-17 10-11:5N
£

Figure 10-3 — Internet Explorer History and Cookies

SQLite View Example

Change Time
2013-12-29 19:58:3

.. 2013-12-21 11:51:45
2013-12-17 15:11:26
2013-12-17 15:11:25
2013-12-17 15:11:29
2013-12-29 20:04:08 ...
2013-12-26 23:27:30 ...
2013-12-17 15:42:05 ...
2013-12-21 11:39:58 .
2013-12-21 13:30:24 ...
2013-12-17 10:11:34 ...
2013-12-17 15:31:02 ...

.. 2013-12-17 15:42:05 ...
2013-12-17 15:42:05 ...
2013-12-17 15:42:05 ...
2013-12-20 13:38:38 ...
2013-12-26 23:37:11 ...
2013-12-29 19:56:43
2013-12-17 15:25:51 ...
IMN12-12-17 1N*11:5n

Access Time

3 ... 2013-12
5..2013-12
. 2013-12
.. 2013-12
... 2013-12

29 19:58:
21 11:51:

17 15:11:
17 10:17:
17 15:11:

2013-12-29 20:04:

2013-12
2013-12

. 2013-12

2013-12
2013-12
2013-12
2013-12
2013-12
2013-12
2013-12
2013-12

. 2013-12

2013-12
MN12-12

26 23:27:

17 15:42:

21 11:39:
21 13:30:

17 10:11:
17 15:31:
17 15:42:
17 15:42:
17 15:42:

20 13:38:
26 23:37:

29 19:56:

17 15:25:
17 1011+

Next, we will look at the SQLite information you can use to analyze a user’s browser activity and how
Autopsy makes investigations even easier with the “Extracted Content” window.

In Autopsy, you can view the data stored in SQL.ite databases by opening the Results view and using the
arrows to move between entries. In bold text, at the top of each entry, you will see the word “Web”
followed by either “Cookies”, “History”, “Downloads”, or “Search”. This tells you of which category the

data is considered under (see Figure 10-4).

Note: The same procedure is followed for both Chrome and Internet Explorer browsers. However, this
version of Autopsy is not pulling the Internet Explorer history into the Results view. You should always
make sure to validate your software and see if it is pulling all the browser history information and

determine if the user is using multiple browsers.

Copyright © 2019. All rights reserved.
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& Craig Tucker - Autopsy 4.3.0
Case View Tools Window Help

== Add Data Source ﬂ View Images/Videos '-_':', Timeline & Generate Report ¥

(A © - Keyword Lists ‘ Q- Keyword S...

1\ Program Files (x86) (16)
[+ & ProgramData (10)
(1L Recovery (3)
[ 1l System Volume Information (9)
[=- 11 Users (8)
=10 All Users (2)
=10 Craig (35)
1 .gimp-2.8 (48)
[+ [ thumbnails (3)
=11 AppData (5)
=+ Local (19)
{1l Application Data (2)
(- [1 fontconfig (3)
- gegl-0.2 (3)
=1 Google (4)
=il Chrome (3)
=41 User Data (33)
B
.\ PepperFlash (2)
(-1 pnad (3)
-1} SwiftShader (3)
-1} WidevineCDM (3)
1 CrashReports (2)
1 gtk-2.0 (3)

€ [ Show Rejected Results

Directory Listing

LEE

img_Tucker.EOl[voI_voI2/Users/Craig/AppData/LocaI/GoogIe/Chrome/User Data/Default

~ | Table | Thumbnail

Name

Last Session

Last Tabs
< | e

[& Google Profile.ico
History <
History Provider Cache
History-journal

Modified Time

2013-12-18 02:27:39 GMT
2013-12-27 07:43:00 GMT
2013-12-27 07:43:00 GMT
2013-12-27 07:43:00 GMT
2013-12-21 19:04:00 GMT
2013-12-21 19:04:00 GMT

Created Time

2013-12-18 02:27:08 GMT
2013-12-18 02:27:09 GMT
2013-12 GMT
2013-12-18 .08 GMT
2013-12-18 11 GMT
2013-12-18 02:27:33 GMT

| Hex| Strings | File Metadata| Results | ndexed Text| 1=/~ [ 7review |

m

Res... ... of

222 Re.. €9 g

Web Downloads

Path
Path ID
URL

Date Accessed
Domain
Program Name

Source File

C:\Users\Craig\Downloads\Coupons.zip
46837
http://download1346.mediafire.com/hn7hme361m4g/5ndip96wteag14g/Coupons.zi
2013-12-18 03:02:50
download1346.mediafire.com

Chrome
/img_Tucker.E01/vol_vol2/Users/Craig/AppData/Local/Google/Chrome/User

Figure 10-4 — Use Arrows in Results View for Chrome History

The Date/Time shown by Autopsy represents the Created date and time for Cookies as seen below. The
Expired data and time are not stored along with whether the Cookie is Accessible to script.

Table | Thumbnail|

Name

1\ User StyleSheets
Archived History
Archived History-journal
Cookies-journal
Current Session

Created Time

2013-12-18 02:27:08 GMT
2013-12-18 02:27:09 GMT
2013-12-18 02:27:09 GMT

2013-12-180
2013-12-18 02:2

Modified Time

2013-12-18 02:27:08 GMT
2013-12-18 02:27:09 GMT
2013-12-18 02:2
2013-12-27 07
2013-12-27 07:43:00 GMT
2013-12-27 07:43:00 GMT

27:00 GMT
7:11 GMT

«| m ]
| Hex| Strings | File Metadata| Results) Indexed Text| /=i [ 2revicn |
Res.. 1 of 270 Re... >
URL _youtube.com
Date/Time 2013-12-21 01:18:28
Name VISITOR_INFO1_LIVE
Value rioVOD9OBHc
Program Name Chrome
Domain youtube.com

Source File /img_Tucker.EQ1/vol vol2/Users/Craig/AppData/Local/Google/Chrome/User

Figure 10-5 — Use Arrows in Results View for Chrome Cookies
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Extracted Content View Example

Another way to view the SQL.ite data in Autopsy is through the Results\Extracted Content window,
provided by the program. This window separates each entry into its own “Source File” and then places it
within its category of “Web Cookies”, “Web Downloads”, “Web History”, or “Web Search”.

Case View Tools Window Help

Add Data Source # View Images/Videos = Timeline » Generate Report « Close Case * = o-Keyword Lists @ Keyw...
« [[Jshow Rejected Results  Directory Listing g
o Viciis 2 Web Cookies : 321 Results
S Resuts = Table Thumbnail
-8 Extracted Content <= Source File [Name Value Domain Date/Time ] ®
'_’g;}’;‘;segt;?tzeggs) “Cookies  VISITOR_INFO1_LIVE  ri0VOD9OBHc youtube.com 2013-12-20 17:18:28 ... A
Encryption Detected (1) «Cookies utma 173272373.215461852.1387333640.1387333640.13873... google.com 2013-12-17 18:27:20 ...
Extension Mismatch Detected (21) «Cookies utmz 173272373.1387333640.1.1.utmcsr=(direct) Jutmcen=(di... google.com 2013-12-17 18:27:20 ...
Installed Programs (64) “Cookies ~ PREF 1D=93a9f9bf94e37 1de: U=80131685b4f4d0al1: FF=0:TM... google.com 2013-12-26 23:42:46 ...
= Operating System Information (4) «Cookies  NID 67=RvX3fGEVDnhnKYgQE8QgtLNCTUIXIBcG-40AQBegBo... google.com 2013-12-26 23:42:46 ...
* Operating System User Account (8) «Cookies GAPS 1:C9ZeHEKEKb-Nkv-ClisjefCya134Eg: ATHt60tpA3ysd2de  accounts.google.com  2013-12-26 23:42:49 ...
# RecentDocuments (46) «Cookies __cfduid dcb19ae39d4257ace9e35064233f1dfd81387333966783  dchan.org 2013-12-18 12:05:30 ...
— «Cookies ~ MSPShared 1 login.live.com 2013-12-17 18:39:15 ...
«Cookies SDIDC Ct!FlipSmUWbmBKk1Px4B1pTIOpuOje7Z1MUknKEQ2uccO... login.live.com 2013-12-17 18:39:15 ..
«Cookies cfduid d9d5aed40c9f5353a8748c64c1eee816bc1387335716510 4chan-ads.org 2013-12-18 12:05:30 ..
«Cookies ukey qoq8pc8c7zn33q3d312db8uBdbo4ho8u mediafire.com 2013-12-18 12:05:55
3 41+ Single Li‘eral Keyword Search (0) 6Cooiq:es cfduid (“J')/j)ll)l(”d( 72¢22a8f70332df646e2f1387335757254 ohmcasting.com 2013-12-18 12:05:56 ..
+ Single Regular Expression Search (0) «Cookies __gads ID=5ad626cf0f019ca9: T=1387335757:S=ALNI_Mb-bTx... mediafire.com 2013-12-18 12:06:56
+~ Email Addresses (1920) «Cookies guest_id v1%3A138733575807927060 twitter.com 2013-12-18 12:05:55 ...
+* Hashset Hits «Cookies pubtime_37524 TMC pubmatic.com 2013-12-18 12:05:57 .
+= E-Mail Messages «Cookies KADUSERCOOKIE 6D74076E-45CD-49FC-BC5D-9F6F9687B2AF pubmatic.com 2013-12-18 12:05:57 ..
+# Interesting Items «Cookies  id 22ef80357d02004b | |t=1387335759|et=730|cs=002213f... doubleclick.net 2013-12-26 23:42:46 ..
+ Accounts Y «Cookies KRTBCOOKIE_80 4031-CAESEKea3mOwhNuy62bgbixoABs pubmatic.com 2013-12-18 12:05:57 ...
«Cookies DotomiUser 873902096961313689$3$424$1 dotomi.com 2013-12-18 12:05:57 ...
“Conkies  demdey )750430N18370NA75R02007 1N0R32420147A55 demdey net IN12-12-1R 11:50-53 ¥
>

Figure 10-6 — Extracted Content View for Web Cookies, Downloads, History, and Search

Note: Under web history, you will see several entries for the website 4chan. People go to this site to post
data anonymously to different boards. There are many boards where people will post inappropriate data,
but also many fake coupons. People will post their fake coupons to this site so more people will use them
and it will be harder to track down who created the coupons and all the people that use the coupons.
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Chat Logs

Introduction

When you ran a keyword search earlier for Kenny McCormick, you found that a search result in the
Skype main.db file. The Skype main.db file is used to store chat and contact information for the chat
application Skype. It is always important to check chat artifacts because they show who the suspect was
communicating with. Many chat programs also support file sharing, so you can see if the suspect shared
or received any files through chat.

SkypeLogView

To view Craig’s Skype chat logs, you are going to use a tool called SkypeLogView from Nirsoft. It can
be downloaded from:

http://www.nirsoft.net/utils/skype log view.html
To use SkypeLogView, you need to export Craig’s main.db file (see Figure 11-1). This is located in:

C:\Users\Craig\AppData\Local\Packages\Microsoft.SkypeApp kzf8qgxf38zg5c\
LocalState\live#3acoupon-king 1l\main.db

Note: This location for the Skype database is specific to Windows 8. In Windows Vista and 7, it was
located in:

C:\Users\ [User Name]\AppData\Roaming\Skype\ [Skype Name]
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2 IE:;SCh(;)B) ®  Open in External Viewer MT ‘
I media (2) L View File in Timeline... ]
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Figure 11-1 — Right-Click Craig’s main.db File and Select Extract File(s)

Extract Craig’s main.db file to your case Export folder. Open up the SkypeLogView tool. Either type in
the location of your case Export folder or use the [...] button to browse to your case Export folder. Click

OK.
% I Select Skype Logs Folder / Filename -
[E:\Cases\Craig Tucker\Craig Tucker\Export ] [I}
|| Load only log records in the following date/time range:
From: 4/17/2017 v 7:30:12 P To: 4/18/2017 v 7:30:12 P
— l OK ] [ Cancel

Figure 11-2 — Add Case Export Folder and Click OK

SkypeLogView will parse out all the Skype messages. It will also show who sent the chat message and
when it was sent (see Figure 11-3).
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Q SkypelogView: E:\Cases\Craig Tucker\Craig Tucker\Export EI
File Edit View Options Help

(Nos J= E RN |

Action Time User Name Display Name Chat Message A
12/20/2013 8:53:28... live:coupon-king_1 Craig Tucker hey kenny, whats up? u finally on winter break 4 school?

12/20/2013 8:55:12... liveckenny.mccormick28 Kenny McCormick yea 2day was my last day, altho i heard sum teachers r ma... —
12/20/2013 8:56:49... live:coupon-king_1 Craig Tucker thats cray man...well i was gonna hit sum stores this weeke...
12/20/2013 8:59:10... live:kenny.mccormick28 Kenny McCormick sweet, yea im in. im checking sum of my coupons 2 cif the...
12/20/2013 9:01:11... live:coupon-king_1 Craig Tucker alrite well i&apos;ll ttyl, im gonna play call of duty 4 a bit
12/20/2013 9:02:33... livetkenny.mccormick28 Kenny McCormick cool, cool...ttyl <ss type="highfive">(highfive)</ss>

m

12/21/2013 10:31:0... livekenny.mccormick28 Kenny McCormick hey dude, if we r going 2 wallmart 2day can u set me up w...

12/21/2013 10:56:3... live:coupon-king_1 Craig Tucker arizona iced tea...? what r u a girl? LOL while we r at wallma...
12/21/2013 10:58:2... live:kenny.mccormick28 Kenny McCormick shut up u newb its a good drink! so r u going 2 bring a co...
12/21/2013 10:59:2... live:coupon-king_1 Craig Tucker yea i will set 1 up 4 u...but rly?? iced tea? cant u just be nor...
12/21/2013 11:10:1... liveckenny.mccormick28 Kenny McCormick well u know what? i&apos;ll be drinking my iced tea over u... B
12/21/2013 11:11:3... live:coupon-king_1 Craig Tucker whatever dude... <ss type="facepalm">(facepalm)</ss> %
] TiF »

1 5 item(s) ‘ NirSoft Freeware. httpJ/iwww.nirsoft.net ‘

Figure 11-3 - Parsed Skype Messages in SkypeLogView

If you click Edit» Select All and then File» Save Selected Items, you can save these messages to an html,
csv, or txt report. As you can see through these logs, Kenny had asked Craig to get him the Arizona Iced
Tea coupon.
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Hidden Data

Introduction

There are several ways suspects will try to hide their data. A very common way suspects will usually hide
their data is through encryption and passwords. However, they might also try to change file extensions or
create hidden files and folders. Not every suspect will try to hide their data through these methods, but it
is still important for you to be aware of the different data hiding methods. Once you know how some
suspects might try to hide their data, you can learn how to better detect and handle passwords or renamed
file extensions.

Passwords and Encryption

Towards the beginning of your analysis, you came across a password protected word document and ZIP
file on Craig’s desktop. Both file names had the word coupon in it, which means that these files could
contain data relevant to your case. You are going to attempt to decrypt these files.

A good method to use when attempting to break a file’s password is to follow a phased approach (see
Figure 12-1). With a phased approach, you first try the easiest method, which is usually trying any known
passwords, such as the user’s login password. You can also try to run an English dictionary attack. If
those both fail, you can index the suspect’s drive and create a word list from the indexed words. The
word list can then be used as a dictionary attack. Many criminals are lazy and will save passwords in
places on their computer, reuse passwords for multiple accounts, and have physical versions like sticky
notes and papers with passwords written on them. Be sure to check all of these sources when doing a

real investigation before resorting to the brute force method. If the password is still not broken after all

of these attempts, you can try a brute force attack.

The brute force attack method is usually a last resort. It goes through every possible combination of
uppercase letters, lowercase letters, numbers, and symbols. A brute force attack will work eventually, but
it takes a great deal of time and resources.
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Password Breaking Phased Approach
(Easiest to Most Difficult)

¢ ¢ © o |

b 4

Figure 12-1 - Phased Approach to Breaking Passwords

—& Known Passwords

—=@ English Dictionary Attack

—— Brute Force Attack

—@ Index Image and Word List

First, you are going to try to use Craig’s login password on the MyCoupons.zip and AWESOME
COUPONS.docx. Export both these files out of Autopsy and save them into your Export folder.

r= e

N Craig Tucker - Autopsy 4.3.0
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|| Show Rejected Results
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L thumbnails (3)
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£

T

1 PrintHood (2)

Recent (2)

Saved Games (3)
1\ Searches (7)

L SendTo (2)
SkyDrive (5)
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.

£
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m

+ Add Data Source ﬁ View Images/Videos E Timeline v A © -~ Keyword Lists

Q- Keyword S...

ord search 1 - K... “HEIE

Directory Listing MD5 Hash Search Nl Ke:
imvg:Tgcker.EOI vol_vol2/Users/(:raig/Deskto-pﬁW

Table | Thumbnail|

7 Results

Name
| - AWESOME COUPONS.docx |

desktop.ini

&2 MyCoupons.zip

Properties

lo

CL Extract File(s) <@—

AWESOME COUPONS.docx:Zone.Identifier

Created Time

2013-1 21:43

201
2013-12-17
2013-12-2

H

Tag Files g

Add files to hash database *

L1

Q2

Figure 12-2 — Extract MyCoupons.zip and AWESOME COUPONS.docx in Craig’s Desktop Folder

Once MyCoupons.zip is in your case Export folder, you are going to need a tool to open it with, such as
7-Zip or WinRAR. You can download 7-Zip at:

http://www.7-zip.org/download.html

Once you have the 7-Zip tool, right-click MyCoupons.zip and click 7-Zip» Open Archive (see Figure

12-3).
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-E-@ ~-" -
@©v| | <« Cases » Craig Tucker » Craig Tucker » Export » ¥ I 5 H Search Exp... R ‘
Organize ~ = Open ~ New folder == - O @
4 Music = Name Date modifiec %
& Pictures ‘ i = | =
3« vidlaoe MyCoupons.zip 4/18/2017 1:|=
Open 4/18/2017 12—
Open in new window 4/18/2017 12
) Homegroup Extract All... 4/12/2017.2:2
’ Open archive <=
A Computer M ‘ Scan with Microsoft Security Essentials... Extract files...
& Local Disk (C:) Open with " Extract Here
& STORAGE-512 (D:) Restore previous versions ixtrtact t;: MyCatponsy
= est archive
- SCRATCH-240 (E:
= €) Send to ’ Add to archive...
> LAP (G) Cut Compress and email...
Copy Add to "MyCoupons.7z"
% Network - < Greate shorteut Compress to "MyCoupons.7z

Add to "MyCoupons.zip"

MyCoupons.zip Delete : .

g Compressed (zippe Feame Compress to "MyCoupons.zi|
i

Properties [ ']

Figure 12-3 — Right-Click MyCoupons.zip and Select Open Archive under 7-Zip

When 7-Zip opens, highlight all the files and click the Extract button in the top bar.

7-Zip File Manager ‘E e
File Edit View Favorites Tools Help

G =)v » = x i

Add | Extract| Test Copy Move Delete Info

¥ | E\Cases\Craig Tucker\Craig Tucker\Export\MyCoup« ¥

Name Size Packed Size
S| Gatorade.jpg 1403 292 1270273
|_"|Misc Many Drinks.png 1980 882 1929 206
|__"|Mountain Dew.png 975 225 833 965
|| Pizza.png 1063 307 976 524
|_"|Poptarts.png 1755 500 1593 163
|| Twinkies.png 1539 107 1453 355
«[  m »

6 object(s) selectec 8 717 313 1539107 2012-11-15 21:08

Figure 12-4 — Highlight All Files and Click Extract Button

7-Zip will prompt you with a Copy window. Create a subfolder under your case Export folder and then
click OK (see Figure 12-5).
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Copy

Copy to:

R =

[E:\Cases\Craig Tucker\Craig Tucker\Export\Password Protected Zip Files\] v

Files:6 (8717313 bytes)

E:\Cases\Craig Tucker\Craig Tucker\Export\MyCoupons.zip\
Gatorade.jpg
Misc Many Drinks.png
Mountain Dew.png
Pizza png
Poptarts.png

o

Figure 12-5 — Create Subfolder under Case Export Folder and Click OK

Next, you need to type in Craig’s login password “hungry123” and then click OK.

Enter password

Enter password:

hungry123

Show password

(e

S

Cancel

Figure 12-6 — Type in Craig’s Login Password and Click OK

Now you can view the decrypted password protected zip files.

v'l « Craig Tucker » Export » Password Protected Zip Files

Organize ~ =] Preview ~ Slide show Print E-mail

& OneDrive =

7] Libraries

., Documents
\4) Music

&, Pictures
B videos

@& Homegroup

& Computer
& Local Disk (C:) =
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—r—
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@ Network | (TT——
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B f [ E Gatorade.jpg Date taken: Specify date taken
B 2@ 5 JPEGimage Tags: Add a tag
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=- [ @
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Gaves3,5() e
10 A
sves600 @
(1 &l
sves00 @
S
TAVES® £
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L e

il 11

oo-we wass S
- ——
m

T
frmlmﬂ I

Misc Many Drinks.png

Figure 12-7 — Password Protected Zip Files Decrypted
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Now you should try to open Craig’s AWESOME COUPONS.docx file with the same login password.
When you open the file, you should be prompted with a Password window. Type in hungry123 and click

OK.

Password ? ‘@

Enter password to open file
E:\..\Craig Tucker\Export\ AWESOME COUPONS.docx

[ oK H Cancel ]

Figure 12-8 — Type hungry123 for AWESOME COUPONS.docx

The program should tell you that the password is incorrect. If you were to try and find the password for
this Word document, you would then want to look if the suspect wrote any passwords down or had sent
any in emails or chat. You could also then follow the phased approach and next try an English Dictionary
Attack with password breaking software.
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Signature Analysis

Sometimes users have suspicious data they do not want deleted, but rather hidden. Users can accomplish
storing data yet hiding its true nature by simply changing the file’s name and/or extension. For example, a
user could change naughty_photo.jpg to water_bill.txt in order to revert attention to the file. The change
in file extension, however, is detectable through signature analysis. Each file has a signature embedded in
itself which can then be compared to what the file claims to be. When these two pieces of information do
not match, the investigators know a more detailed analysis of the file is required. The following arethe
“magic numbers” for common file types:

File Type Extension Magic Number / Hex Value
JPEG Graphic Jpg FF D8

PNG Graphic .png 89 50 4E 47 0D 0A 1A OA

MP3 Audio .mp3 49 44 33

AVI Video avi 52 49 46 46

MOV Video .mov 6D 6F 6F 76

Windows Video File wmv 3026 B2 75 8E 66 CF

PDF pdf 25 50 44 46

Rich Text Document Itf 7B 5C 72 74 66 31

Word / Excel / PowerPoint Document .doc/ xls / .ppt DOCF11E0A1B11AEl

These specific hex values (also known as “magic numbers”) are at the beginning of each file and identify

the file’s type based on its content, not its file extension.

For additional signatures, you can use a File Extension Seeker or File Signature Table such as:
http://file-extension.net/seeker/
https://en.wikipedia.org/wiki/List of file signatures

Windows uses a file’s extension to determine what program to use to open or execute a file. For example,

if there is a picture called Stuff.jpg, it will be opened with Windows Photo Viewer or another picture

viewing program by default. However, if the file is renamed to Stuff.txt, it will be opened with Notepad
or Word by default and it will look like Figure 12-9.
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Figure 12-9 - Picture Renamed to Text File, Windows Opens Picture in Notepad by Default

Extension Mismatch Detector

One way to view the files that are suspicious and possible candidates of a user-modified file extension is
to use Autopsy’s Extension Mismatch Detector plugin. Click on Tools» Run Ingest

Modules» Tucker.E01. When the Run Ingest Modules window opens, check Extension Mismatch
Detector and then click Start.

a- Run Ingest Modules @

Recent Activity
Hash Lookup
File Type Identification

|2 Embedded File Extractor *) Check all file types except text files
|| Exif Parser " N

Keyword Search _) Check only multimedia and executable files
(7] Issm DR [V Skip files without extensions

EO1 Verifier | [V] skip known files

| | Android Analyzer
Interesting Files Identifier
PhotoRec Carver
Virtual Machine Extractor

[ Select All } [ Deselect All Flags files that have a non-standard extension ...

View Ingest History Global Settings
[ ] Process Unallocated Space i
>

Figure 12-10 — Check Extension Mismatch Detector and Click Start

When Autopsy finishes running, you can view the results in Results\Extracted Content\Extension
Mismatch Detected window. This window is where Autopsy places any files that it finds during analysis
whose signature possibly does not match its defined extension (see Figure 12-11).
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Figure 12-11 — Results for Extension Mismatch Detector Plugin
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Click the Extension column in the Table pane, and scroll down to the entries with txt. As you can see
there are four text files of interest all with the names underage_r@ygold. Autopsy has determined based
on the hex header of these files that they are actually jpeg images and not text files.
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Figure 12-12 —

Sort by Extension Column and View Text Files that are Images

Note: The problem with this category is that it comes back with many results that are not useful. It’s true
that these files’ extensions don’t match their headers, but that does not mean the suspect intentionally
renamed the extensions. There are several Windows system files and programs files that have mismatched

headers and extensions.
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Hex View Example

In Autopsy, navigate to the location of the file that you deem as suspicious and open it in Hex view.
Open the file “underage_r@ygold_011.txt” to check its contents, as it seemssuspicious.
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[N Single Regular Expression Search (0)
+- N Email Addresses (1390)
(% Hashset Hits
2 E-Mail Messages
[+ Interesting Items
(& Accounts

D E tion Detected (2) = wop7627.tmp tmp

D - und Id_013.6xt bt

- Extension Mismatch Detected (1339) underage:1@ygold- 015,

¢ Installed Programs (64) |- _underage_r@ygold_012.txt} txt

=4 Operating System Information (4) =u Properties

- # QOperating System User Account (8) “u View Source File in Timeline...

View Source File in Directory e

View in New Window
Open in External Viewer

Extract File(s)

Search for files with the same MD5 hash
Tag File

Tag Result

blain -~

& Generate R: J B o- Keyword Lists Qr Keyword S...
€ [ | Show Rejected Results | Directory Listing eE
) Extension Mismatch Detected 1339 Results
‘i =] D.ata Sources Table ‘ e ]
e Views
| Results Source File = Extension MIME Type

on/x-msoffice

Add extension txt as matching MIME type image/jpeg

Add file to hash database

Figure 12-13 — Right-Click One of the Text Files and Click View Source File inDirectory

Autopsy will take you to the folder where these pictures are being stored, which is the following path (see

Figure 12-14):

C:\Windows\System32\system files
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N Craig Tucker - Autopsy 4.3.0
Case View Tools Window Help
== Add Data Source g View Images/Videos =, Timeline v A" o -Keyword Lists Q- Keyword ...
€ [ show Rejected Results | Directory Listing | e
img_Tucker.E01fvol_vol2/Windows/System32/system files | 10 Results
i sI-S1 (16) & Tab'ﬂThumbnaili
[ slmgr (3)
0 SMI (5) Name Created Time
-1 Speech (5) |= underage_r@ygold_010.txt 201 7:51:10 GMT
[+ [1} spool (8) underage_r@ygold_010.txt:Zone.Identifier 20 51:10 GMT
+ 0 spp (_5) | Elunderage_r@ygold_011.txt 2 51:17 GMT  —
¥ sppui (4) iE\ underage_r@ygold_011.txt:Zone.Identifier 2C ‘
U sr-Latn-CS (14) ]
| sr-Latn-RS (14) |& underage_r@ygold_012.txt <= |=
I sru (11) underage_r@ygold_012.txt:Zone.Identifier 20 ‘
1 sv-SE (20) [E underage_r@ygold_013.txt R
[ Sysprep (9) underage_r@ygold_013.txt:Zone.Identifier 2013 -
[0 system files (14) < ‘ m ] >
[+ L SystemResetPlatform (22) —— =
[ [ Tasks (9) Hex| Strings| File Metadata| Results [ Indexed Text] Medial \ _
1\ th-TH (16) Pa.. 1 of 6 P... 2 Go to Page: Jump to Offset
= tr-TR (19) 0x00000000: FF D8 FF EO 00 10 4A 46 49 46 00 01 01 01 00 48
4 Uk_UA (16) 0x00000010: 00 48 00 00 FF DB 00 43 00 03 02 02 03 02 02 03
H" 1} Wbem (712) 0x00000020: 03 03 03 04 03 03 04 05 08 05 05 04 04 05 OA 07
i 0x00000030: 07 06 08 OC OA OC OC OB OA OB 0B OD OE 12 10 OD
[ WCN (3) 0x00000040: 0E 11 OE 0B 0B 10 16 10 11 13 14 15 15 15 0C OF
B0 wdi (12) i bt it G b e e i
1y wfp (3) 0x00000070: 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14
] WinBloDatabaSe (2) 0x00000080: 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14
A0 WinBioPluglns (7) | m

Figure 12-14 — Renamed Picture Files Stored in system files Subfolder

View one of these picture files in hex view and look at the header. As you can see it has a header of a

JPEG Graphic file.
HeXlStrings] File Metadata| ResultsIIndexed Textl Medial drieview|
Pa.. 1 of 6 PiE > Go to Page: Jump to Offset |
0x00000000: FF D8 FF E0O 00 10 4A 4§ 49 46 00 01 01 01 00 48 JFIF H
0x00000010: 00 48 00 00 FF DB 00 43 00 03 02 02 03 0z 02 03 c
0x00000020: 03 03 03 04 03 03 04 05 08 05 05 04 04 05 OA 07
0x00000030: 07 06 08 OC OA OC OC 0B OA 0B OB 0D OE 12 10 0D
0x00000040: OE 11 02 OB OB 10 16 10 11 13 14 15 15 15 0OC OF
0x00000050: 17 18 16 14 18 12 14 15 14 FF DB 00 43 01 03 04
0x00000060: 04 05 04 05 09 05 05 0% 14 0D 0B OD 14 14 14 14
0x00000070: 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14
0x00000080: 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14
Figure 12-15 — JPEG Graphic File Header on Renamed Text File

When you compare the extension of “underage r@ygold 011" with the file type found from the
signature, you should have a mismatch. The signature matches a JPEG Graphic file with “FF D8”, rather
than that of a Plain Text File (.txt). Therefore, you as an investigator should do more analysis on the file
since the user was attempting to keep its contents hidden.
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Installed Programs

Introduction

Looking at what programs your suspect had installed can start to give you a better idea of how they used
their computer. If he had pictures, how did he view or edit them? If he had ZIP and RAR files, how did he
open them and extract data? If he had digital movies, how did he play them?

In this section, you will be looking at three specific programs. Programs are almost never the same, so

information about how they were used will be stored differently. You can often find information about a

program from its website. You can also try downloading the program on a virtual machine with the same

OS as your suspect to see what it does and how it is storing evidence on your suspect’s computer.

Take a look at what programs are installed on Craig’s computer. You can find installed programs under:
C:\Program Files

C:\Program Files (x86)

The first program you are going to look at is GIMP 2.

“Craig Tucker - Autopsy 4.3.0 inlE [
Case View Tools Window Help
Add Data Source n View Images/Videos E Timeline ¥ A © ~ Keyword Lists Q- Keyword S...
€ Show Rejected Results | Diredtory Listing ———
/img_Tucker.EOl 10 Results
& Data Sources -
8 Tucker.E01 ‘ Teble {umbne
vol1 (Unallocated: 0-2047) Name Created Time Modified Time
vol2 (NTFS / exFAT (0x07): 2048-1258270 J [current folder] ) | ) |
3 :gt:::ns?l)es i . [parent folder] )
- 4 k32 01
4\ $Recyde.Bin (3) 3
%) $Unalloc (5) Bbin : : :
+ 4 Boot (47) 4 etc ) 1 L
J\ Documents and Settings (2) J lib 20 20 21:37:20 GMT ) 2 |
4 PerfLogs (2) = J. libexec ) { 1
— 4 Program Files (21) J Python y { {
#-l Common Files (5) h ; {
i File Assodiation Helper (10) BB
=S Cive 2 (10) [ L uninst 2013-12-20 21 2013-12-20 21
# W 32(6) “ m »
4 bin (239) T
+ W etc(5) -
# 3 lib (7)
4 libexec (4)
+ & Python (10)
# W share (9)
£ uninst (10)

4/ 4 Internet Explorer (67)

Figure 13-1 — GIMP 2 in Program Files
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GIMP

GIMP is a freeware graphic manipulation tool. You can alter pictures and add layers to a photo with it. If
you look at Craig’s email, there is one called “Re: Coupon Making” from Stan Marsh. Craig had asked
him how to make his own coupons, and then Stan attached two guides and told him to download GIMP.

Hex[Stringsl File Metadatal Results [Indexed Text[ I¢

‘ Preview l

Subject: Re: Coupon Making

From: Stan Marsh <stan.marsh27@yahoo.com>
To: Craig Tucker <coupon-king@outlook.com>

Ettachmentsr (3) [Noname], HowtolMakeCoupons.jpg, 6CommandmentsoiCouponiiaking.docx |

Here r sum guides but just warning u that u r getting in 2 a whole new deal by making them
urself. u get caught using them, not so bad and u can make up an excuse...u get caught
making them, u r doomed. So dont be a newb and get caught. BTW u need GIMP 2 make ur

own, so go download it.

Figure 13-2 — Email Mentioning GIMP

Go to Craig’s downloads folder in:

C:\Users\Craig\Downloads

N Craig Tucker - Autopsy 4.3.0

! AppData (5)
Application Data (2)
Contacts (3)

! Cookies (2)

[ [& Desktop (10)

[ Documents (9)
B
(-1 Favorites (5)

! Links (7)

Local Settings (2)
Music (3)

! My Documents (2)
! NetHood (2)

[ Pictures (12)

! PrintHood (2)

! Recent (2)

! Saved Games (3)
Searches (7)
SendTo (2)

{52
=R =K

£

EEt

£

v

=2
EE s
m

*

£

.

== Add Data Source ﬁ View Images/Videos E-: Timeline v A © - Keyword Lists Q- Keyword S...
& [ Show Rejected Results | Directory Listing ‘ EEE
. img_Tucker.E01}vol_vol2/Users/Craig/Downloads | 15 Results
bW Users:(8) 4 | Table | Thumbnail|
L All Users (2)
=3 Craig (35) Name Created Time
B -gimp-2.8 (48) Coupons1.zip:Zone.Identifier
-8 .thumbnails (3)

desktop.ini
"/ gimp-2.8.10-setup.exe <
gimp-2.8.10-setup.exe:Zone.Identifier
winrar-x64-501.exe
winrar-x64-501.exe:Zone.Identifier
WinZip180.exe
WinZip180.exe:Zone.Identifier (
- om | »

|

| Hex| Strings| File Metadata | - | Indexed Text |1l | |

Name /img_Tucker.E01/vol_vol2/Users/Craig/Downloads/gimp-2.8.10-se
Type File System

MIME Type application/x-dosexec

Size 90396104

File Name Allocation  Allocated

Metadata Allocation  Allocated

Modified 2013-12-20 21:31:09 GMT

Figure 13-3 — GIMP Installer in Downloads Folder

As you can see, Craig downloaded the installer for GIMP and then installed it.
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Installed Programs

Something that is unique to GIMP is that it has a “document history.” This document history feature is so
users can easily find and open their recently used files.

< GNU Image Manipulation Program
Eile Edit Select View Image Layer Colors Tools Filters Windows Help

New... Ctrl+N
Create 4
= Open... Ctrl+O
™ Open as Layers... Ctri+Alt+0
@® Open Location...
|__Open Recent *) | Test3jpg Ctri+1
B Save Ctrl+S | — Test2jpg Ctrl+2
Save As... Shift+Ctri+5 :
| Testljpg Ctrl+3
Save a Copy..
& Revert @ Document History <fm—

Figure 13-4 — GIMP Document History
The document history is being stored in:
C:\Users\Craig\AppDatal\Local

In the Local folder, there is a file called recently-used.xbel. This is an XML-formatted file that contains
information about the pictures that Craig had opened with GIMP.

= B e

& Craig Tucker - Autopsy 4.3.0
Case View Tools Window Help

([ Microsoft (18)
[+ 1 Packages (34)
1) Programs (3)
! Temp (28)
I\ Temporary Internet Files (2)
1\ VirtualStore (2)
1 WinZip (4)
+‘ ) LocaILow ()]
! Roaming (6)
X Application Data (2)
.\ Contacts (3)

1 Add Data Source ﬁ View Images/Videos E Timeline v A © - Keyword Lists Q- Keyword S...
< [ ] Show Rejected Results | Directory Listing ‘ Ee
) img_Tucker.E01}vol_vol2/Users/Craig/AppData/Local | 17 Results
2w Usirﬁ 68) i # | Table | Thumbnail|
B sers E— 5
= Craig (35) Name Created Time
b @ .gimp-2.8.(48) 1\ Packages M
[+ & .thumbnails (3) P
5 } AppData ©) 1\ Programs
Local (19) ¥ Temp
I\ Application Data (2) .. Temporary Internet Files
[+ [& fontconfig (3) 1 VirtualStore
D gegl-0.2 (3) 1 WinZip
B Google (4) [= IconCache.db
1 gtk-2.0 (3)
I History (2) recently-used.xbel <

«[ame

| Hex| Strings | File Metadata | Results| Indexed Text \_l—

Matches on page: -  of Match Page: 1 of

<?xml version="1.0" encoding="UTF-8"2>
<xbel version="1.0"
xmlns:bookmark="http://www. freedesktop.org/standards/desktop-bookma

xmlns:mime="http://www.freedesktop.org/standards/shared-mime-info"
<bookmark hr le:///E:/Coupons/ibPad.png” added="2013-12-21T00:58:50
158:502" visited="2013-12-21T00:58:502">
<info>

<metadata owner="http://freedesktop.org">
<mime:mime-type type="image/png"/>

Figure 13-5 - GIMP Document History Stored in XML File

If you look in the XML file in Indexed Text or Strings view, there are several entries that appear to be
coupons. He opened these on his drive and from his external drive. The XML file even gives you the date
and time when each file was opened (see Figure 13-6).

Copyright © 2019. All rights reserved. Page 13-3



Chapter 13

Hex | Strings | File Metadata | Results[ Tndexed Text] | |
Matches on page: - of - Match Page: 1 of 1 Page

<bookmark href="file:///E:/Coupons/4.jpg" added="2013-12-21T19:17:452" modified="2013-12-21T19:17
452" visited="2013-12-21T19:17:45Z">
<info>

<metadata owner="http://freedesktop.org">
<mime:mime-type type="image/jpeg"/>
<bookmark:groups>
<bookmark:group>Graphics</bookmark:group>
</bookmark:groups>
<bockmark:applications>
<bookmark:application name="GNU Image Manipulation Program" exec="&apos;gimp-2.8 %usapos;
" modified="2013-12-21T19:17:45Z" count="2"/>
</bookmark:zpplications>
</metadata>
</info>
</bookmark>
<bookmark href="file:///C:/Users/Craig/Documents/My%20Stuff/Iced%20teat20-320edited.png"” added="
ES—IZ—ZITIB:IS:SZZ" modified="2013-12-21T19:19:582" visited="2013-12-21T19:19:52Z"> j
<info>

<metadata owner="http://freedesktop.org">
<mime :mime-type type="image/png"/>
<bookmark:groups>
<bookmark:group>Graphics</bookmark:group>
</bookmark:groups>
<bookmark:applications>
<bookmark:application name="GNU Image Manipulation Program" exec="&apos;gimp-2.8 %usapos;
" modified="2013-12-21T19:19:582" count="2"/>
</bookmark:applications>
</metadata>
</info>
</bookmark>

Figure 13-6 - Entries in GIMP Document History

You don’t have Craig’s E: drive, so you can’t look at most of the picture files that he opened with GIMP.
However, you can look for “1304644031008.png” and “Iced tea — edited.png” in his My Stuff folder.

Double-click the Created time column to sort the files by created time. If you look at the bottom of the
list, you will see a file called “1304644031008.png” and “Iced tea - edited.png”.

Look at the first Arizona Iced Tea coupon named 1304644031008.png. It has a file Created time of
12/21/2013 at 19:14:07 GMT.

N Craig Tucker - Autopsy 4.3.0 EI

Case View Tools Window Help

Add Data Source ﬁ View Images/Videos E Timeline v A © ~ Keyword Lists Qr Keyword S...
€ [ Show Rejected Results | Directory Listing e
N img_Tucker.E01fvol_vol2/Users/Craig/Documents/My Stuff | 47 Results|
B8 Users (8) | Table | Thumbnail
+ 4 All Users (2) -
=1 Craig (35) Name l = Created Time l Modified Time
&0 .gimp-2.8 (48) 15 1304643804769.png 2013-12-21 19:14:07 GMT  2011-05-06 05:23:0
&0 thumbnails (3) [ 1304644031008.png <= 3-12-21 19:14:07 GMT  2011-05-06 05:25:18 []]
&1L AppData (5) & Iced tea - edited.png 2013-12-21 10:10:58 GMT | 2013-12-21 19:19:58 ~
1 Application Data (2) T = 3
Contacts (3) L&V

§

4 Cookies (2) || Hex| strings | File Metadata | | Indexed Text| Media |
[+ 1 Desktop (10)
&= U Documents (9) MANUFACTURER'S COUPON Expires:10/31/2011
1 Guides (10)

@

Save $3.00

on any one(1) 1280z container of AriZona® Iced Tea

L My Music (2)
L. My Pictures (2)
.
1. My Videos (2)
L\ Papers (14)

RETAILER: We wil pay you 1he 1360 vlue pius 8¢ £ i toma ars met

CONSUNES y per prod.

TERNS. redemed iZona Beverage Co coupen
C UsA

i Aayy e
{any kard) per purchase. Copon

voud I By YOU O 80enCy Uthorized by s,
Mailto. ArZons Beverage Co, CMS Dect. #762581, 1 Fawcett Dr. Def Rio, TX 78840, Cash Vshue 1/20¢. 62003 AriZors Beverage Co

m

(%,

, Downloads (21) :;rul?er

[ [ Favorites (5) S 0007336-685216
fiiammmmim
1 Local Settings (2) B il L RUILLLIL LWL L)
L Music (3) — |
' My Documents (2) SMARTSOURCE® 51 0733610008717

! NetHood (2)

§

Figure 13-7 - Iced Tea Coupons in Craig’s My Stuff Folder, Sorted by Created Time
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To know if these files were created on Craig’s computer at that time or if they were copied from another
source, you can look at the Created time for the other files. Nine of the other coupons have a Created time
of 12/21/2013 at 19:14:07 GMT.

Now, look at the Modified times of these 10 files. These times predate the Created time. Based on these
time stamps, this activity is consistent with these files being copied to the My Stuff folder from another
source, such as his external E: drive.
Table | Thumbnaill
Name = Created Time Modified Time
=1304377546277.jpg 2011-05-0

11304377950804.png 201 - 2011-05-03
51304393958244.png 2012 2011-05-03
[=11304394230314.jpg 20131 2011-05-0 T
51304644210039.png 20111 2011-05-06 05:25 T
|=1304400692832.png 20131 2011-05-03 ( T
= 1304643149337.png 2011-05-0

= 1304643663005.png
= 1304643804769.png
|=11304644031008.png
i Iced tea - edited.png

201 1-05-06 [

2013-12-21 19:19:58 (
Figure 13-8 — Timeline of Coupons
The edited version of the Arizona Iced Tea coupon (Iced tea — edited.png) was created approximately 5

minutes later on 12/21/2013 at 19:19:58 GMT. The Modified time of Iced tea- edited.png matches the
Created time, which is consistent with this file being created on this computer.
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WinZIP

The next program you are going to look at is called WinZIP. WinZIP allows you to zip and unzip files.
You can also use it to create password protected ZIP files. Earlier, you found that Craig downloaded ZIP
files that contained several coupons.

WinZIP keeps some information stored in the user’s NTUSER.DAT file. Open up Craig’s NTUSER.DAT
file with Registry Explorer, and navigate to:
Software\Nico Mak Computing\WinZip
“J Registry Explorer v0.8.1.0

File Tools Options Bookmarks (17/0) View Help
Registry hives (1) | Available bookmarks (17/0) |

Key name Last write timestamp
5 7
» a4 WinZip <= 2013-12-21 19:08:26..
caution 2013-12-21 19:03:27..
directories 2013-12-21 19:08:26... .
~ Filters 2013-12-21 19:03:27... .
fm 2013-12-21 19:03:27... .
ListView 2013-12-21 19:08:26... .
v omru 2013-12-21 19:03:27... .
programs 2013-12-21 19:03:27... . ‘
> ES Irs 2013-12-21 19:08:17... .
Splitter 2013-12-21 19:03:27... . | &
~ Statistics 2013-12-21 19:03:27... ‘
UpdateCheck 2013-12-21 19:03:27... .| |
WinIni 2013-12-21 19:08:26... .
WinZip 2013-12-21 19:08:26... .
v WXF 2013-12-21 19:03:54... .
wzshlext 2013-12-21 19:03:27... . ~

O Key: [Software\Nico Mak Computing\WinZip]

Figure 13-9 - WinZip Key in Craig’s NTUSER.DAT

Under the WinZip subkey, there are several other subkeys. The “directories” subkey contains value names
of “AddDir” and “ZipTemp” (see Figure 13-10).
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J Registry Explorer v0.8.1.0

File Tools Options

Bookmarks (17/0)

View Help

Registry hives (1)

Available bookmarks (17/0)

Key name Last write tim... .
v -
4 Nico Mak Computing 2013-12-211... |.
b Common 2013-12-21.1_ |||
File Association Helper 2013-12-21 1... |.
4 WinZip 201312211 ||..
caution 2013-12-21 1... |
’ directories < 2013-12-211 -
Filters 2013-12-21 1... |.
fm 2013-12-211... . ‘
ListView 2013-12-211... .| &
> mru 2013-12-211... .
programs 2013-12-21 1. |-
bES s 201312211 |2
Splitter 2013-12-21 1... |-
Statistics 2013-12-211... .
UpdateCheck 2013-12-21 1... |.
WinIni 2013-12:21-1... |- ||~
[ Key: Software\Nico Mak Computing\WinZip\directories
Last write:

Values

(B N |

Drag a column header here to group by that column

Value N... ~ Data
L J
» [AddDir C:\Users\Craig\SkyDrive\Documents ]
CheckOutB...
gzAddDir 0
gzExtractTo 2
[ZipTemp C:\Users\Craig\AppData\LocaI\Temg]
ZipTempR... 1
Type viewer
Value name AddDir
Value type RegSz
Value C:\Users\Craig\SkyDrive\Documents

2013-12-21 19:08:26 +00:00 6 of 6 values shown (100.00 %) Load comp  Hidden keys: 0 .

Value: AddDir = Collapse all hives

Figure 13-10 - AddDir and ZipTemp Values in Directories Subkey

The ZipTemp value shows you the location for temporary files. When a user opens a file in a ZIP using
WinZIP, it will store the opened file in this temporary folder. The temporary folder location for this user

is:

C:\Users\Craig\AppData\Local\Temp

However, if you look at this location in Autopsy, there aren’t any files from WinZIP. You won’t always

find data in the temporary folder, because it’s usually overwritten quickly. It’s still a good idea to check it

though.

The AddDir value shows you the last location a ZIP file was extracted to. In this case, it is:

C:\Users\Craig\SkyDrive\Documents

If you look at Craig’s Skydrive, there are several coupons stored there. Now that you know this was the
last location for a ZIP file to be extracted to, these coupons could have potentially been from the
downloaded ZIP files. You also know that these coupons were downloaded from the Internet, because

they have an ADS of 3.

Another piece of information in the NTUSER.DAT file is under the “mru\archives” subkey (see Figure

13-11).

Note: The abbreviation mru stands for “most recently used.”
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' Registry Explorer v0.8.1.0 E
File Tools Options Bookmarks (17/0) View Help
Registry hives (1) ] Available bookmarks (17/0) Values
Key name Last write tim... . Drag a column header here to group by that column
2 i Value ... « Data
4 Nico Mak Computing 2013-12-211... |. .
v = Common 2013-12-21°1.. . lO T e = ]
File Association Helper D122 1 | [ 1 e e R
45 WinZip 2013-12-21 1... . MEDHES (U000
= caution 2013-12-21 1... |-
~ directories 2013-12-21 1... |.. (3w
~ Filters 2013212-21 1... |.
— fm 2013-12-21-1... | .|| &
= Listview 2013-12-211... .| : -
4= 20131221 1... . Type viewer | Slack viewer
’ = archives e 2013-12-211... .| | Value name 0
= jobs 2013-12-21 1... |.
- Value type RegSz
~ programs 2013-12-21.1... |-
PEE s 2013-12-21 1... . Value C:\Users\Craig\Desktop\MyCoupons.zip
Splitter 2013=12-21 1... |.
Slack
~ Statistics 2013-12-211... . ~
[ Key: [Software\Nico Mak Computing\WinZip\mru\archives] Value: 0  Collapse all hives

Last write: =~ 2013-12-21 19:08:26 +00:00 2 of 2 values shown (100.00 %) Load comp Hidden keys: O .

Figure 13-11 - ZIP File Created Using WinZIP

The values within this subkey will show what ZIP files were created using WinZIP. As you can see, there
was only one ZIP file that Craig created using WinZIP, and it is the encrypted MyCoupons.zip on his
desktop.

If you look at MyCoupons.zip on Craig’s desktop, you will also notice that the Created and Modified
times are the same. This is consistent with the ZIP file being created on Craig’s computer.
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WinRAR

WInRAR is another program used to compress and decompress ZIP and RAR files. Craig has a file called
ALL COUPONS.rar located in his Downloads folder. Take a look at the following subkey in Craig’s
NTUSER.DAT file:

Software\WinRAR\ArcHistory

4 Registry Explorer v0.8.1.0 [ e ]
File Tools Options Bookmarks (17/0) View Help
Registry hives (1) j Available bookmarks (17/0) Values |
Key name Last write tim... . | Drag a column header here to group by that column
X i ..~ Data
v = Nico Mak Computing 2013-12-21 1... . :
» == Policies 2013-12:17-1... | -
&= RegisteredApplications 2013-12-17 2... » 0 [C:\Users\Cralg\DownIoads\ALL COUPONS.rar] .....
4 WinRAR 2013-12-18 2...
» [ ArcHistory e 2013-12-18 2... ...
FileList 2013-12-18:2.. |
[ Formats 2013-12-18 2... .
~ General 2013-12-182... |- =a
[ Interface 2013-12-18 2... .
% e=bprofiles 2013-12-18 2... . Type viewer | Slack viewer
v Setup 2013-12-18 2... |. | 8 Value name 0
= WinRAR SFX 2013-12-182... |. i
= — - Value type RegSz
WinZip Computing 2013-12-211... .
» = Wow6432Node 2013-12-17 2... . Value C:\Users\Craig\Downloads\ALL
b [ System 2013-12-171... . L o COUPONS.rar
v [« Associated deleted records <>
[ Key: [Software\WinRAR\ArcHistory] Value: 0 Collapse all hives

Last write: =~ 2013-12-18 20:07:21 +00:00 1 of 1 values shown (100.00 %) Load comp Hidden keys: 0 .

Figure 13-12 — ArcHistory Subkey Shows Files Opened with WinRAR

As you can see, WIinRAR stores what files were opened in WinRAR under this subkey. If you wanted to

see when the file was opened, you could look at Craig’s Recent folder for any link files (see Figure
13-13).
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(g ) - - »
e Tucker - Autopsy 4.3. = N
Case View Tools Window Help
== Add Data Source ‘ View Images/Videos '—::', Timeline i GenerateReport v '/ @ @ -Keyword Lists ‘ Q- Keyword S...
Gk [ ]show Rejected Results | Directory Listing L =E
o . . img_Tucker.EO1}vol_vol2/Users/Craig/AppData/Roaming/Microsoft/Windows/Recent |
=) Roaming (6) ~ | Table | Thumbnail
([ Adobe (3) )
1 Macromedia (3) Name Created Time
= Microsoft (12) 20000196.Ink 2013-12-21 01:14:07 GMT
& Credentials (2) 6CommandmentsofCouponMaking.Ink 2013-12-20 21:26:41 GMT
¥ InputMethod (3) ALL COUPONS.Ink <= 2013-12-18 20:07:21 GMT
(-1 Internet Explorer (4) = g
-0 MMC (2) AWESOME COUPONS.Ink 2013-12-20 21:43:07 GMT
& Network (3) Biology and Aggression.Ink 2013-12-18 23:15:30 GMT
{1l Protect (5) Cheetos.Ink 2013-12-18 19:42:32 GMT
i Spelling (3) || Coca- Cola.lnk 2013-12-20 21:17:27 GMT
110 SystemCertificates (3) < ‘*‘
[ Vault (2)
=3 Windows (11) | Hex| Strings | File Metadata | Results| Indexed Text | =i~ W
~ Il AccountPictures (3) Matches on page: - of - Match ~ Page: 1 of 1 Page
[l Libraries (11) P T
U Network Shortcuts (2) | {acz covsons.zas
-1} Printer Shortcuts (03] = |} c:\Users\Craig\Downloads\ALL COUPONS.rar
H {--\--\.-\..\..\Downloads\ALL COUPONS.rar
& - Recent (88) C:\Users\Craig\Downloads(
~l SendTo (11) 1sDS
[ Start Menu (4) Niinobksscotmbll
-1l Templates (2)
[ Themes (6)
[/ WinRAR (3)
v

Figure 13-13 — Link File for ALL COUPONS.rar

As you can see, the Created time and the Modified time are the same on the link file, so ALL
COUPONS.rar was only opened once on 12-18-2013 20:07:21 GMT.

| Table | Thumbnail

Name Created Time Modified Time Access Time
20000196.Ink 2013-12-21 01:14:07 GMT  2013-12-21 01:14:07 GMT  2013-12-21 01:14:07 GMT
6CommandmentsofCouponMaking.Ink 2013-12-20 21:26:41 GMT  2013-12-20 21:27:33 GMT  2013-12-20 21:27:33 GMT

20:07:21 GMT  [2013-12-18 20:07; :2
AWESOME COUPONS.Ink 2013-12-20 21:43:07 GMT  2013-12-20 21:43:32 GMT  2013-12-20 21:43:32 GMT
Biology and Aggression.Ink 2013-12-18 23:15:30 GMT  2013-12-18 23:17:33 GMT  2013-12-18 23:17:33 GMT

Figure 13-14 — ALL COUPONS.rar Opened Once
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Legal
Introduction

Once you start conducting forensic examinations of data, your role starts to fall into the category of an
expert witness. As such, you need to be prepared to testify about your procedures and findings.

Whether you are simply preserving and collecting digital evidence or conducting the steps through
analysis and reporting, you need to always do your job in a forensically-sound manner. If you do not,
either you or another examiner may likely spend more time trying to explain to the court what you did
and how that did not tamper or alter the original evidence.

If your case goes to trial, the court will have to determine if you are qualified to be an expert witness. The
defense may try to challenge your designation as an expert by simply asking if you have a Ph.D. in
computer science. However, an expert is not required to have a degree or major credentials. The court will
determine if you are qualified based on your special knowledge, skills, training, or experience to provide
testimony to aid the factfinder in matters that exceed common knowledge of ordinary people.

As you continue down the path of this field, keep track of your training and try to obtain credentials or
certifications if you can. All of this will lead toward your qualifications to be designated by the court as
an expert witness.

In federal court, the Daubert standard provides rules of evidence regarding the admissibility of expert
testimony including scientific data. Digital evidence collected and analyzed using forensic software by an
expert can be challenged.

What does this mean to you? The court will have to consider the admissibility of the digital evidence.

If the opposing side files a motion to suppress the evidence or challenge your skills based on the
technology you used, the court will evaluate “whether the testimony’s underlying reasoning or
methodology is scientifically valid and properly can be applied to the facts at issue.”
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The court will consider factors such as:

o Whether the technique in question can be or has been tested:;

e Whether it has been subjected to peer review and publication;

e The technique is known to have potential errors and there are maintenance standards controlling
its operation;

e Itisawidely accepted practice in the relevant scientific community.

As you go forward, you need to keep all of this in perspective as it affects how you do your job.

An excellent resource for legal issues related to digital evidence can be found on the U.S. Justice
Department’s website and is titled Searching and Seizing Computers and Obtaining Electronic Evidence
in Criminal Investigations.

Expectation of Privacy

A search is considered to be constitutional if it does not violate a person’s reasonable expectation of
privacy.

A computer, storage media, and cell phone should be considered a “closed container” such as a briefcase
or file cabinet. The Fourth Amendment generally prohibits law enforcement from accessing and viewing
information stored on a computer if it would be prohibited from opening a closed container and
examining its contents in the same situation.

Private Searches

Individuals who retain a reasonable expectation of privacy in the data stored on their computer may lose
Fourth Amendment protections when they give their computer to a third party, such as a repair shop or a
friend.

The Fourth Amendment is not violated when a search is conducted by a private individual acting on his
own (not acting as an agent of the Government or with the participation or knowledge of any
governmental official) and makes the results available to law enforcement.

Law enforcement can reenact the original private search without violating any reasonable expectation of
privacy. However, law enforcement cannot exceed the scope of the original search. It is better for law
enforcement to use the information learned from the private search as probable cause to get a warrant that
will allow for a complete search.

Search Authority

Before you jump into any collection or search, you need to determine if you have the authority to do that.

If you are a government agent, then the Fourth Amendment applies to your actions. If a person is acting
as an individual or on behalf of their company and not under the direction of the government, then the
Fourth Amendment does not apply.

So what are the exceptions to a search warrant when it comes to digital evidence?
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Consent

Law enforcement does not need a search warrant or even probable cause if the person with authority has
voluntarily consented to the search. When using consent as an exception, you should consider the
following factors:

¢ In the future, will you need to prove consent was given? How will you do that?
e When does a search exceed the scope of the consent?

o Who is the proper party to consent to a search?

e The consent may be revoked

Ideally, use a written consent form that states the scope of consent includes the consent to search
computers and “other electronic storage devices.”

When a third party gives consent to search a computer that consent may have some issues. For example,
two people share a computer that is not password-protected. However, what if one person password-
protected some files and the consenter does not know the password? You hit a crossroad, what should you
do?

Parents can consent to searches of their children’s computers when the children are under 18 years old. If
the children are 18 or older, the parents may not have the authority to consent.

Computer searches by repairman prior to contact with law enforcement are private searches and do not
violate the Fourth Amendment. Again, it is best practice for law enforcement to use the information
revealed through a repairman’s private search as a basis to secure a warrant for a full search of the
computer.

Exigent Circumstances

When considering the use of exigent circumstances as an exception to the search warrant requirements,
you need to consider the following:

e The degree of urgency

e The amount of time necessary to obtain a warrant

e Whether the evidence is about to be removed or destroyed

e The possibility of danger at the site

e Whether those in possession of the contraband know the police are on the trail
e The ready destructibility of the contraband

Just remember that the existence of exigent circumstances is tied to the facts of that particular case.

1. Can someone remotely issue a kill command to a cell phone? Yes. Could you seize a smartphone
for the purpose of placing it in airplane mode? Probably, but conducting a search is another issue.

2. If an unlocked iPhone is allowed to enter a “locked screen” mode, will that prevent the
investigator from accessing the data on the phone?

3. Can someone effectively lock their data on a computer that is using Microsoft Bitlocker?
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Plain View

You are conducting a search of a computer for evidence of fraudulent documents and identification
pursuant to a valid search warrant. During the examination, you see child pornography in “plain view.’
Do you continue to search for more child pornography or do you stop and seek a new search warrant?

9

At that point, stop your search for additional child pornography and obtain a new search warrant
authorizing the search for that content.

The “plain view doctrine” does not authorize law enforcement to open and view the contents of a
container that they are not otherwise authorized to open and review.

Probation and Parole

Individuals on probation, parole, or supervised release have a diminished expectation of privacy and may
be subject to warrantless searches based on reasonable suspicion, or, potentially, without any
particularized suspicion.

Search Incident to an Arrest

Pursuant to a lawful arrest, officers may conduct a “full search” of the arrested person, and a more limited
search of his surrounding area, without a warrant. When it comes to computers, cell phones, or storage
devices seized incident to an arrest, a complete forensic search often requires the data to be extracted and
then searched using forensic software. While the devices may be seized, a search warrant needs to be
obtained to conduct the search.

California Electronic Communications Privacy Act

Based on the passage of SB 178, four new Penal Code sections (1546, 1546.1, 1546.2 and 1546.4)
became effective January 1, 2016, which is known as the California Electronic Communications Privacy
Act (CalECPA).

The Act restricts government access to information contained in electronic form and mandates procedures
for law enforcement to follow in order to obtain electronic evidence.

PC 81546 defines 12 terms used in the Act.

Copyright © 2019. All rights reserved. Page 14-4



CAL POLY

California Cybersecurity
Institute

Computer Forensics CCIC Training
Chapter 15: Reporting and Timeline

Lauren Pixley, Cassidy Elwell, and James Poirier
March 2020 (Version 3)



This work by California Cybersecurity Institute is licensed under a
Attribution-NonCommercial-NoDerivatives 4.0 International License.




Reporting and Timeline

Introduction

After you complete your analysis of the forensic image, you will need to create a timeline and a report.
Since this is still an introduction to digital forensics, your report will be simple and you will only stick to
the key points of Who, What, When, Where, Why, and How. You will also want to create a very simple
timeline of only the important events that happened on the computer, such as an incriminating email
being sent or a file of interest being opened. This chapter will use the Craig Tucker case as an example.

Report

For the CCIC Event, you are expected to create a presentation (PowerPoint, Prezi, etc) that discusses
Who, What, When, Where, and How. When you answer these questions, you will want to support your
answer with as much evidence as possible. You can back up your answer with emails, Internet searches,
files opened, or anything else of interest that relates to your response. For your presentation, you will
want to have your title slide with the case name and each team member name.

Craig Tucker Case

Lauren Pixley, EnCE

Figure 15-1 — Title Slide with Case Name and Team Member Names
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Your next slides should focus on the Who part of the report. When writing your answers on who the
suspect is and who they were communicating with, you can easily go beyond just the simple points made
below for the Craig Tucker case. Some cases you might find pictures of the suspect, personal documents
with their information, or see them logging into personal accounts online.

Who was the suspect?

1. You know based on the scenario given at the beginning that the main suspect was Craig Tucker.

2. After searching through the Windows Registry, you determined the only user account was named
Craig.

3. After going through the Windows 8 Mail App, you found emails that were sent and received by
Craig Tucker under the email address “coupon-king@outlook.com”.

4. After looking at the Google Chrome history and Windows 8 mail, you found Facebook accounts
for Craig Tucker.

5. After reviewing the Skype chat logs, you saw chats to and from Craig Tucker.

Reporting on who was using the computer is important, because later you want to be able to prove thatthe
suspect was the actual one behind the keyboard. You will also want to report who the suspect was talking
to, because you may need to make recommendations to go after other accomplices. Your second slide
after your title slide should focus on who the suspect was.

The Suspect

* Only user account was named Craig
* Found in SOFTWARE hive under Prx ist. Subkey

* Emails sent and received by Craig Tucker
o Coupon-king@outlook.com

* Internet history and emails showed Facebook account for Craig Tucker

* Skype chat to and from Craig Tucker

Figure 15-2 — Slide on Suspect

After the second slide, you will want to include a slide on who the suspect was communicating with. This
can include people he simply talked to or actual accomplices to a crime. Make sure to support your
findings and show how the suspect knows the person if possible. You will also want to report who the
suspect was talking to, because you may need to make recommendations to go after other accomplices.
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Who did the suspect talk to or work with?

1.

Craig sent and received emails from Stan Marsh, Kyle Broflovski, and Kenny McCormick about
creating coupons. They also traded email attachments of coupons and guides on how to make
them.

Craig talked to Kenny McCormick through Skype chat about coupons.

Craig sent and received emails from Stan Marsh about underage pictures.

Witnesses/Accomplices

+ Sent emails to all three about coupons

* Received attachments with coupons and guides on making coupons from all three

L il Subject: Free Coupons; 4chan Coupons, RE: College Paper! HELP; Re: Coupon Making; Awesome Coupons; Re:
4chan

* Skype chat to Kenny McCormick about coupons

e\live#3acoupon-king 1 folder

* Emails to Stan Marsh on underage pictures
* Email Subject: Re: More Hot Pics

Figure 15-3 — Slide on Witnesses and Accomplices

Next, focus on the What section of your report. For this section, you want to include what crimes the
suspect committed or what they were planning on doing. You can support this through emails,
documents, guides, chat, or anything else that shows they intentionally did something or planned
something (see Figure 15-4). The What section can be put into one slide or multiple ones if necessary.

What did the suspect do? What was the suspect planning on doing?

1.
2.

Craig had accessed fraudulent coupons stored in his documents subfolders.

Craig had some images depicting child pornography in the recycle bin, but had other child
pornography images stored in other locations.

Craig potentially has other child pornography and fraudulent coupons stored on external storage
devices.

Craig sent and received fraudulent retail coupons.

Craig intentionally searched for and downloaded fraudulent retail coupons from the Internet.
Craig modified and produced fraudulent retail coupons, which were subsequently used to commit
theft against a retail store.

Craig sent and received images depicting child pornography.

Craig talked with others about creating and using fraudulent coupons at a retail store.
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Crimes Committed/Crimes Planned

:cessed coupons in Documents /My Stuff folder and email attachment folder
images stored on his computer
s and movies in his recycle bin and in Windows/System32 /system files folder

and fraudulent coupons on other devices

v files in Coupons folder and underage pictures in Pictures folder on E: drive. The E: drive isa

« Sent and received fraudulent coupons
Email Subject: Free Coupons; 4chan Coupons, RE: College Paper! HELP; Re: Coupon Making; Awesome Coupons; Re: 4chan
rched for and downloaded fraudulent coupons
web searches show Craig searched “coupons” and “how to make coupons”
d produced fraudulent retail coupons
f /Local folder shows Craig madified files using GIMP
+ Talked with others about using fraudulent retail coupons

h file in AppData\Local\Packages\Microsoft SkypeApp_kzf8qxf38zg5c\
ng_1 folder

Figure 15-4 — Slide on Crimes Committed or Crimes Planned

After covering the What section, you will want to cover the How section. This ties together with the What
part because you need to not only answer what the suspect did or planned on doing, but also how they did
something or planned on doing something. You can include what software they used to accomplish
something, how they used external drives to store and access data, or documents and chat that shows how
they were going to commit a crime.

How did the suspect do the crime? How was the suspect planning on committing a crime?

1. Craig plugged in an external drive to access potential CP and fraudulent coupons.

2. Craig used the Windows 8 Mail App to send and receive emails with CP and fraudulent coupon
attachments.

3. Craig used Google Chrome to search for and download fraudulent coupons.

4. Craig used GIMP to modify and create fraudulent coupons.

5. Craig used Skype chat to plan with Kenny on using fraudulent coupons at Walmart.

How it was Done/How it was Planned

* Plugged in external drive to access potential CP and fraudulent coupons
« SYSTEM, SOFTWARE, and NTUSER.DAT hives show Kingston device was plugged in
* Used Windows 8 Mail App to send and receive fraudulent coupons
* Email Subject: Free Coupons; 4chan Coupons, RE: College Paper! HELP; Re: Coupon Making; Awesome Coupons; Re:

4chan

ogle Chrome to search for and download fraudulent coupons

y and web search shows searches for "coupons” and "how to make coupons”

* Used GIMP to modify and produce fraudulent retail coupons
edxbel file in AppData/Local folder shows Craig modified files using GIMP

>s from maindb file in AppPata\Local\Packages\Microsoft Sky peApp_kzf8qxf38zg5¢\
¢ g 1 folde

Figure 15-5 — Slide on How Crime was Committed or How Crime was Planned
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The next part of the report is Where. The Tucker case does not really have that much location
information. You know that he was caught at Walmart using fraudulent coupons. He also chatted with
Kenny McCormick about going to Walmart to use fraudulent coupons.

LLocation

* Chatted with Kenny McCormick about going to Walmart to use fraudulent retail coupons
pPata\Local\Packages\MicrosoftSkypeApp_kzfBqxf382g5c\

* Went to Walmart to use fraudulent retail coupons

» Craig was caught at Walmart

+ Sent email with attachment bragging about using fraudulent coupon at Walmart

* Email Subject: Re: Coupon Making

Figure 15-6 Slide on Location of Crime or Planned Location of Crime

Some other cases you may be able to show more information on where the suspect did something or
where they were planning on doing something. You can support your answer by providing time stamps,
emails, chats, Internet history, or any other activity related to locations.

One slide you could potentially include is based on Why. You are not the suspect, so you cannot truly
know why the person might have done what they did or planned to do something. However, you can
speculate based on the evidence you found, such as needing money, wanting revenge, etc. In the Tucker
case, there really is not a reason for why Tucker used fraudulent coupons, other than possibly wanting to
save money, so | am not going to include a why section for this case.
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Timeline

After working on the Who, What, How, and Where sections, you will probably want to include a section
on When for your report. You will want to show when the suspect did certain things or when they
planned on doing something. The best way to achieve this is by creating a timeline. Timeline analysis can
usually become very complicated when you actually go into all the details about what was happening on
the computer. Since this is still an introduction to digital forensics, you are only going to create a very
simple timeline.

For this project, you will want to use the Office Timeline tool. You can download the 14-day free trial at
the following website:
https://www.officetimeline.com/l4-days-trial

Note: You only need to enter an email address to get the 14-day free trial. Once they send you the Plus
Edition product key to the email address, simply open PowerPoint and click the Activate button under the
Office Timeline Free tab. From there, you just need to paste the product key and click the Activate button.

Once you have Office Timeline downloaded and installed, open Office Timeline and click the New
button.

H 'L:_@- s Demo Timeline Free Edition.pptx - PowerPoint Lauren Pixley

File Home Insert Design Transitions Animations Slide Show Review View Office Timeline Free

= | P = Timeline Position £ Settings
o< & =V |
3 _ Quick Lower - Help ~ 3
New Bimport Sync Change Share Milestones Tasks Accept Style Upgrade Activate
2 - v v Pane * Custom 75
‘ Timeline Edit Add-In

Figure 15-7 — Click New Button on Office Timeline

When the Create New Timeline window opens, select the Metro timeline. Then, click the Next arrow in
the bottom right corner.

CREATE NEW TIMELINE

Select new timeline, import data, or choose template
Appearance: @) Gel () Flat

NEW

—— )

IMPORT —_— e
—— — —
TEMPLATES i — o=
>
< . ANTItTET TRy
+ hd w
Gantt Modern
==
3 —d
p — —
-] -
st == 4
L
— —
- — r (.
<l ——
s - Sss e ]

Metro Phases \
1 New Timeline @ O

Figure 15-8 — Select Metro and Click Next Arrow
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On the next window, you will be prompted to enter the events and dates. You will also need to the click
the Clock button in the top right corner to add time stamps to each event. Use the Plus button in the top
right corner to continue to add more events. You can set different colors and shapes based on the types of
events. You may also want to check the Below box for certain events so the event text stays within the
bounds of the PowerPoint slide.

Ultimately it is up to you what events you want to include in your timeline. You may want to show when
certain Internet, file, email, or USB activity occurred. When creating your timeline, you may want to
either create a separate slide for each day or keep your timeline to only specific simple events. This will
help prevent the timeline from looking cluttered or confusing. For the Tucker case, I split the events that
occurred on the 18" to just one slide. Once you add all the events you want, click the Finish button in the
bottom right corner.

EDIT YOUR TIMELINE

Enter milestones @

&y Title Date Shape Below |9/
- Downloaded zip file with fraudulent coupons 12/18/2013 03:02 arr
Received email from Kenny with fraudulent coupons 12/18/2013 1 pn
Kingston device plugged in 12/18/2013 07:41 p
- Downloaded zip file with fraudulent coupons 12/18/2013 )7:50 prr
- Conducted search for coupons on 4chan website 12/18/2013
- Downloaded rar file with fraudulent coupons 12/18/2013 )8:05 pn

1 Milestones @ O

Figure 15-9 — Add Events, Dates, and Times and Click Finish

Since most of your events are broken down by the hour, you will want to change the timeline scale. To do
this, click on the Style Pane button under the Office Timeline+ tab. Then, click on the Timeline scale in
the main slide. The right pane of PowerPoint will show a button called Timeline Scale. Click on it and
then select Hours/Minutes (see Figure 15-10).
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Timeline.pptx - PowerPoint Dr... Lauren Pixley = [l X

Q Tell me £ Share

.1 ! ‘ = Timeline Position 4} Settings o ?
® Quick{Middle -] Help ~
Change Share Milestones Tasks Acce Upgrade Activate
vg g ‘p Custom 44 Pg
ine Add-In A
G B g 3ot (R R R R R X R SRR R R SRR RRRT- SRR RRRT-TRRNE | D (R
Office Ti... » %
4 Timeband
Kingston device plugged in
et Text  Band
Downloaded zip file with fraudulent
coupons
Downloaded rar file with fraudulent |
‘coupons —
bec 18,805 pm ’Callbrl v |12
Downloaded zip file with fraudulent leceived email from Kenny with fraudulent ‘Conducted search for coupons on 4chan - =
coupons website
oc 15,302 3m Dec 18, 1202 pm oec 15, 505 pm B I U

J ) i @,
Dec 18 [EEL 5am 7am 9am 11am 1pm 3pm 5pm 7pm Dec 18
o o D o
4 Timeline Scale

/ s | © Hours/Minutes

© Days
© Weeks
© Weeks (1ISO)
© Months
> © Quarters
z © Years

Figure 15-10 — Click Style Pane Button, Select Timeline Scale in Slide, and Choose Hours/Minutes under Timeline Scale

Note: You can also change where the timeline scale is by clicking the drop-down menu in the top bar
called Timeline Position. The Middle position may work the best because you can then choose to have
some events displayed above the timeline and some below.

After creating a timeline for one set of events, you can create another timeline on a different slide. This
may help separate the days and keep your timeline from getting cluttered. However, it is ultimately up to
you to choose what events you want to show in your timeline and how you want to report and present it.

X
EDIT YOUR TIMELINE
Enter milestones @ @ @
& Title Date Shape Below 8]
Received email from Stan with guides on making fraudulent coupons 12/20/2013 01:25 prr > v
Sent email showing off his fraudulent coupons to Stan 12/20/2013 05:15 prv > v
- Conducted search on "how to make coupons” 12/20/2013 09:10 prr v v
- Conducted search on "make counterfeit coupons” 12/20/2013 09:11 pn v
- Accessed guide in Documents folder on how to make coupons s+ 12/20/2013 09:26 prv ) _{ X
- Downloaded GIMP Installer 12/20/2013 09:29 pn &
- Installed GIMP 12/20/2013 09:37 prr k=1
- Chatted with Kenny McCormick about coupons 12/20/2013 11:59 pnr v
- Chatted with Kenny McCormick about coupons 12/21/2013 11:31 arr v
- Modified fraudulent coupon with GIMP 12/21/2013 07:19 pnr & [v
- Accessed picture in Pictures folder depicting child pornography 12/21/2013 07:32 pn * v
B ..o another nichire in Pichires folder denictina child normaaranhy 127212013 07:32 oy L [

1 Milestones @ O

Figure 15-11 — Timeline with More Events on Second Slide
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Depending on what case you are working on, you may want to show specific events that help support
your Who, What, When, Where, and How points you previously made in your slides. For example, on the
Tucker crime slide | showed a bullet point on how Tucker used GIMP to modify and produce fraudulent
retail coupons. | then included in my timeline when Tucker downloaded and installed GIMP, when he
accessed guides on how to make coupons, and when he modified a fraudulent coupon with GIMP.

If the case you are working on has a suspect planning to do something on a certain date, you may want to
include that in your timeline as well. Again, it is up to you to decide how to best show your work and
support your argument.

Conducted search on "make counterfeit

coupons”
Dec 20, 9:11 pm Accessed movie in Videos folder depicting

child pornography

Accessed guide in Documents folder on
Dec 21, 7:42 pm

how to make coupons
Dec 20, 9:26 pm

Chatted with Kenny McCormick about Chatted with Kenny McCormick about
coupons coupons
Dec 20, 11:59 pm Dec21,11:31am

Dec 20, 9:10 pm Dec 21, 7:32 pm

Conducted search on "how to make Accessed picture in Pictures folder
coupons” depicting child pornography
Dec 20, 5:15 pm Dec 21, 7:32 pm
Sent email showing off his fraudulent Accessed another picture in Pictures folder
coupons to Stan depicting child pornography
Dec 20, 1:25 pm Dec 21, 7:19 pm

Received email from Stan with guides on Modified fraudulent coupon with GIMP
making fraudulent coupons

Figure 15-12 — Timeline of Events

After creating your timeline slides, you can also do a slide that just lists some events that you want to
discuss further. For example, if the suspect planned on doing something, you may want to include a
separate slide that discusses your findings further. It is up to you how you want to present all your
findings.

One last slide you should include is a recommendation slide for the event. As an examiner, you may not
always be asked to make recommendations, but for this event you will need to come up with
recommendations based on your findings. Some possible recommendations include other accomplices
that need to be looked into or where a suspect might be if they are on the run. For the Tucker case, the
only real recommendation you could make is to look into Stan, Kyle, and Kenny because they traded
coupons and underage pictures with Craig (see Figure 5-13).
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Chapter 15

Recommendations

* Look into Kenny McCormick for also using and creating fraudulent coupons

* Look into Stan Marsh for fraudulent coupons and child pornography

Figure 15-13 Slide with Recommendations Based on Findings
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